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I.
INTRODUCTION

In our era of globalized communications, criminal enforce-
ment increasingly encounters communications stored in other
countries, yet law enforcement officials often lack the ability to use
their national laws to obtain that evidence.1  Mutual Legal Assis-
tance Treaties (MLATs), long an obscure specialty topic for interna-
tional lawyers, have been the principal mechanism for responding
to these cross-border data requests.2  This Article contends that
MLATs today are emerging as a key component of multiple legal

1. See infra Part II.
2. Id.



38853-nys_71-4 S
heet N

o. 73 S
ide A

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 73 Side A      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS402.txt unknown Seq: 3 14-MAR-17 13:23

2017] ANALOGY TO THE VISA WAIVER PROGRAM 689

and policy debates in the wake of the revelations by Edward
Snowden that began in 2013.  Drastically improving the mutual le-
gal assistance (MLA) process has become important not only for
accurate adjudication in individual cases but also for supporting a
globally open and interoperable Internet against calls for data local-
ization and institution of other, stricter national controls on the
Internet.

Part II introduces the relevant history, including the first
MLAT in 1973 to investigate international crimes such as drug traf-
ficking, money laundering, and terrorism.3  Part III explores the
growing importance of cross-border evidence requests over time,
spurred by globalization and the combined effects of cloud comput-
ing and law enforcement’s consequent increased need to seek e-
mails and other stored records held in other countries.  In recent
years, delays in MLA requests have provided a rationale for laws that
require data to be stored locally rather than transported across the
Internet.4  Such localization proposals implicate fundamental issues
of global Internet governance, such that solving the MLAT problem
key to avoid splintering the Internet into national fiefdoms.5  Im-
proving the MLA process also provides an important alternative to
the current advocacy by the Federal Bureau of Investigation (FBI)
and other law enforcement authorities for limits on effective en-
cryption, such as providing law enforcement with access to encryp-
tion keys to devices.6  Where an MLA request efficiently provides
access to the plain text of communications at the server level, then
the law enforcement case for key escrow is correspondingly
weaker.7

Drawing on the recommendations of President Obama’s Re-
view Group on Intelligence and Communications Technology, Part
IV analyzes a number of short- and medium-term policy changes
that could make the current MLA process faster, better, and
cheaper.  Notably, the U.S. Department of Justice needs greater
funding for its MLA activities.8  Doing so will allow the Department
of Justice (DOJ) to take advantage of recent statutory changes to
enable prosecutors and magistrates in Washington, D.C. and a lim-
ited number of other district courts to develop expertise in the
often-arcane details of MLA requests in order both to process legiti-

3. Mutual Legal Assistance Treaty, U.S.-Switz., May 25, 1973, 27 U.S.T. 2019.
4. Infra Part III.
5. Id.
6. Id.
7. Id.
8. Infra Part IV.



38853-nys_71-4 S
heet N

o. 73 S
ide B

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 73 Side B      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS402.txt unknown Seq: 4 14-MAR-17 13:23

690 NYU ANNUAL SURVEY OF AMERICAN LAW [Vol. 71:687

mate requests more quickly and to ensure protection of privacy and
human rights where the request does not comply with the First or
Fourth Amendments or relevant law.9

Part V proposes an alternative way to improve MLA requests,
what we call a Mutual Legal Assistance Statute (MLAS).  We believe
one or more MLASs are the most promising mechanism to tackle
the longer-term challenge of how to reform the MLA process.
Merely increasing funding to DOJ and processing each request
more quickly will not effectively scale to the long-term growth in
international communications.  Fortunately, there is a statutory pre-
cedent for addressing the higher volume of cross-border activity
that arises with globalization—the Visa Waiver Program (VWP).10

Historically, each foreign visitor to the United States required an in-
person interview with a U.S. consular official.11 As the volume of
business and tourist visits to the United States increased enor-
mously, that sort of case-by-case interview became a barrier to inter-
national travel as well as a bad use of scarce consular resources.
Today, 38 countries have qualified under the clear criteria for the
VWP, so that the vast majority of visitors from those countries can
enter the United States without the individualized interview previ-
ously required.12

Applied in the MLA context, due to the analogous globaliza-
tion of cross-border evidence, eligible countries with high-quality
procedures for seeking evidence would be eligible for a streamlined
process for obtaining evidence in the United States.  One notable
advantage of a statutory approach is its flexibility compared to rene-
gotiation and re-ratification of a treaty with each country.  The VWP
has been amended over time as needed, including in the wake of
the 2015 Paris and San Bernardino terrorist attacks.13  The fact that
the VWP has operated and adapted successfully over time, with
strict, yet manageable, criteria for country eligibility, suggests that
MLA stakeholders might fruitfully explore a streamlined MLAS pro-
cess that learns from the visa waiver precedent.

In short, this Article explains why the MLA request process
matters far more today than in the past, provides short- and me-
dium-term reforms to address the immediate problems of MLAT
request backlog and international pressure for access to data, and
provides conceptual structures for longer-term re-engineering of

9. Id.
10. See infra Part V.
11. Id.
12. Id.
13. Id.
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the overall system.  This Article seeks to advance the state of think-
ing about these issues, and to serve as a foundational document for
our larger research project into MLAT reform.14

An examination of the historical problems that led to the crea-
tion of data sharing mechanisms can better inform modern reform
solutions.  A tension exists between the goals of two different legal
systems during an investigation requiring MLA data requests.  First,
the jurisdiction performing the investigation would like the process
to be as streamlined for evidence held elsewhere as it is for local
investigations

II.
HISTORY OF MUTUAL LEGAL ASSISTANCE

TREATIES

Second, the jurisdiction holding the evidence believes it has
jurisdiction over that evidence, that its local laws regarding the evi-
dence should apply, and that the request from a foreign jurisdic-
tion may be inappropriate under local law.  Where there is no
direct sovereign above the two legal systems to resolve such con-
cerns, then we look to treaties or customary practice rather than a
top-down solution.  Part II examines the history of the MLAT and
its legal predecessors, notably including letters rogatory, and then
describes current procedures for MLA requests between nations.

A. From Letters Rogatory to Mutual Legal Assistance Obligations

To set the context for modern requests to use the MLA pro-
cess, we examine the history of seeking evidence across state lines
within the United States and across national borders.  Historically,
letters rogatory were the principle mechanism for sharing evidence
between jurisdictions.15  As the U.S. State Department explains,
“letters rogatory are the customary legal means of obtaining judicial
assistance from overseas in the absence of a treaty or other agree-
ment.”16  Letters rogatory are requests for assistance from the
courts in one country to courts of another country that “if done

14. Peter Swire & Justin D. Hemmings, Stakeholders in Reform of the Global System
for Mutual Legal Assistance (Ga. Tech. Scheller Coll. of Bus., Working Paper No.
2105-32), http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2696163.

15. See T. MARKUS FUNK, MUTUAL LEGAL ASSISTANCE TREATIES AND LETTERS

ROGATORY: A GUIDE FOR JUDGES, FEDERAL JUDICIAL CENTER INTERNATIONAL LITIGA-

TION GUIDE (2014).
16. U.S. Dep’t of State, Preparation of Letters Rogatory, TRAVEL.STATE.GOV,

http://travel.state.gov/content/travel/english/legal-considerations/judicial/ob-
taining-evidence/preparation-letters-rogatory.html.
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without the sanction of the foreign court, could constitute a viola-
tion of that country’s sovereignty.”17  Notably, letters rogatory have
been used for service of process and obtaining evidence where per-
mitted by the laws of the foreign jurisdiction.18  Letters rogatory
rely on principles of comity, or respect for foreign sovereignty,
rather than on an assertion that the jurisdiction seeking the evi-
dence has a legal right to the evidence.  To this day, letters rogatory
are signed by the judge seeking the evidence and are customarily
transmitted via diplomatic channels.19  Even in the modern age,
where communications travel instantly via e-mail rather than via
sailing ship or steamboat, the State Department warns that letters
rogatory are slow and can take a year or more to succeed even when
the foreign jurisdiction approves the request.20

1. Seeking Evidence Across State Lines

In considering how to speed up access to evidence held in
other nations, the experience within the United States shows long-
standing obstacles to speedy and efficient access even across state
lines.  Historically, letters rogatory applied if, for instance, a Texas
court sought evidence held in another state, such as Connecticut.
Texas, as a separate sovereign, could not order actions within Con-
necticut, so a Texas court would issue a letter rogatory to a judicial
officer in Connecticut requesting that the information be shared.
Inside the United States, this comity-based approach began to shift
to an approach based upon legal authority in the 1920s and 1930s
as the Uniform Foreign Depositions Act (UFDA) began to see wide-
spread adoption.21  For the thirteen states that originally adopted
the UFDA,22 “any mandate, writ or commission . . . issued from any

17. Id.
18. Joshua Bearman, The Rise & Fall of Silk Road, Part II, WIRED (Jun. 2015),

http://www.wired.com/2015/05/silk-road-2 (“[A] U.S. attorney had written up an
official letters rogatory petition, requesting that Iceland honor the bureau’s inves-
tigative requests”); Ted Folkman, Notes from the State Department, LETTERS BLO-

GATORY: THE BLOG OF INTERNATIONAL JUDICIAL ASSISTANCE (Sep. 30, 2011) https://
lettersblogatorycom/2011/09/30/notes-from-the-state-department/ (discussing
how the State Department encourages foreign governments like China to honor
requests for service of process).

19. U.S. Dep’t of State, supra note 16.
20. Id.
21. See Paul R. Dubinsky, Is Transnational Litigation a Distinct Field? The Persis-

tence of Exceptionalism in American Procedural Law, 44 STAN. J. INT’L L. 301, 335
(2008).

22. UNIF. INTERSTATE DEPOSITIONS & DISCOVERIES ACT (UIDDA), Prefatory
Note at 1 (2007), http://www.uniformlaws.org/shared/docs/interstate%20deposi-
tions%20and%20discovery/uidda_final_07.pdf.
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court of record” could be used to compel a witness to appear and
testify under the witness’s home state rules and procedures.23  Civil
litigants in particular were assured under the UFDA that a different
state’s courts would assist them in discovery, rather than having to
rely on the courts’ uncertain and often delayed judicial coopera-
tion.24  However, even under the UFDA there was still a large
amount of judicial oversight and intervention required, and letters
rogatory were still often required to obtain evidence from another
jurisdiction.25  The Uniform Interstate and International Proce-
dures Act (UIIPA) attempted to modify and expand the UFDA in
1962, but saw little acceptance from states.26  In 2007, the Uniform
Law Commission issued the Uniform Interstate Depositions and
Discovery Act (UIDDA) as a way to streamline the process.27  Thirty-
seven states so far have adopted the UIDDA in some form, remov-
ing their need for letters rogatory in interstate discovery.28  How-
ever, some states (such as Texas and Connecticut) continue to rely
on letters rogatory as the means for conducting out-of-state
discovery.29

For federal courts operating under the single sovereignty of
the United States, issuing out-of-state subpoenas is simpler.  Federal
Rule of Civil Procedure 45 describes the process for issuing a sub-
poena in a different state than the one where the trial is taking
place.30  As long as the subpoena is issued from the U.S. District
Court where the evidence is located or the deposition will take
place, then an authorized attorney on the pending trial may issue
the subpoena without additional court involvement or assistance
from local counsel.  Rule 45 has become the model for the
UIDDA.31  States that have enacted the UIDDA allow litigants to use
a subpoena issued by a court in the requesting state to obtain dis-
coverable materials from another state that has adopted the

23. See id.
24. See id. at 6–7.
25. See Robin H. Jones, Can I Get A Witness: Obtaining Out-of-State Deposition

Subpoenas, 72 ALA. LAW. 471, 472 (2011) (explaining that the Uniform Interstate
Depositions and Discovery Act was drafted in part to remedy continued issues of
complicated judicial oversight and letters rogatory for interstate requests).

26. See id.
27. See id.
28. The District of Columbia and the U.S. Virgin Islands have also enacted

the UIDDA, and the legislation was introduced in both Arkansas and Ohio in
2016. See id.; UIDDA, Prefatory Note at 1, 4 (2007).

29. UIDDA, Prefatory Note at 3 (2007).
30. FED. R. CIV. P. 45.
31. See Jones, supra note 25, at 472 (“The ULC used Fed. R. Civ. P. 45 as a

template for the UIDDA . . . .”).
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UIDDA.32  The foreign subpoena is then replicated in a localized
subpoena issued by a clerk in the court where the discoverable ma-
terial is located and then served locally.33  The terms of the local-
ized subpoena must be identical to the foreign subpoena and
contain all relevant contact information.34  Discovery that takes
place in a foreign jurisdiction, however, must comply with all of that
jurisdiction’s local rules.  Therefore, if a trial takes place in State A,
but a witness is to be deposed locally in State B, the deposition must
comply with State B law.  Similarly, motions to quash, enforce, or
modify the subpoena must be brought in State B and are governed
by State B law.35  This process not only reduces the time to obtain
evidence in foreign jurisdictions, but can also reduce the costs of
litigation when out-of-state discovery is required.  Out-of-state liti-
gants need not obtain additional local counsel in the discovery state
or pay for additional discovery actions in order to obtain evidence.
Principles of state sovereignty are still preserved as well since all
discovery and accompanying motions and procedures are governed
by local state law, not the requesting state’s law.

By contrast, those states that have not yet adopted the UIDDA
have a longer and more involved procedure.  For example, Texas
law still requires any person desiring to depose a Texas resident for
the purpose of a foreign state action to submit a letter rogatory to
the witness’s local Texas court.36  The local court will then, if appro-
priate, issue a deposition subpoena under the Texas Rules of Civil
Procedure.  Any problems with the subpoena must be addressed in
the issuing Texas court consistent with Texas law.  While local coun-
sel is not required in order to process these subpoenas, the process
still requires communication between the courts and judges of both
states, as needed.

2. Seeking Evidence Across National Borders

For requests between sovereign nations, principles of comity
are the baseline for requests.37  Letters rogatory operate under this

32. UIDDA, § 3(a) (2007) (“To request issuance of a subpoena under this
section, a party must submit a foreign subpoena to a clerk of court in the [court]
in which discovery is sought . . . .”).

33. UIDDA § 3(b) (2007).
34. UIDDA § 3(c) (2007).
35. UIDDA § 6 (2007).
36. TEX. R. CIV. P. 201.1(c), 201.2.
37. HENRY WHEATON, ELEMENTS OF INTERNATIONAL LAW § 79 (Richard H.

Dana ed., 8th ed. 1866) (“There is no obligation, recognized by legislators, public
authorities, and publicists, to regard foreign laws, but their application is admitted,
only from considerations of utility and the mutual convenience of states . . . .”).
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principle, as one sovereign requests the aid of another while under-
standing that the requestee has no legal obligation to comply with
the request. Although the Uniform Law Commission has spent
much of the last century working to reform the system within the
United States, international information sharing continued to rely
on principles of comity and letters rogatory up until 1977.38  As with
state-to-state requests within the United States, over time statutes
and treaties have tried to improve on the comity-based system for
evidence sharing.

Early U.S. statutes sought to provide a lawful basis for comity-
based requests from other countries.  In 1885, Congress enacted
“An Act to Prevent Mis-Trials in the District and Circuit Courts of
the United States, in Certain Cases,” which in part authorized U.S.
circuit courts to respond to foreign subpoenas in civil actions where
the foreign sovereign was a party to the case.39  In 1948, Congress
broadened this Act by removing the sovereign party requirement
and including criminal as well as civil acts.40

However, as the United States began to investigate coordinated
international crimes such as drug trafficking, money laundering,
and terrorism, it faced an increasing need for coordinated informa-
tion sharing.  In 1977, the United States entered into its first MLAT
with Switzerland in an effort to investigate accounts protected by
Swiss banking secrecy laws.41  This treaty initially required the same
standard of “dual criminality” used in extradition treaties, though
Switzerland later issued an addendum allowing for information
sharing related to U.S. stock trading offenses.42  Since then, the

38. See Marian Nash (Leich), Contemporary Practice of the United States Relating to
International Law, 86 A.J.I.L. 547, 548 (1992).

39. See Comm. on Int’l Commercial Disputes, 28 U.S.C. § 1782 as a Means of
Obtaining Discovery in Aid of International Commercial Arbitration—Applicability and
Best Practices, 63 THE RECORD 752, 753–54 (2008) (noting that the Act, and its sub-
sequent supplemental “Act to facilitate the taking of depositions within the United
States, to be used in the Courts of Other Countries, and for other purposes,” were
passed in response to a previous U.S. Attorney General’s opinion that U.S. courts
lacked the statutory authority to respond to execute a French court’s letter
rogatory).

40. Id. at 754.
41. William W. Park, Legal Policy Conflicts in International Banking, 50 OHIO ST.

L.J. 1067, 1097 (1989).
42. Dual criminality is present if the actions described in the request for assis-

tance contain the elements, other than intent or negligence, of an offense which
would be punishable under the law in the requested state if committed within its
jurisdiction.  Memorandum of Understanding to Establish Mutually Acceptable
Means for Improving International Law Enforcement Cooperation in the Field of
Insider Trading, U.S.-Switz., Aug. 31, 1982, 22 I.L.M. 1, 3 (1983).
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United States has entered into an additional fifty-five MLATs with
various countries, including every member of the European Union,
and has used these treaties to investigate crimes including money
laundering, drug trafficking, terrorism, and international cyber-
crime.43  The United States continues to negotiate further MLATs
with other foreign countries and signed and ratified the Inter-
American Convention on Mutual Legal Assistance of the Organiza-
tion of American States on January 5, 2001.44

While an improvement over letters rogatory, notably including
treaty obligations, MLATs suffer from many of the same issues that
the UIDDA addressed.  Information sharing is neither immediate
nor absolute.  While a low threshold, the investigating party typi-
cally must prove it has reasonable suspicion that a crime has been
committed within its jurisdiction in order to obtain evidence
through the MLA procedure.45  Requests remain subject to domes-
tic law, such as Fourth Amendment protections against unreasona-
ble search and seizure in the United States.46  In addition, while
these treaties do create legal obligation among their signatories, the
process still requires multiple levels of diplomatic and legal over-
sight, and the requested party retains considerable discretion in re-
sponding to requests for information.47  Consequently, the process
remains slow and cumbersome, despite improvements over the pre-
vious letters rogatory.

B. MLA Today

This section will discuss two major aspects of the modern MLA
system.  First, this section will describe how an MLA request to the

43. U.S. DEP’T OF STATE, INT’L NARCOTICS CONTROL STRATEGY REP., vol. II, at
20 (2012), http://www.state.gov/j/inl/rls/nrcrpt/2012/vol2/184110.htm.

44. See Inter-American Convention on Mutual Assistance in Criminal Matters,
art. 2, May 23, 1992, O.A.S.T.S. No. 75 (“The states parties shall render to one
another mutual assistance in investigations, prosecutions, and proceedings that
pertain to crimes over which the requesting state has jurisdiction at the time the
assistance is requested.”).

45. See id. art. 26 (“Requests for assistance shall contain the following details:
. . . the crime to which the procedure refers; a summary description of the essential
facts of the crime, investigation, or criminal proceeding in question; and a descrip-
tion of the facts to which the request refers.”).

46. Id. (“Requests for assistance issued by the requesting state shall be made
in writing and shall be executed in accordance with the domestic law of the re-
quested state. The procedures specific in the request for assistance shall be ful-
filled in the manner indicated by the requesting state insofar as the law of the
requesting state is not violated.”).

47. See generally Inter-American Convention on Mutual Assistance in Criminal
Matters, May 23, 1992, O.A.S.T.S. No. 75.
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United States is processed, from the moment of submission
through the end of the process.  To our knowledge, there has not
been a recent published description of the U.S. process in this
much detail, and the description here draws on multiple interviews
with U.S. government officials.48  Second, this section will briefly
discuss the needs of the different stakeholders in the MLA process,
including potential frustrations with the current system.

1. How MLA Requests Work.

Today, MLAs are used frequently for various types of requests,
but this Article will focus primarily on electronic evidence requests,
which are both resource-intensive and changing rapidly due to the
growth of global communications.  MLATs are usually bilateral trea-
ties (except for the multi-lateral treaty between the United States
and the European Union’s twenty-eight member countries in
2010),49 but the process is essentially the same for any MLAT.
When a foreign law enforcement or investigative body decides to
request access to electronic evidence held under U.S. jurisdiction,
such as evidence on servers or computers in the United States, it
files a request with its designated central processing agency.  Each
treaty designates one point of contact for MLA requests within each
country; the United States’ main point of contact is the Department
of Justice’s Office of International Affairs (OIA).

As an example, assume a burglary has taken place in Paris.
The victim is a French citizen, and the Police Nationale are investi-
gating.  The investigation has identified a French citizen as the sus-
pected burglar, and the investigation has produced evidence that
the target likely sent e-mails planning the crime.  However, the tar-
get used an e-mail service based in the United States that only stores
e-mails on servers in California.

48. Some writing exists, however, on the legal standards surrounding incom-
ing MLA requests to the United States and how these treaties can apply in different
situations. See Validity, Construction, and Applications of Mutual Legal Assistance Trea-
ties (MLATs), 79 A.L.R. FED. 2d 375 (2013).

During the course of our research, which began in early 2015, we have con-
ducted interviews on background with U.S. government officials including in the
Department of Commerce, the Department of Justice, the National Security Coun-
cil, and the State Department.  We received comments from a number of these
officials on earlier drafts of this Article, in order to correct any inaccuracies they
spotted based on their experience.

49. See Agreement on Mutual Legal Assistance Between the European Union
and the United States of America, June 25, 2003, T.I.A.S. 10-201.1; EU Member
Countries, EUROPA, http://europa.eu/about-eu/countries/member-countries/in-
dex_en.htm (last visited July 30, 2016).
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We choose this simple burglary example to illustrate three
points.  First, the interests of jurisdiction in which the crime was
committed (France) are greater than those of the jurisdiction in
which the evidence resides (United States): there is a French crime,
a French victim, and a French suspect.  Nonetheless, as evident in
discussion of MLA procedures below, the country holding the evi-
dence has significant treaty obligations despite a lack of other con-
nection to the crime, victim, or suspect.  Second, electronic
evidence overseas is increasingly relevant to crimes that were tradi-
tionally local, such as a burglary, in contrast to trans-border crimes,
such as money laundering or drug smuggling.  The growth in the
importance of MLA is thus due, in this example, to the cross-border
nature of communications, rather than the cross-border nature of
the crime itself.  Third, the scale of the crime can become salient to
the design of MLA reforms.  It is easier to justify use of the interna-
tional treaty process for grand larceny involving valuable goods and
a potential heavy prison term than for petty theft involving low-
value goods and a misdemeanor punishable by less than a year in
prison.

Once the investigating officers realize they need to submit an
MLA request to the United States for the suspect’s e-mails, they
draft the request and submit it to the French Ministry of Justice for
review.50  Requests usually include the name of the authority con-
ducting the relevant proceeding; a description of the subject matter
or nature of the proceeding, including any specific charges; a
description of the evidence sought along with an explanation for
why it is needed; identifying information for whatever individual or
entity has control of the evidence, including who should be served
with a warrant and where; and a description of any particular proce-
dure to be followed in executing the request.51  That request is
then sent to OIA, which will work with the requesting body until the
format of the request is correct and the request contains all neces-
sary information.

OIA then works with a U.S. Attorney’s office, which will take
the request to a local magistrate judge for review.52  The office of

50. Under Article 2 of the Treaty on Mutual Legal Assistance in Criminal Mat-
ters between the United States of America and France, the Ministry of Justice is
designated as the Central Authority for France for MLA requests.  Treaty on Mu-
tual Assistance in Criminal Matters between the United States of America and
France, Fr.-U.S., art. 2, T.I.A.S. 13010.

51. FUNK, supra note 15, at 7 (2014).
52. There are ninety-three U.S. Attorneys, who have the following responsibil-

ities: to serve as principal litigators under the direction of the Attorney General; to
serve as chief federal law enforcement officer for his or her jurisdiction; to prose-
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that U.S. Attorney decides how to prioritize the request and may
place a higher priority on local investigations than requests to assist
investigations from a distant jurisdiction, which often do not impli-
cate any local victims.  The U.S. Attorney’s office, once it reviews
the request and deems it appropriate, then places it on the local
federal court’s docket, where it is generally placed in line and
treated equally with other matters before the court.  Any federal
judge may review a request to be served in any part of the United
States, although generally requests are processed either in D.C. or
in the local district where the evidence in question is contained.
The reviewing court must then determine if: (1) the terms of the
relevant treaty prescribe specific requirements for producing evi-
dence; (2) the Federal Rules of Procedure and Evidence apply; or
(3) the MLAT requires some combination of the two.  The court
may also verify that the request complies with the specified prac-
tices and procedures of the requesting country, but only if they are
consistent with U.S. law, including rules of privilege.53  The court
must also verify that the request complies with U.S. law, including
the Fourth Amendment and Fifth Amendment rights of the party
or entity in control of the evidence requested.  Any deficient re-
quests are rejected and must go through another round of itera-
tions between the OIA and the requesting country in order to
repair the request before it is resubmitted.  Repaired or resubmit-
ted requests are given no special priority over other matters before
the court.  Once the request has been approved, it can then be
served locally on the party or entity controlling the evidence, in the
same way that any federal warrant is executed.

Once the company submits the requested evidence, it is re-
viewed by the FBI and OIA for data minimization purposes.  The
evidence is edited to make sure that only data responsive to the
request is delivered.  In the French hypothetical, for example, the
e-mails of the target might be screened to exclude regular e-mails
with no nexus to the burglary.  The evidence is also edited to mini-
mize human rights risks, such as First Amendment free speech con-
cerns.  For instance, under French law, a person can be convicted
for criminal defamation of a person or group for belonging or not
belonging to an ethnicity, nation, race, religion, sex, or sexual ori-

cute criminal cases brought by the Federal Government; to prosecute and defend
civil cases in which the United States is a party; and to collect debts owed to the
federal government which are administratively uncollectible. See Mission, USAO
(last updated Nov. 18, 2014), http://www.justice.gov/usao/mission.

53. FUNK, supra note 15, at 6 (2014).
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entation, or for possessing a handicap.54  The FBI and OIA carry
out a First Amendment review, and e-mails implicating culpability
in a speech crime not recognized in the United States would be
filtered out.  Once the evidence has been cleared by the FBI and
OIA, OIA sends the evidence to the point of contact in the request-
ing country, the French Ministry of Justice in this case, which then
provides it to the investigative team.  On average, this process takes
approximately ten months to complete for valid and executed MLA
electronic evidence requests.55

As discussed further below, multiple factors contribute to a
lengthy response time to many MLA requests.  First, foreign coun-
tries often have difficulty tailoring requests to comply with U.S. law.
The multiple iterations in conjunction with OIA and their U.S. At-
torney take time, and each iteration adds time to the overall pro-
cess.  Second, the lack of prioritization and specialization within the
U.S. Attorneys’ offices and the courts reviewing the requests con-
tributes to the significant lag time.  In addition, a lack of staff and
resources within OIA for processing an ever-increasing number of
requests also contributes to the long processing window.

2. Stakeholders in the MLA Process.

To create a useful reform mechanism for the current MLA pro-
cess, it is important to identify stakeholders in the process and their
respective interests in any potential reform.  We have written sepa-
rately about the incentives of key stakeholders, and summarize
those findings here.56  MLA stakeholders can be separated concep-
tually into four groups: the U.S. government, foreign governments,
information technology companies, and civil society groups.  In
general, these groups have slightly different interests in the MLA
system and would have different goals from any reform measures.

For the U.S. government, one goal is to assist in lawful investi-
gations.  Currently, the United States receives far more data re-
quests from other countries than it makes itself and has an interest,
for diplomatic and law enforcement purposes, in ensuring that for-
eign investigations run smoothly and get access to the evidence they

54. CODE PÉNAL [C. PÉN.] [PENAL CODE] art. R624-3 (Fr.).
55. RICHARD A. CLARKE, ET. AL., LIBERTY AND SECURITY IN A CHANGING WORLD:

REPORT AND RECOMMENDATIONS OF THE PRESIDENT’S REVIEW GROUP ON INTELLI-

GENCE AND COMMUNICATIONS TECHNOLOGIES 227 (2013), https://
www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf
[https://webarchive.org/web/20160406140647/https://www.whitehouse.gov/
sites/default/files/docs/2013-12-12_rg_final_report.pdf].

56. Swire & Hemmings, supra note 14.
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require.57  A well-functioning MLA system will also be important as
growth in the popularity of Internet services based abroad may
cause the United States to send more data requests in the future.
The United States has an economic interest in allowing Internet
services based in the United States to continue to do business and
grow internationally, as well as in minimizing the use of Internet
regulations such as data localization laws that would negatively im-
pact U.S. economic interests.

For foreign governments, a major goal is to assert sovereignty
over otherwise internal law enforcement investigations, such as the
French burglary described in our example.  For these governments,
the need to make a formal request of the United States for assis-
tance can be seen as a chafing limit on national sovereignty, as the
crimes, victims, and targets of the investigation may be all or mostly
under the jurisdiction of the foreign government.  Having to com-
ply with U.S. search and seizure law to conduct these investigations
can be seen as an incursion on sovereignty, which combines with
the length of the process to frustrate foreign governments.

For information technology companies, there are two principal
concerns in the MLA process.  First, these companies want to be
able to comply with lawful requests from foreign governments,
while not being forced to comply with requests that may have nega-
tive implications for the human rights or privacy of the company’s
customers.  At the same time, these companies also have an eco-
nomic interest in avoiding increased regulation from foreign gov-
ernments, including the implementation of data localization laws.
The combination of these interests means that companies would
like it to be easier to comply quickly with lawful requests for data
they hold, while maintaining the ability to protect their users from
abuse of those requests.

Lastly, civil society groups have an interest in maintaining a
free and open Internet, while protecting the human rights and pri-
vacy rights of all persons.58  Under the current MLA regime, the

57. Telephone Interviews with Anonymous Department of Justice and Na-
tional Security Council Officials (Mar.–Apr. 2015).

58. See, e.g., Greg Nojeim, MLAT Reform: A Straw Man Proposal, CENTER FOR

DEMOCRACY AND TECHNOLOGY (Sept. 3, 2015), https://cdt.org/insight/mlat-re-
form-a-straw-man-proposal/ (Greg Nojeim is the Director of the Freedom, Security
and Technology Project at the Center for Democracy and Technology.); Drew Mit-
nick, The Urgent Need for MLAT Reform, ACCESSNOW (Sep. 12, 2014), https://
www.accessnow.org/the-urgent-needs-for-mlat-reform/; Albert Gidari, MLAT Re-
form and the 80 Percent Solution, JUST SECURITY (Feb. 11, 2016), https://
www.justsecurity.org/29268/mlat-reform-80-percent-solution/ (Albert Gidari is the
Director of Privacy at Stanford Law School’s Center for Internet and Society.).
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requirement to comply with U.S. Fourth Amendment law means
that some persons outside the United States can avail themselves of
increased privacy by using Internet services based in the United
States.  These groups have an interest in both finding a reform solu-
tion that reduces the likelihood of stricter Internet regulations like
data localization laws, while also wanting to ensure that reform does
not remove the protections U.S.-based companies provide to non-
U.S. persons.

C. The Continued Use of Letters Rogatory

While MLATs create a legal obligation to comply with the
treaty and supply evidence where the treaty provides, they are still a
supplement to the existing option of letters rogatory.  Where there
is no treaty, or where the treaty’s mechanisms may be overly bur-
densome, a nation may still rely on principles of comity in submit-
ting a letter rogatory to effect a cross-border data request.

The recent investigations into the online black market site the
Silk Road are an example of the use of letters rogatory during an
investigation.59  U.S. law enforcement had determined that the site,
which was allegedly dealing in illegal drugs and other contraband,
was using servers located in Iceland.  U.S. law enforcement believed
they needed to monitor those servers in real time in order to trace
the operators of the Silk Road, which required access to the physi-
cal servers in Iceland.60  To do so, the U.S. government submitted a
letter rogatory, requesting that Iceland allow designated U.S. offi-
cials to conduct the search under particularized parameters.  Ice-
land granted access, and the officials were able to identify the
operators of the website based on that surveillance.61

Letters rogatory were also used to allow for the rapid sharing of
information in the wake of the Charlie Hebdo attacks in Paris.62  In
emergencies or terrorist situations, the standard MLA process is too
long to be effective.  In order to legally share information quickly,
the United States promptly accepted letters rogatory from France to
permit the sharing of data for the investigation into the attacks.63

Regardless of the current MLA system, or any reforms made to that

59. “[A] US attorney had written up an official letters rogatory petition, re-
questing that Iceland honor the bureau’s investigative requests.”  Bearman, supra
note 18.

60. Id.
61. Id.
62. Telephone Interview with Anonymous Department of Justice Official

(Apr. 7, 2015).
63. Id.
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system, letters rogatory will always provide an effective backdrop to
allow for compliance in extraordinary circumstances or with coun-
tries that do not enter into a specialized formal legal agreement or
framework for cross-border data sharing.

III.
THE IMPORTANCE OF MLATS IN OUR ERA OF

GLOBALIZED COMMUNICATIONS AND
EVIDENCE OF CRIMES

The bland term “Mutual Legal Assistance Treaty,” and the un-
lovely acronym of MLAT, sound appropriate for an unimportant
legal topic.  Our view, however, is that MLATs are shifting from an
obscure specialty issue to a key component of law enforcement in
our world of globalized communications and are central to interna-
tional debates about the structure of the Internet.  This Part em-
phasizes two reasons MLATs are becoming more prevalent: the
necessarily international nature of much of cyber-crime and cyber-
security and the decisive role of increasing encryption on the need
for law enforcement to use MLATs.  As the importance of MLA in-
creases, non-U.S. access to e-mails and other records held in the
United States becomes far more important.  The obstacles to non-
U.S. access thus correspondingly become more important.  Where
non-U.S. law enforcement cannot gain access to records in the
United States, pressure grows for data localization laws: holding e-
mail and other records about residents within that country, con-
trary to the long-standing norm that data flows freely across na-
tional borders on the Internet.  Even more broadly, as a senior U.S.
official told us, MLA became a “synecdoche”64 (a part standing for
the whole) of non-U.S. frustration with practices for international
data flows and government surveillance.65  This Part explains the
emerging importance of the MLA issue before turning to possible
reforms later in the Article.

A. Factual Changes Leading to the Increased Importance of MLA

We emphasize two factual changes that are leading to the in-
creased importance of MLA: (1) the trans-border nature of many
cyber-crime and cyber-security investigations and (2) the increased
use of encryption shifts law enforcement from real-time wiretaps to
accessing stored records in the cloud, which are often located on
servers in other countries.

64. Id.
65. Id.
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1. The Trans-Border Nature of Electronic Evidence.

Since the advent of the commercial Internet, MLATs have be-
come more important due to the increasingly trans-border nature
of electronic data.  In the physical world, the thief and the victim
are typically in the same country, so there is rarely any need to seek
records abroad.  On the Internet, by contrast, data breaches and
other cyber-crimes often involve a foreign perpetrator and a domes-
tic victim.  Even previously wholly domestic crimes, such as a bur-
glary between two local citizens, may include e-mail, messaging
services, or other evidence that is only available on servers located
in a foreign jurisdiction.  Thus, law enforcement today more often
has reason to seek records abroad while investigating targets and
tracking down criminals.  Indeed, the experience of one of the au-
thors (Swire) is that major spam operations that target U.S. individ-
uals have shifted over time from domestic to foreign,66 and the
ability to track down perpetrators is high enough within the United
States that it is only lucrative for spam rings to operate from
overseas.

A similar pattern exists for cyber-security.  After commercial
use of the Internet began in the 1990s, U.S. law enforcement suc-
ceeded in getting legal changes, such as nationwide service of pro-
cess for federal investigations, that enable relatively effective
investigations into the source of attacks from within the country.67

The focus of effort thus has shifted over time to methods for de-
tecting and countering cyber-attacks that originate from, or are
routed through, other countries.  MLATs are one tool for gaining
evidence about such attacks.

As data has spread across jurisdictional borders, there has been
renewed attention to issues concerning when a government may
rely solely on its own laws to acquire data located outside its physi-
cal jurisdiction.  In U.S. law, there is a longstanding presumption

66. In the mid-2000s, Swire served as an advisor to an anti-spam company
called Blue Security, which eventually closed down after confrontations with non-
U.S. based spam rings. See Brian Krebs, In the Fight Against Spam E-Mail, Goliath
Wins Again, WASH. POST (May 17, 2006), http://www.washingtonpost.com/wp-
dyn/content/article/2006/05/16/AR2006051601873.html.

67. See USA PATRIOT ACT OF 2001, Pub. L. No. 107–56, § 216(c)(1), 115
Stat. 272, 290 (2001) (defining a court of competent jurisdiction as “any district
court of the United States (including a magistrate judge of such a court) or any
United States court of appeals having jurisdiction over the offense being
investigated”).
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against extraterritoriality.68  U.S. law and legal instruments, includ-
ing subpoenas and warrants, are presumed by default to have no
authority outside the jurisdiction of the United States.  Rather, the
government must rely on principles of comity in requesting the aid
of the appropriate foreign sovereigns to access data located extra-
territorially.  When conducting a criminal investigation, however,
the United States may be able to compel the production of business
records from an international corporation doing substantial busi-
ness in the United States, yet holding its records elsewhere.69  The
issue is less clear when the evidence sought is not a business record,
but rather data held on behalf of a customer.  The ongoing case of
Microsoft Corp. v. United States, before the Second Circuit, questions
whether Microsoft can be compelled to turn over user e-mails held
on a server in Ireland as part of a criminal investigation into the
user, not Microsoft.70

2. Why Encryption Drives Law Enforcement to Seek Records in the
Cloud by Use of MLATs.

The increasing use of encryption for online communications is
a strong accelerator of this trend toward law enforcement seeking
evidence from abroad.  The reasons are set forth in a 2012 article
by Swire titled “From Real-Time Intercepts to Stored Records: Why
Encryption Drives the Government to Seek Access to the Cloud.”71

The central point is that encryption makes traditional wiretaps far
less likely to be effective; where wiretaps do not work, law enforce-
ment is driven to the place in the system where data is unencrypted.
For e-mails and many other forms of electronic evidence, that place
turns out to be the cloud.72  For many non-U.S. law enforcement
investigations, the cloud turns out to be a server in the United
States.73  The way to gain access to that server is through an MLAT.

68. For a more detailed discussion of this issue, see generally Jennifer C. Das-
kal, The Un-Territoriality of Data, YALE L.J. (forthcoming 2015–16), http://pa-
pers.ssrn.com/sol3/papers.cfm?abstract_id=2578229.

69. See, e.g., In re Grand Jury Proceedings Bank of Nova Scotia, 740 F.2d 817,
828 (11th Cir. 1984); In re Chevron Corp., No. 11–24599–CV, 2012 WL 3636925, at
*15–*16 (S.D. Fla. June 12, 2012); Johnson v. United States, 971 F. Supp. 862, 874
(D.N.J. 1997).

70. Brief for Appellant at 2–5, Microsoft Corp. v. United States, No.
14–2985–CV (2d Cir. Dec. 8, 2014).

71. Peter Swire, From Real-Time Intercepts to Stored Records: Why Encryption Drives
the Government to Seek Access to the Cloud, 2 INT’L DATA PRIVACY L. 200 (Nov. 2012),
http://idpl.oxfordjournals.org/content/2/4/200.

72. Id. at 202.
73. Id.; See Press Release, Facebook, Altoona Online: Facebook’s fourth data

center now serving traffic (Nov. 14, 2014), https://www.facebook.com/notes/al-
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For decades, law enforcement could use telephone wiretaps in
their investigations, and the telephone was the leading technology
for remote communications.  As telephone technology changed,
the United States required telephone carriers to make their systems
“wiretap ready” under the 1994 Communications Assistance to Law
Enforcement Act (CALEA).74  Today, voice calls through the tradi-
tional switched-network telephone network, or through Voice over
IP (VOIP) services that inter-connect with that network, retain this
obligation to enable a wiretap when served with the appropriate
court order.75

Remote communications have changed, however.  When
CALEA was enacted in 1994, Congress created an exception for
what at that time was a small fraction of communications—“infor-
mation services,” notably including Internet communications.76

This exception meant that hardware and software used for the In-
ternet did not have to meet the “wiretap ready” requirements.  Ex-
porting of strong encryption and use of it with other countries
became generally legal in 1999, but actual adoption was initially
lower than expected for e-mail and other Internet actions.77  For
unencrypted communications, law enforcement could intercept the
message between sender and recipient.  For instance, law enforce-

toona-data-center/altoona-online-facebooks-fourth-data-center-now-serving-
traffic/731265633630692/ (last accessed Oct. 17, 2016); AWS Regions and
Endpoints, AMAZON WEB SERVICES, https://docs.aws.amazon.com/general/latest/
gr/rande.html (last accessed Oct. 17, 2016) (describing the server locations of Am-
azon Web Services, the largest cloud server company).

74. 47 U.S.C. § 1002(a)(1) (2012).
75. See Press Release, Federal Communications Commission, FCC Requires

Certain Broadband and VoIP Providers to Accommodate Wiretaps (Aug. 5, 2005),
https://apps.fcc.gov/edocs_public/attachmatch/DOC-260434A1.pdf (last visited
July 31, 2016).

76. See 47 U.S.C. § 1002(b)(2) (2012) (“The requirements of subsection (a)
of this section do not apply to—(a) information services . . . .”).  The term “infor-
mation services” in the statute “(A) means the offering of a capability for generat-
ing, acquiring, storing, transforming, processing, retrieving, utilizing, or making
available information via telecommunications; and (B) includes—(i) a service that
permits a customer to retrieve stored information from, or file information for
storage in, information storage facilities; (ii) electronic publishing; and (iii) elec-
tronic messaging services; but (C) does not include any capacity for a telecommu-
nications carrier’s internal management, control, or operation of its
telecommunication network.” 47 U.S.C. § 1001(6) (2012).

77. See Voltage Security, 30 Years of Public Key Cryptography - Past, Present, Future
(Oct. 26, 2006), https://www.voltage.com/crypto/30-years-of-pub/ (last visited
July 31, 2016); Whitfield Diffie & Susan Landau, Privacy on the Line: The Politics of
Wiretapping and Encryption, xii, (2007) (“. . . only a small fraction of email, voice, or
video communications, or even Web browsing, is protected”).



38853-nys_71-4 S
heet N

o. 82 S
ide A

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 82 Side A      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS402.txt unknown Seq: 21 14-MAR-17 13:23

2017] ANALOGY TO THE VISA WAIVER PROGRAM 707

ment could go to the local Internet Service Provider (ISP) to inter-
cept Internet traffic going to a local subscriber.  For international
communications, this meant that a country could generally do a
wiretap if either the criminal suspect or victim was in the
jurisdiction.

The obstacles to a successful wiretap became much larger by
the time of the 2012 article, and the problems have accelerated
since then.  A wide range of Internet communications were being
routinely encrypted by 2012.78  By that time corporate and govern-
ment users had widely adopted Virtual Private Networks (VPNs),
which are strongly encrypted.  Webmail services such as Gmail and
Microsoft’s Hotmail had recently switched to automatically encrypt-
ing e-mails between their customers and e-mail servers.  Concerns
about government surveillance have sped this shift toward routine
encryption of communications.79  Large gaps had previously existed
for encryption used in transit; for instance, individual webmail ser-
vices were encrypting between their own users and their servers but
routinely sent e-mails in cleartext80 when the e-mail passed from
one service (such as Gmail) to another (such as Yahoo Mail).81

These gaps meant that wiretaps often remained possible, in the
sense that a wiretap could access cleartext rather than only acces-
sing encrypted zeros and ones.  In the past five years, however,
global communications companies have systematically addressed
many of these gaps.  They have done so for a number of reasons,
including responding to security flaws highlighted by the Snowden
documents and reassuring customers globally that the National Se-
curity Agency (NSA) and other intelligence agencies cannot inter-
cept and read e-mails and other communications.  These security
upgrades, in the form of more pervasive use of encryption, mean

78. Swire & Hemmings, supra note 14, at 4.
79. See generally In re Search of an Apple Iphone Seized During Execution of a

Search Warrant on a Black Lexus IS300, California License Plate 35KGD203, No.
ED 15–0451M, 2016 WL 618401 (C.D. Ca. Feb. 16, 2016).

80. “Cleartext” is unencrypted data and is the opposite of “encrypted text.”
The percentage of encrypted traffic on the U.S. Internet backbone rose from 13
percent in April 2014 to 49 percent in February 2016, with estimates of approxi-
mately 70 percent by the end of 2016. Peter Swire, Justin Hemmings & Alana Kirk-
land, Online Privacy and ISPs 38–41 (Feb. 29, 2016) (working paper) (on file with
Inst. for Info. Sec. & Privacy at Ga. Tech.), http://www.iisp.gatech.edu/working-
paper-online-privacy-and-isps.  Multiple trends are pushing toward greater use of
encryption, including technology companies wishing to demonstrate data security
to their customers globally. Id. at 29.

81. See Christopher Soghoian, Caught in the Cloud: Privacy, Encryption, and Gov-
ernment Back Doors in the Web 2.0 Era, 8 J. ON TELECOMM. & HIGH TECH. L. 359, 378
(2010).
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that law enforcement now often receives no knowledge from a wire-
tap of Internet communications.  For example, when an e-mail goes
from Alice to Bob using an e-mail service, it is encrypted from Alice
to her webmail provider, from that provider to Bob’s e-mail pro-
vider, and from Bob’s provider to Bob.82

For these e-mails and other electronic communications, law en-
forcement thus has a pressing incentive to get the evidence from an
e-mail provider, where the communication is generally still in
cleartext.83  Here is where the connection with MLATs becomes so
important.  Take the example of the police officer in France, who is
investigating a local crime and seeks access to a suspect’s e-mails.  In
the old days of telephone calls, the police could wiretap the phone
locally.  More recently, the police could wiretap e-mails and other
Internet communications locally.  Now, with encryption between
the suspect and the e-mail provider, no local wiretap is effective—
the wiretap produces only indecipherable zeros and ones.  The po-
lice may find that the suspect uses a webmail service housed in the
United States.  The only source for the e-mail, then, is for the local
police to figure out how to get an MLA request sent from France to
the United States, where the webmail provider eventually may be
ordered to produce the e-mail.  If the MLAT gets an average re-
sponse time for successful requests, then the police investigators
wait ten months or so after the formal request is made.  In a fast-
moving criminal investigation, that scale of delay is frustrating.  And

82. See, e.g., FAQ – Safer Email, GOOGLE, https://www.google.com/trans
parencyreport/saferemail/faq/ (“Encryption in transit helps protect your emails
from being snooped on while they travel between you and your intended recipi-
ents.”) (last visited July 31, 2016).

83. This strategy does not work if the customers use end-to-end encryption,
where even the e-mail server sees only encrypted text.  The market penetration for
end-to-end e-mail encryption, however, remains very low at the time of this writing.
E-mail becomes less convenient for many users with end-to-end encryption, includ-
ing the risk that the user will lose the keys and thus all access to e-mails will be lost.
E-mail providers also have business reasons to prefer having access to cleartext at
the server, including to enhance features and provide advertisements.

Another law enforcement strategy is to access cleartext from either Alice or
Bob, such as by gaining access to their smartphones or other devices.  This issue
has been the subject of intense public debate since FBI Director Comey, in the fall
of 2014, criticized Apple and Google for deciding not to have a master key for
access to smartphones. See Craig Timberg & Greg Miller, FBI Blasts Apple, Google for
Locking Police Out of Phones, WASH. POST (Sep. 25, 2014), http://www.washing
tonpost.com/business/technology/2014/09/25/68c4e08e-4344-11e4-9a15-137aa
0153527_story.html.  The debate about device encryption is generally outside the
scope of this Article, except to note that law enforcement access to evidence in the
cloud (and therefore the MLA process) becomes even more important if law en-
forcement cannot access cleartext either at the device or in transit.
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note, this example can apply for a local crime, such as burglary, in
the same way as for cross-border crimes, such as money laundering
or drug smuggling, that historically were the focus of MLA requests.
Thus, even for a local crime carried out by local co-conspirators, the
e-mails may be available only internationally, leading to delays of
the MLA process.84

3. MoreEfficient MLA Can Counter the Perceived Risks of Strong
Encryption.

An additional reason to improve the MLA process, which de-
serves more extensive deliberation, is that an effective MLA process
can reduce concerns by law enforcement officials that they are “go-
ing dark” due to more pervasive use of encryption technology.  Effi-
ciently-filled MLA requests that can access e-mails and other
records in cleartext at the server are an attractive alternative to ap-
proaches supported by FBI Director Comey and UK Prime Minister
Cameron for weakening encryption technologies.85

An effective MLA process can often give officials concerned
about strong device encryption an alternative means of accessing
important data.  No matter how well-encrypted individual devices
are, true end-to-end encrypted transfers of data are rare.  Law en-
forcement can therefore often access the data in unencrypted for-
mat on whatever server or servers the target’s device uses, reducing
or eliminating the need to break into the encrypted device itself.86

Swire has testified to the Senate Judiciary Committee about the
risks of weakening encryption and providing government
backdoors, such as concerns about the backdoors being abused or
discovered by malicious parties.87  Indeed, the foundation of In-
ternet commerce relies on strong and trusted encryption, and

84. In practice, the police may use a wide variety of traditional law enforce-
ment techniques other than access to e-mail, such as physical search of a suspect’s
residence, seeking to turn one member of the conspiracy, and so on.  The point
here is not that the investigation is necessarily stopped in its tracks.  Instead, the
point is to emphasize the frustration of a police investigator who can no longer get
a useful wiretap and has to wait to see if evidence will be produced from abroad.

85. Going Dark: Are Technology, Privacy, and Public Safety on a Collision Course?,
BROOKINGS INST. (Oct. 16, 2014), http://www.brookings.edu/events/2014/10/16-
going-dark-technology-privacy-comey-fbi; David Kravets, UK Prime Minister Wants
Backdoors into Messaging Apps or He’ll Ban Them, ARSTECHNICA (Jan. 12, 2015), http:/
/arstechnica.com/tech-policy/2015/01/uk-prime-minister-wants-backdoors-into-
messaging-apps-or-hell-ban-them/.

86. Nicholas Weaver, iPhones, the FBI, and Going Dark, LAWFARE (Aug. 4, 2015,
9:53 AM), https://www.lawfareblog.com/iphones-fbi-and-going-dark.

87. Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy: Hearing before the S. Comm. on the Judiciary, 114th Cong. 4, 16–17 (2015)
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weakening those standards could pose great risks to a key commer-
cial infrastructure.  If a better, more efficient MLA process can as-
suage the concerns of those seeking to weaken encryption
standards, then it seems a safer and easier fix than key escrow88 to
address the issues raised by Director Comey, Prime Minister Cam-
eron, and others that share their specific concerns.89

The growing recognition of the importance of the cross-border
data transfer process has led to increased suggestions for reform,
including a multi-stakeholder working group on Trans-border Data
Requests.90  In consulting with members of various stakeholders in
the current MLA process, the working group has begun publicly
discussing a framework to create a supplement to the current MLA
process to address growing frustrations with the inability of law en-
forcement agencies to access encrypted communications within
their own jurisdiction.

B. The Effect of MLA Problems on Localization and Other Internet
Governance Issues

For countries outside of the United States, the combination of
more electronic evidence located abroad (due to encryption and
other factors) and high barriers to getting MLA evidence (due to
bureaucratic delays and relatively strict U.S. legal standards) has at
least one logical solution—require companies to locate their cloud
servers in the country that seeks the evidence.  With data localiza-
tion, a country can use its local legal process to gain the electronic
evidence, in the short time typical of local criminal investigations
and without the friction of meeting the legal requirements of the
United States or another country.  We believe there are compelling
arguments against data localization of this sort.  We also believe that

(statement of Peter Swire); Peter Swire & Kenesa Ahmad, Encryption and Globaliza-
tion, 13 COLUM. SCI. & TECH. L. REV. 416, 433 (2012).

88. See Sean Gallagher, What the Government Should’ve Learned About Backdoors
from the Clipper Chip, ARSTECHNICA (Dec. 14, 2015), http://arstechnica.com/infor
mation-technology/2015/12/what-the-government-shouldve-learned-about-back
doors-from-the-clipper-chip/ (explaining the concept of key escrow).

89. See Oversight of the Federal Bureau of Investigation: Hearing before the S. Comm.
on the Judiciary, 114th Cong. 3 (2015) (statement of James B. Comey, Director,
Federal Bureau of Investigation).

90. See Jennifer Daskal & Andrew Keane Woods, Cross-Border Data Requests: A
Proposed Framework, LAWFARE (Nov. 24, 2015, 8:00 AM), https://www.lawfare
blog.com/cross-border-data-requests-proposed-framework.  The authors have par-
ticipated in this working group.  Greg Nojeim has written commentary on the draft
proposal, available at https://www.lawfareblog.com/contributors/gregnojeim
guest.
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understanding the MLA problems, and fixing them, are important
precisely to reduce the prevalence of these undesirable data local-
ization initiatives.

Recent legal actions in Brazil and the UK exemplify this pres-
sure for local control of data.  In Brazil, a judge in Sao Paulo en-
joined WhatsApp from operating within Brazil for forty-eight hours
in response to the company’s failure to produce the content of
messages deemed necessary for a Brazilian criminal investigation.91

While the order was quickly overturned, it, along with previously
considered data localization laws, indicate Brazil’s growing frustra-
tions with the unavailability of its citizens’ data during investiga-
tions.92  Similarly, the proposed Draft Investigatory Powers Bill93 in
the U.K. provides evidence of Britain’s growing frustrations with its
investigatory capabilities.  The draft bill includes increased al-
lowances for government-conducted Internet backbone tapping
and hacking of physical devices to enable law enforcement and na-
tional security investigations and surveillance.94  These actions are
motivated by a desire to maintain sovereign control over the com-
munications and data of citizens regardless of the location of
whatever Internet service provider those citizens choose to use.

President Obama’s NSA Review Group, among others, has
made the case against data localization.95  In general, “[t]he United
States has a strong interest in promoting an open, interoperable,
secure, and reliable information and communication structure.”96

The United States has strongly supported an inclusive multi-stake-
holder model of Internet governance to achieve these goals.  As the
Review Group wrote:

A competing model, favored by Russia and a number of other
countries, would place Internet governance under the auspices

91. Jeb Blount & Marcelo Teixeira, Brazil Court Lifts Suspension of Facebook’s
WhatsApp Service, YAHOO! NEWS (Dec. 17, 2015), https://news.yahoo.com/brazil-
court-orders-phone-companies-block-whatsapp-message-000818779—finance.html.

92. Allison Grande, Brazil Nixes Data Localization Mandate from Internet Bill,
LAW360 (Mar. 20, 2014), http://www.law360.com/articles/520198/brazil-nixes-
data-localization-mandate-from-internet-bill.

93. Sec’y of State for the Home Dep’t., DRAFT INVESTIGATORY POWERS BILL

(Nov. 2015).
94. Id.Id. at 60, Part 5 Section 81, “Equipment Interference”; Alan Travis, In-

vestigatory Powers Bill: The Key Points, THE GUARDIAN, Nov. 4, 2015, http://
www.theguardian.com/world/2015/nov/04/investigatory-powers-bill-the-key-
points.

95. See, e.g., CLARKE, ET. AL., supra note 55, at 223 (The US Government
should work with allies should work with allies to reduce harmful efforts to impose
localization rules onto the Internet.”).

96. Id. at 210.
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of the United Nations and the International Telecommunica-
tions Union (ITU).  This model would enhance the influence
of governments at the expense of other stakeholders in In-
ternet governance decisions, and it could legitimize greater
state control over Internet content and communications.  In
particular, this model could support greater use of “localiza-
tion” requirements, such as national laws requiring servers to
be physically located within a country or limits on transferring
data across borders.97

The Snowden revelations have emboldened supporters of localiza-
tion requirements for Internet communications.  Essentially, the
distrust of the NSA, U.S. technology companies, and the U.S. gov-
ernment have provided justification for foreign countries to localize
information about a country’s residents in order to limit the extent
to which such data enters the United States.  Russia itself has
promulgated the most sweeping new localization requirements,
which entered into force in 2015.98  Public debate has suggested a
number of possible motives for such localization requirements, in-
cluding: (1) concern about how records of their citizens will be
treated in the United States; (2) protectionist support for local
cloud providers and other information technology companies, with
the effect of reducing the market share of U.S. providers; and (3)
use of localization proposals as a way to highlight concerns about
U.S. intelligence activities and to create leverage for possible
changes in U.S. policy.

In this setting, non-U.S. frustrations with the MLA process pro-
vide an additional, and potentially powerful, argument for localiza-
tion initiatives.  In many countries, the interests of law enforcement
and public safety are given a high priority.  Where non-U.S. law en-
forcement officials face significant obstacles to good faith criminal
investigations, then they can logically support localization re-
sponses.  In certain respects, this pro-law-enforcement rationale for
localization is stronger than the three other rationales just dis-
cussed.  First, based on Swire’s experience in the Review Group and
elsewhere, any mistreatment of non-U.S. persons by U.S. intelli-
gence agencies is considerably less common than often alleged in

97. Id. at 214–15.
98. Natalia Gulyaeva & Maria Sedykh, Russia Enacts Data Localization Require-

ment; New Rules Restricting Online Content Come into Effect, HOGAN LOVELLS CHRONI-

CLE OF DATA PROTECTION (Jul. 18, 2014), http://www.hldataprotection.com/2014/
07/articles/international-eu-privacy/russia-enacts-new-online-data-laws/.
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the non-U.S. press.99  Second, the protectionist rationale for local-
ization is contrary to widely-held norms of international trade and
thus not a legitimate basis for publicly supporting a localization
proposal.  Third, the actual effectiveness of localization proposals as
leverage in negotiations is likely to be limited in practice.  By con-
trast, precisely to the extent that a flawed MLA process does impede
good-faith criminal investigations, then there is an argument, which
is more difficult to dismiss, to favor localization initiatives.

Localization laws create a host of negative side effects.  The
push towards data localization and a splintered Internet infrastruc-
ture both weakens the efficacy of the Internet and hinders eco-
nomic development.  The strength of Internet-based commerce
lies, in part, in the ease of communicating with customers and users
worldwide.  The Internet’s openness and accessibility has been key
to the growth of large players that find a global market, as well as
the ability for newer businesses to compete and gain strong user-
bases.  Data localization laws threaten that model.  Start-ups in par-
ticular, as well as established businesses, would be forced to weigh
the cost of creating and maintaining local data centers against the
value of serving that country.  In many instances, the costs vastly
outweigh the benefits, meaning that both the companies would lose
out on potential revenue and users and the citizens of that country
would be walled off from services and information they would oth-
erwise have.100  Localization proposals also face the difficulty of how
to provide a useful Internet for over 200 nations in the world.  Not
least, those citizens who rely on foreign servers to engage in politi-
cal protest and acts of free speech would be cut off from the ser-
vices they rely on, reducing the Internet freedom values that have
become so important for upholding human rights.  Creating a se-
ries of walled gardens for users based on their country’s ability to
convince companies to house data locally would dismantle much of
what gives the Internet value.

C. Conclusion: MLATs as Synecdoche

As mentioned above, one U.S. official with a literary sensibility
has suggested that MLATs are becoming a synecdoche for interna-

99. Peter Swire, US Surveillance Law, Safe Harbor, and Reforms Since 2013 (Ga.
Tech. Coll. of Bus. Working Paper No. 36, 2015), http://ssrn.com/
abstract=2709619.

100. See generally LEVIATHAN SECURITY GROUP, QUANTIFYING THE COST OF

FORCED LOCALIZATION 13–14 (2015), https://static1.squarespace.com/static/
556340ece4b0869396f21099/t/559dad76e4b0899d97726a8b/1436396918881/
Quantifying™he+Cost+of+Forced+Localization.pdf.
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tional Internet cooperation.101  MLATs and localization proposals
are enmeshed in broad issues such as anger at U.S. surveillance
practices, protectionist economic impulses, and efforts to bargain
with the United States to change surveillance practices going for-
ward.  Even more broadly, the localization impulse is closely corre-
lated with the United Nations/International Telecommunications
Union (ITU) approach to Internet governance, where each nation
plays a more central role in defining how communications and data
are handled within that nation.102  Frustration with the MLA pro-
cess feeds into this nation-focused approach to the Internet,
counter to the open, interoperable, and international model of
communications that the United States has fostered and should
favor.

The Snowden revelations have accelerated these debates.  Data
localization requirements are partly inspired by a desire to maintain
the ability for the government to access data.  They have been sug-
gested as a way to prevent entities like the NSA from accessing citi-
zens’ data.103  European concerns about the Snowden revelations
and about how user data would be accessed within the United
States were a major basis for the Schrems decision striking down the
Safe Harbor agreement between the United States and the E.U.104

In this setting, companies have sought ways to show global custom-
ers their careful stewardship of private data, including Microsoft’s
challenge of U.S. warrants for data held in Ireland and announce-
ments that users can choose to have their data held in Europe.105

Put differently, a strong reason to fix the MLA process is to take
away a major excuse for a localized, and overall worse, Internet.

The U.S. government has also begun negotiating an MLA re-
form agreement with the UK to enhance data sharing between the

101. Supra note 65.
102. About ITU, ITU, http://www.itu.int/en/about/Pages/default.aspx (last

visited Mar. 11, 2016).
103. Anupam Chander & Uyên P. Lê, Data Nationalism, 64 EMORY L.J. 677,

679 (2015) (“Efforts to keep data within national borders have gained traction in
the wake of revelations of widespread electronic spying by United States intelli-
gence agencies.”).

104. Case C-362/14, Maximillian Schrems v. Data Prot. Comm’r, 2015 E.C.R.
650.

105. Microsoft News Centre Europe, Microsoft Announces Plans to Offer Cloud
Services from German Datacenters (Nov. 11, 2015), https://news.microsoft.com/eu-
rope/2015/11/11/45283/ (“New commercial cloud offerings to support local in-
novation and growth while offering customers increased flexibility and choice with
the option to have data access controlled by a German Data Trustee.”).
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two states.106  Reports on the draft agreement note that it would
allow for UK officials to send direct requests to U.S. companies for
data held in the United States, both for stored data and for real-
time wiretaps or other access to communications, as long as a U.S.
person is not a target of the investigation.107  The reported draft
agreement does not, however, include many of the safeguards advo-
cated in this Article and by other MLA stakeholders.108  These ne-
gotiations illustrate the interest of the U.S. government in
providing accelerated data sharing mechanisms, at least for its close
allies.  We are pleased to see the U.S. government taking steps to
address MLA reform, and we have met with the Department of Jus-
tice and other government officials to provide our questions and
concerns about the draft agreement.  Nonetheless, we remain con-
cerned that sufficient privacy safeguards are not provided for, at
least in the current version of the UK-U.S. draft agreement.

IV.
METHODS FOR MAKING THE CURRENT MLA

PROCESS FASTER, BETTER, AND CHEAPER

This Part will explore possible ways to improve the efficiency of
the current MLA process, based substantially on the recommenda-
tions issued in the Report of the President’s Review Group on Intel-
ligence and Communication Technologies.109  While Part V will
address broader ways to reengineer the MLA process, notably by
emphasizing statutory mechanisms for addressing trans-border
records requests, methods for improving the current process are
vital for two reasons.  First, improving the average response time
will improve responses to legitimate current requests and alleviate
some of the pressure and agitation for more troubling workarounds
such as forced data localization.  Second, alleviating that pressure
will allow more time to develop broader reengineering approaches

106. Ellen Nakashima & Andrea Peterson, The British Want to Come to America –
with Wiretap Orders and Search Warrants, WASH. POST (Feb. 4, 2016), https://
www.washingtonpost.com/world/national-security/the-british-want-to-come-to-
america—with-wiretap-orders-and-search-warrants/2016/02/04/b351ce9e-ca86-
11e5-a7b2-5a2f824b02c9_story.html.

107. Id.
108. See Jennifer Daskal, A New UK-US Data Sharing Agreement: A Tremendous

Opportunity, If Done Right, JUST SECURITY (Feb. 8, 2016), https://
www.justsecurity.org/29203/british-searches-america-tremendous-opportunity/.

109. See CLARKE, ET. AL., supra note 55, at 226–29 (“We recommend that the
US Government should streamline the process for lawful international requests to
obtain electronic communications through the Mutual Legal Assistance Treaty
process.”).
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to solve issues of international law enforcement data sharing.
These improvements must also balance the desire to streamline the
MLA process with respect for the rule of law, including national
sovereignty and the protection of U.S. privacy and free speech
principles.

The Review Group proposed four ways to improve MLA effi-
ciency: (1) increase resources to the Department of Justice’s Office
of International Affairs (OIA); (2) streamline the process, by mini-
mizing the number of steps and reducing the amount of time re-
quired to complete steps where possible; (3) improve transparency,
such as by creating an online MLA submission form; and (4) pro-
mote the use of MLA globally and demonstrate the U.S. govern-
ment’s commitment to an effective process.  These efficiency
recommendations were later echoed, and in some cases supple-
mented, in Professor Andrew Woods’ Data Beyond Borders, which ad-
vocated for many of the same improvements as the Review
Group.110  Ongoing research and engagement with stakeholders
will reveal where these efficiency improvements will be greatest,
and how to best prioritize the allocation of any new resources.

A. Increasing Resources to the Office of International Affairs

Perhaps the highest priority for reform in the short term is to
increase the resources available to the U.S. processing of MLA re-
quests, primarily through OIA.  The Review Group Report found
that, despite a large increase in the number of MLA requests for
electronic communications, funding to OIA has remained flat or
declined over time.111  While requests for electronic evidence com-
prise a relatively small number of the total MLA requests, they are a
large portion of the recent increase in MLA requests.112  Electronic
evidence requests are also the most resource-intensive demands on
OIA.113  Flat or declining budgets in the face of sharply increasing
demands has led to the backlog in MLA requests, with consequent
frustration for U.S. allies seeking access to evidence in the United
States.

The Department of Justice has sought to address the resources
problem through increased funding requests for OIA and MLA
processing.  For Fiscal Year 2016, the Department of Justice re-

110. Andrew K. Woods, Data Beyond Borders: Mutual Legal Assistance Treaties in
the Internet Age, GLOBAL NETWORK INITIATIVE 8–12 (Jan. 2015).

111. Id. at 228.
112. Telephone Interview with Anonymous Department of Justice Official

(Apr. 7, 2015).
113. Id.
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quested a total of $32.1 million, including an increase of $12.1 mil-
lion in funding to support “efforts to centralize and improve the
process for handling foreign requests for legal assistance.”114  The
2015 Budget Request included more detailed and larger requests to
address MLA reform, with requests in three categories.115  First, the
largest proposed increases would have staffed the Criminal Division
(primarily OIA) to process MLA requests as well as provide training
and outreach to key foreign partners to help in crafting requests
that meet U.S. evidentiary standards.116  Second, the funding would
have provided a dedicated team to support OIA MLA requests in
the District of Columbia and the Northern District of California.117

Third, the request sought to establish a dedicated FBI unit for cen-
tralizing and standardizing FBI responsibilities in processing MLA
requests, specifically managing intake, tracking, and management
of MLA requests as well as training to foreign MLAT partners and
outreach to ISPs to ensure transparency in the process.118

These budget requests are small in comparison with other fed-
eral spending activities, but have not yet received approval in Con-
gress.  For Fiscal Year 2015, the request passed the House, and
seemed to have support in the Senate, but the funding (except for
a small amount for the FBI) was ultimately denied.  The Adminis-
tration has proposed similar funding increases for Fiscal Year 2016,
and we think this modest yet important request should be ap-
proved.119  As discussed in Part III, there are compelling reasons to
favor a smoother operating MLA system, including: supporting
U.S.-based technology companies against protectionist measures
that prefer local vendors who do not store records in the United
States; reducing the broader risks to Internet governance from data

114. U.S. DEP’T OF JUST. FY 2016 BUDGET REQUEST (2014), at 5.
115. See U.S. DEP’T. OF JUSTICE, FY 2015 BUDGET REQUEST 2 (2014).
116. Specifically, the DOJ requested an additional $12.1 million and 141 posi-

tions, including 77 attorneys, to staff the Criminal Division (and primarily OIA) to
process MLA requests. This would supplement previous services to support OIA
functions, not specific to MLA reform initiatives of 90 positions with 61 attorneys
and $20 million. Id.

117. FY 2016 current services for this initiative are 90 positions with 61 attor-
neys and $19.9 million.  FY 2015 originally had no U.S. Attorneys services for MLA
reform initiatives.  $1.3 million and 13 positions, including 8 attorneys, were re-
quested for FY 2015 for the assignment of assistant U.S. Attorneys and support
personnel in the District of Columbia and the Northern District of California to
provide a dedicated team to support OIA in processing requests. Id.

118. FY 2014 had no current FBI services for MLA reform initiatives.  The FY
2015 request had $3.2 million and 14 positions, including 7 agents, for these FBI
efforts. Id.

119. See U.S. DEP’T OF JUSTICE FY 2016 BUDGET REQUEST (2015).
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localization proposals abroad; and signaling to European and other
allies, in the wake of the Snowden revelations, the good faith coop-
eration of the United States with legitimate law enforcement re-
quests from abroad.

Another strong reason to provide improved MLA funding is to
have staffing available to respond to emergencies and other high-
profile investigative requests.  The Charlie Hebdo terrorist attacks
in France in early 2015 provide a prominent example.  High-level
contacts between the United States and France and rapid response
by the holders of evidence enabled electronic evidence to be pro-
cured the same day despite the normal lag time in the process.120

Improved funding would enable adequate staffing and the develop-
ment of regularized methods for high-value investigations, contrib-
uting to the reduction in the current tensions between the United
States and its various MLAT treaty partners.  In short, adequate
budgets for MLA activities contributes to better anti-terrorism and
other investigations and meets important public policy and diplo-
matic goals of the United States.

B. Streamline the Request Process

The Review Group recommended finding ways to streamline
the number of steps and typical delay in the MLA process.  We sug-
gest three types of streamlining to explore: specialization in the
U.S. district courts; direct requests to service providers in defined
instances; and greater use of parallel investigations, mobilizing law
enforcement in both the requesting country and the country where
the records reside.

1. Specialization in the District Courts

One promising approach is to process the MLAT requests
through one or two district courts, such as the District of Columbia
and the Northern District of California (containing San Francisco
and Silicon Valley).  Based on our interviews, a significant source of
delay in the past has been at the stage where OIA referred a request
to the U.S. Attorney’s Office in the federal district where the
records were held.  The MLA request then would be assigned to a
prosecutor (an Assistant U.S. Attorney), who would typically already
have a full docket of assignments, including high-priority criminal
investigations with victims in the locality.  When the prosecutor did
have time to file a motion to get the records, it would be sent to a

120. Telephone Interview with Anonymous Department of Justice Official
(Apr. 7, 2015).
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federal magistrate, who may have little experience with foreign re-
quests.  The magistrate would eventually rule on the request, and
the service provider would receive a court order to produce docu-
ments, but considerable time could pass between the referral from
OIA and receipt of the order by the service provider.

By contrast, specializing one or a few district courts for MLA
requests has a number of advantages. The U.S. Attorney’s offices
for those districts would budget for a substantial level of MLA re-
quests and could plan staffing accordingly, such as by devoting the
needed number of prosecutors to systematically handle the MLA
case load.  A prosecutor assigned full-time (or even half-time) to
work on MLA requests for a year, for instance, would provide
prompt and informed treatment for each new request.  For the
magistrates who rule on the motions, there could similarly be dedi-
cated (and increased) staffing to handle MLA requests.  Magistrates
in these districts would gain experience in the nuances of the pro-
cess, allowing more efficient and accurate processing.  These posi-
tions could be supported by translation services, supporting better
communications between U.S. prosecutors and magistrates, and re-
questing central authorities to craft proper requests.  Having a dedi-
cated group of magistrates would also help requesters develop a
consistent understanding of probable cause and what these magis-
trates require of requests in order to issue a proper court order.

A statutory change in 2009 appears to enable this rationalized
approach to specialization for federal prosecutors and magistrates.
In 2009, Congress amended the Electronic Communications Pri-
vacy Act (ECPA) to allow any federal court the ability to issue a
warrant nationwide.121  These so-called Section 2703(d) orders are
the primary means for seeking electronic evidence pursuant to an
MLA request.122  In effect, this amendment to ECPA enables one or
a few district courts, prosecutors, and local magistrate judges to
handle all or the bulk of MLA requests, effectively allowing for spe-
cialization in assessing and carrying out these requests.

The DOJ’s recent budget request would support this specializa-
tion.  The request would assign more dedicated Assistant U.S. Attor-
neys, both in D.C. and Northern California, to assist with MLA
requests.  To date, there has only been a one-time increase in fund-
ing to allow the temporary hiring of some OIA staff in both D.C.

121. 18 U.S.C. § 2703(d).
122. Telephone Interview with Anonymous Department of Justice Official

(Apr. 7, 2015).
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and the Northern District of California.123  Yet, without continued
support, including permanent budget and staff increases, sustaina-
ble gains in efficiency are unlikely.

2. Direct Requests to Service Providers.

One significant way to streamline the process would be if re-
questing countries could directly seek records from service provid-
ers, rather than go through the full MLA process with OIA and the
federal courts.  In Part V, we discuss one proposal to change ECPA
to enable such direct requests for certain cases, notably where the
victim, the target, and the location of the crime are in a foreign
country, and the request involves non-U.S. persons.124  Where
enough safeguards accompany this change, we believe that this sub-
stantial revision to historical MLA procedures is a promising path to
explore.

3. Parallel Investigations.

A known and effective way to streamline MLA is to conduct a
parallel investigation, and there may be measures that increase the
usefulness of such investigations.  As a general matter, law enforce-
ment in two different countries can share information as part of
investigating the same crime or target.125  For example, suppose
that German law enforcement is investigating an online computer
crime organization, and German police wish to access webmail or
other records housed on servers in the United States.  The tradi-
tional MLA approach would be for the German police to use their
national procedures to send a request to the U.S. Department of
Justice.  The request would go into the current backlog in the
United States, perhaps taking ten months before a response is pro-
vided even where sufficient evidence exists to meet U.S. legal re-
quirements.  By contrast, a parallel investigation could proceed
much more quickly.  If the German police and the FBI are investi-
gating the same crime, the FBI and the U.S. Department of Justice
could use the standard domestic procedures to seek the records in

123. See DEP’T OF JUSTICE, FY 2015 AGENCY FINANCIAL REPORT, GENERAL LEGAL

ACTIVITIES CRIMINAL DIVISION (2015), https://www.justice.gov/sites/default/files/
jmd/pages/attachments/2015/01/30/12_bs_section_ii_chapter_-_crm.pdf.

124. See infra Part V.
125. International Law Enforcement Operation Targets Underground Manufacture of

Anabolic Steroids, EUROPOL (Sept. 2, 2015) https://www.europol.europa.eu/con-
tent/international-law-enforcement-operation-targets-underground-manufacture-
anabolic-steroids, (demonstrating the ability to conduct simultaneous coordinated
criminal investigations in two separate countries without the use of an MLAT).
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the United States.  Those procedures, on average, are much faster
than MLATs.  Based on the interviews we have conducted, domestic
law enforcement access to records held by service providers often
occurs in one or a few weeks, with high-priority emergency requests
fulfilled in one or a few days.126

The advantages of using parallel investigations are known to
police working on cybercrime and other cases that have a signifi-
cant cross-border component.  The United States and other coun-
tries have conducted training sessions that bring police from
multiple countries together, with one positive feature of the train-
ing creating person-to-person connections that can facilitate paral-
lel investigations in the future.127  For instance, after such joint
training, a German police officer might contact an FBI agent who
was in the same training session asking for assistance and the open-
ing of a parallel investigation to target the computer crime
organization.

In addition to greater cross-border training that facilitates
these personal relationships, it is worth considering what other
measures might increase the scale of parallel investigations.  One
obstacle to parallel investigations is that the second jurisdiction
(the one without the victim or location of the crime) has little in-
centive to prioritize the requests from abroad.  This lack of incen-
tive was discussed above in connection with the caseload of an
Assistant U.S. Attorney, who may prioritize local crimes over MLA
requests.  Misaligned incentives plague requests for evidence from
distant jurisdictions.  How to better align these incentives is an im-
portant topic for future research.  In many settings, the mechanism
for demonstrating priority is pricing—those with a demand for a
service (access to the records) pay a fee for those who can supply
the service (opening a parallel investigation and using domestic
rules for access).  This sort of pricing mechanism has not been a
prominent feature of MLA requests, but perhaps there are ways to
structure financial incentives (such as support for detailees from
the requesting country or other staffing) to get greater cooperation
from the country where the records reside.128  More broadly, cross-

126. Telephone Interviews with Anonymous Department of Justice and Na-
tional Security Council Officials (Mar.–Apr. 2016).

127. International Training, THE FEDERAL BUREAU OF INVESTIGATION, http://
www.fbi.gov/about-us/training/international.

128. Service providers and other companies providing evidence are eligible
for reimbursement for the reasonable costs of providing the content of communi-
cations and other records under 18 U.S.C. § 2703 and other provisions of the
Stored Communications Act. 18 U.S.C. § 2706.  The discussion in the text is about
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border law enforcement discussions can explore barriers to effec-
tive use of parallel investigations and possible ways to overcome
those barriers.

C. Online MLA Tools and Transparency

Recent work by the President’s Review Group, Professor An-
drew Woods,129 and the EastWest Institute130 have emphasized the
importance of online tools and transparency to improve the MLA
process.  In an era of greater scale and importance of MLA re-
quests, the case for online tools is straightforward—international
cooperation happens more quickly and inexpensively with online
tools than with physical delivery of evidence on paper or electronic
media.  The case for transparency is strong for the various partici-
pants in the system.  Requesting countries learn how to correctly
file an appropriate MLA request as well as the status of their out-
standing requests.  Responding countries can manage requests
more effectively and demonstrate their cooperation to requesting
countries and others.  Service providers can assess and respond to
requests more efficiently, while demonstrating their compliance
with rule of law and protection of human rights.  Individuals and
civil society can learn about the nature and magnitude of law en-
forcement requests, to improve transparency and accountability of
the system.

One category of change is shifting to more efficient, online
mechanisms for requests. Today, MLA requests are still submitted
in physical form, without a standardized template or form.131  To
date, governments have generally not posted clear online guidance
for how to file an MLA request.132  In creating online tools and
transparency, additional budget resources will be needed, and
there are legitimate concerns to keep in mind.  For instance, trans-
parency should not tip off criminals about ongoing investigations,
requests should be honored only from properly authenticated re-
questers, and online guides to filing MLA requests should not be-

the lack of payment for efforts by the country receiving the request, rather than
the service provider.

129. See generally Woods, supra note 108.
130. EASTWEST INSTITUTE, CONVICTING MORE CYBER CRIMINALS: FASTER, BET-

TER RESPONSES TO INTERNATIONAL LAW ENFORCEMENT ASSISTANCE REQUESTS IN CON-

NECTION WITH CYBER-ENABLED CRIME THROUGH CORPORATE TRANSPARENCY NOTICES

AND ONLINE TOOL FOR AUTHORING ASSISTANCE REQUESTS (2015), http://
www.eastwest.ngo/idea/convicting-more-cyber-criminals.

131. Telephone Interviews with Anonymous Department of Justice and Na-
tional Security Council Officials (Mar.–Apr. 2016).

132. Id.
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come forms that enable illegitimate requests.  With that said, more
kinds of requests are coming to the United States (and other coun-
tries) from more countries in the world, and clearer guidance is
needed for what constitutes probable cause and meets other re-
quirements for U.S. cooperation.133

Part of the solution is to create standardized templates for the
various actors in the system.  The EastWest Institute has worked on
two such templates as part of its “Breakthrough Group on Modern-
izing International Procedures for Cyber-Enabled Crimes.”134  The
Group has issued a template for a “Model Corporate Transparency
Notice,” to increase the transparency of corporate policies respond-
ing to information requests from law enforcement.  The Group also
supports a standard format for international information requests
under mutual legal assistance procedures,135 consistent with the
work of the United Nations Office on Drugs and Crime.136

Andrew Woods includes transparency as one of his leading
goals for MLA reform and writes:

Companies and states must be transparent about the receipt
and processing of government requests for access to user data.
Governments should inform the public about its handling of
incoming MLA requests, including the volume of those re-
quests, the sorts of data sought, and the countries making the
requests. Companies should also be permitted to disclose infor-
mation about these requests.  Laws should be enacted as neces-
sary to require governmental reporting and to permit company
reporting about MLA.  Total transparency about individual
MLA requests may not be possible—states often have good rea-
sons for keeping the initial details of a criminal investigation
quiet, including fears about tipping off the suspect—but re-
forms should aim for maximal transparency.  Most impor-
tantly, interested parties ought to have a better sense of how
the MLA regime functions.  Transparency is necessary for ena-
bling redress where abuses of MLA mechanisms occur.  Users
and companies ought to be able to know who is requesting

133. Id.
134. EASTWEST INSTITUTE, supra note 128.
135. Id. at 2.
136. Mutual Legal Assistance Request Writer Tool, UNITED NATIONS OFFICE ON

DRUGS AND CRIME, https://www.unodc.org/mla/en/index.html (last visited Apr.
25, 216).  The tool is currently reserved for justice system practitioners.  As MLA
reform efforts go forward, having academics and civil society review the tool, if that
has not been done to date, may suggest edits that respond to concerns beyond
those of the law enforcement community itself.
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their data and for what purposes.  Governments requesting le-
gal assistance should be able to track and monitor the progress
of their request—something that is only possible if there are
key performance indicators in place, and a system for monitor-
ing and auditing the regime’s performance.

These transparency changes suggested by Woods are consistent
with the broader shift in recent years towards greater transparency
for government lawful access requests.137  A more efficient MLA sys-
tem will require greater transparency in various respects, so that the
various actors can coordinate their actions better and problems in
the system can be detected more effectively.

D. Summary and Demonstrating the U.S. Government’s Commitment to
Effective Practices

The Review Group suggested that the U.S. government publi-
cize and support an improved and functioning MLA process in or-
der to support the continued global use of efficient and innovative
Internet technologies.138  Effective public relations around an im-
proving and important MLA process would be an effective way of
advocating on behalf of U.S.-based Internet companies that encrypt
their web traffic.  Informing other countries that the U.S. MLA pro-
cess is a priority and is working more efficiently would help discour-
age governments from seeking other ways to compensate for their
inability to conduct wiretaps on Internet communications, such as
forced data localization requirements.

The Review Group emphasized that changing technology has
sharply increased the importance for non-U.S. governments of
gaining lawful access to records held in the United States.139  Web
e-mail providers are largely headquartered in the United States,
and today’s use of secure encryption for e-mail means that other
governments frequently cannot intercept and read the e-mail be-
tween the user and the server.140  It is in the interest of the United

137. The expanded transparency relevant to U.S. surveillance law is docu-
mented in Swire, US Surveillance Law, Safe Harbor, and Reforms Since 2013, supra
note 97.

138. CLARKE, ET. AL., supra note 55, at 228–29.
139. Id.
140. Swire, From Real-Time Intercepts to Stored Records, supra note 72. See Press

Release, Facebook, Altoona Online: Facebook’s fourth data center now serving
traffic (Nov. 14, 2014), https://www.facebook.com/notes/altoona-data-center/al-
toona-online-facebooks-fourth-data-center-now-serving-traffic/731265633630692/
(last accessed Oct. 17, 2016); AWS Regions and Endpoints, AMAZON WEB SERVICES,
https://docs.aws.amazon.com/general/latest/gr/rande.html (Last accessed Oct.
17, 2016) (describing the server locations of Amazon Web Services, the largest
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States to support the continued use of efficient and innovative tech-
nologies on the Internet, including through leading web e-mail
providers.  The United States can promote this interest by re-
forming, publicizing, and supporting the existence of a well-func-
tioning MLA process, thereby reducing the likelihood of harmful
localization measures.

The funding, streamlining, and transparency changes dis-
cussed in Part IV would greatly improve the efficiency and response
time for current MLA requests, as well as relieve some of the build-
ing international pressure to give foreign law enforcement direct
access to web e-mail and other data that is often stored in the cloud.
These efforts to make the MLA process faster, better, and cheaper
are essential, but they are not enough to turn a ten-month average
turnaround time into a ten-hour one.  Broader re-engineering of
the MLA process, discussed next in Part V, is also needed.

V.
A MUTUAL LEGAL ASSISTANCE STATUTE

(MLAS)—THE VISA WAIVER PROGRAM
ANALOGY

To date, discussion of mutual legal assistance between nations
has been dominated by MLATs, or mutual legal assistance treaties.
In this Part, we examine reasons for considering a different ap-
proach, a mutual legal assistance statute, or MLAS.  The MLAS is
conceptually similar to an earlier initiative to address globalization,
the Visa Waiver Program (VWP) for non-U.S. persons to enter the
United States.  This section will examine the analogy to the VWP,
and show reasons that specific aspects of that program are useful
precedents for the proposed MLAS program.  This section will also
specifically address recent criticisms of the VWP that became prom-
inent after the 2015 attack in San Bernardino.  Those attacks were
followed by a Congressional vote within days to approve changes to
the VWP, a rapid response that would be difficult to envision for
treaty amendment. This example of amendment to the VWP, on
inspection, is thus evidence of the value of a flexible, statutory ap-
proach to an international, diplomatic issue.

The MLAS should address two primary tasks: (1) how to recog-
nize an acceptable country partner and (2) how to recognize an

cloud server company); See also Data Center Locations, GOOGLE, https://
www.google.com/about/datacenters/inside/locations/index.html (Last accessed
Oct. 17, 2016).
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acceptable specific request from such a partner.141  If the request
meets these criteria, the requesting country will receive some bene-
fit over the existing MLA process, resulting in a streamlined pro-
duction of data.  We will discuss such possible benefits, but the
details of the streamlined process would be decided only after input
from many stakeholders and debate in Congress.

This Part begins with an examination of the VWP itself, show-
ing why it is a potentially useful model for building an MLAS.  We
next assess advantages and disadvantages of the MLAS approach
and provide thoughts on how to define what countries and what
requests would be eligible for streamlined treatment under the
MLAS.  We discuss how constitutional values under the First and
Fourth Amendments would be preserved and conclude by applying
the MLAS approach to concrete examples.

A. The Analogy to the Visa Waiver Program

The existing VWP provides a helpful template for the issues
that a streamlined MLAS would face.  The core of the VWP was a
response to a problem of globalization and the rise in the number
of people traveling across borders.142  Historically, individuals who
wished to visit the United States, including for short-term tourist or
business purposes, generally needed to get a visa (which required
an in-person interview) from the U.S. consul in their own coun-
try.143  This individualized visa requirement applied, for instance, to
a family visiting the Grand Canyon for a week or a businessperson
attending a sales conference in the United States.144  Over time, the
growing number of international visitors placed a burden on the

141. An alternative to this approach would be an MLAS program that com-
bines the two decisions, making both determinations for each individual request,
rather than pre-screening countries, and only applying task 2 to each individual
request from approved countries.  Although a combined approach could be work-
able, the VWP applies on a country basis, and our tentative view is that a stream-
lined process would work better with a country-level decision about what qualifies,
followed by a determination that a specific request from that country also con-
forms to the required criteria.

142. See ALISON SISKIN, CONG. RESEARCH SERV., RL32221, VISA WAIVER PRO-

GRAM (2004) (“By eliminating the visa requirement, this program facilitates inter-
national travel and commerce and eases consular office workloads abroad . . . .”),
http://fpc.state.gov/documents/organization/41322.pdf.

143. See What is a U.S. Visa?, U.S. DEP’T OF STATE, https://travel.state.gov/
content/visas/en/general/frequently-asked-questions/what-is-a-u-s-visa.html (last
visited Mar. 12, 2016).

144. Id.
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U.S. State Department’s consular personnel.145  In addition, the re-
quirement of getting a visa interview became a potentially impor-
tant barrier to tourist and business visits to the United States.146

Similarly, other countries required visas to enable U.S. citizens to
travel abroad.  The core idea of the VWP was to provide a stream-
lined process between countries with a low risk of visa problems,
easing international travel and allowing the focus of consular re-
sources to be on higher-risk cases.147

Under the current VWP, countries can become eligible for the
program if the history of their visa applications demonstrates high
quality.  The key measure of quality is a low rate of refusal of non-
immigrant visas.148  When that basic quality measure is met, the stat-
ute provides a list of other requirements for a country to be eligible,
including that the country: issue machine-readable or electronic
passports; have an agreement with the United States to report lost
and stolen passports; promptly accept its citizens for repatriation if
there is a U.S. order of removal; and have an agreement with the
United States for passenger information exchange.149  The other
country must also offer reciprocal visa-waiver privileges to U.S. per-
sons traveling to that country.150  The Secretary of Homeland Se-
curity, after consultation with the State Department, must certify
that the visa waiver is in the national interest.  The statute requires
the Secretary to evaluate the effect that the country’s designation
would have on the law enforcement and security interests of the
United States, determine that such interests would not be compro-

145. See A. James Vazquez-Azpiri & Daniel C. Horne, The Doorkeeper of Home-
land Security: Proposals for the Visa Waiver Program, 16 STAN. L. & POL’Y REV. 513, 526
(2005) (“In establishing the VWPP, Congress had a threefold purpose: (1) to im-
prove the international relations of the United States, (2) to promote tourism to
the United States, and (3) to reduce administrative burdens at U.S. consulates.”).

146. See Aaron S. Miller, The 2004 European Union Members and the Visa Waiver
Program: Considering Free Trade and National Security, 28 U. PA. J. INT’L ECON. L. 187,
190 (2007) (“The [Visa Waiver Program] was created to promote trade by allowing
citizens from friendly nations to travel to the United States without the burden-
some task of obtaining a visa.”).

147. U.S. DEP’T OF STATE, supra note 141.
148. 8 U.S.C. § 1187(c)(2)(A) (2012).  To qualify for the VWP, a country

must have had a nonimmigrant visa refusal rate of less than 3 percent for the
previous year or an average of no more than 2 percent over the last two fiscal years
with neither year going above 2.5 percent. SISKIN, supra note 142.

149. 8 U.S.C. § 1187(c)(2)(B), (D)–(F) (2012) (Westlaw through Pub. L. 114-
113).

150. 8 U.S.C. § 1187(a)(2)(A) (2012).
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mised by the designation, and submit a written report to Congress
about the findings.151

For a student of the MLA debate, the detailed provisions for
the VWP are instructive.  The VWP statute sets forth criteria for
what counts as a high-quality foreign partner, and we discuss below
what might count as high quality for MLA requests.  One can easily
imagine developing criteria for what counts as a high-quality re-
quest to the United States, although this Article will not attempt to
set forth detailed criteria for what counts as a high-quality
request.152

The VWP includes a technological requirement to reduce
fraud (a machine-readable passport).153  Similar technological re-
quirements, such as strong authentication of the requesting party,
might be included in an MLAS.  The VWP requires that the other
country enter into supplementary agreements, such as repatriation
and passenger information agreements.154  For MLAS, one can sim-
ilarly require supplementary agreements that fill in details about
how the two countries will cooperate.  For instance, a condition of
the United States providing streamlined MLAS treatment might be
that the other country provides streamlined procedures for U.S. re-
quests.155  As for procedure, by analogy to the annual certification
by the Secretary of Homeland Security for the VWP,156 the Attorney
General could make an annual certification decision about foreign
legal procedures, after consultation for diplomatic insights from
the State Department.

B. Assessing the Analogy to the Visa Waiver Program

The similarities of the VWP and the MLAS program are strik-
ing.  For visas, the growing tide of foreign travel placed increasing
pressure on the U.S. government gatekeepers—the consular offi-
cials—to decide when official U.S. government permission should
be granted.  Similarly, for MLA, the growing tide of foreign evi-
dence requests is placing increasing pressure on the U.S. govern-
ment gatekeepers—the Office of International Affairs in the

151. 8 U.S.C. § 1187(c)(2)(C) (2012).
152. If the streamlined MLAS program appears promising to stakeholders, as

we hope it will, that would be a topic of ongoing research and discussion.
153. Visa Waiver Program Requirements, HOMELAND SECURITY, https://

www.dhs.gov/visa-waiver-program-requirements (last visited Apr. 16, 2016).
154. Id.
155. The VWP similarly requires reciprocal treatment, so that U.S. travelers

receive easier entry to the other country.
156. 8 U.S.C. § 1187(c)(8)(B)(ii).
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Department of Justice—to decide when official U.S. government
permission should be granted.  For visas, the solution was to treat
qualifying countries differently.  For countries with the highest-
quality visa applications, the U.S. government, after thorough re-
view for the national interest, provided a streamlined process.  For
MLA, the proposal would be to provide a similarly streamlined pro-
cess for high-quality evidence requests.  In both settings, U.S. eco-
nomic and national security interests are at stake.  For the VWP, the
streamlined procedures helped U.S. tourism as well as business vis-
its to the United States that could spur exports.157  For MLA, the
streamlined procedures, among other effects, would reduce the
frustration of U.S. allies, reduce the incentives for localization laws
in other countries, and help technology companies based in the
United States to operate overseas without constant criticism about
the current MLA process.

The historically gradual adoption of the VWP would likely ap-
ply to any MLAS program.  The VWP began slowly.  After the 1986
law creating the program, the United Kingdom and Japan joined
the program in 1988, followed by France, Italy, the Netherlands,
Sweden, Switzerland, and West Germany the following year.158  As
of early 2016, thirty-eight countries are eligible for the VWP,159 with
others under consideration.160  For MLA, a streamlined program
would likely also take some time to develop.  The program would
require U.S. legislation, and developing legislative language and
support can take considerable time.161  If and when a statute passes,
meeting the requirements for eligibility may take additional years,
as was the case for the VWP.  The program would likely take effect
first with a handful of countries that are strongly motivated to work
closely with U.S. legal requirements and then expand over time.
Creating the MLAS program would itself be a highly useful and im-
mediate answer to foreign critiques of the MLA process—it would

157. See Miller, supra note 146 (“The [Visa Waiver Program] was created to
promote trade by allowing citizens from friendly nations to travel to the United
States without the burdensome task of obtaining a visa.”).

158. UNITED STATES GENERAL ACCOUNTING OFFICE, Border Security: Implications
of Eliminating the Visa Waiver Program 6 (2002), available at http://www.gao.gov/
new.items/d0338.pdf.

159. Visa Waiver Program, U.S. DEP’T OF STATE, http://travel.state.gov/con-
tent/visas/english/visit/visa-waiver-program.html (last visited Mar. 12, 2016).

160. UNITED STATES GENERAL ACCOUNTING OFFICE, BORDER SECURITY: IMPLICA-

TIONS OF ELIMINATING THE VISA WAIVER PROGRAM 6 (2002), available at http://
www.gao.gov/new.items/d0338.pdf.

161. We welcome ideas from readers about how effects similar to the VWP
could be achieved without the need for legislation.
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show a good-faith and workable path for streamlined cooperation
in the future.  While the MLAS program is being put into effect,
however, it would remain important to pursue the funding, effi-
ciency, and other proposals discussed in Part IV.

The rapid reforms to the VWP in the wake of the 2015 San
Bernardino attacks demonstrate the value of a legislative approach
compared to one relying on international treaties.  On December
2, 2015,162 an attack at the San Bernardino County health depart-
ment’s Christmas party killed 14 people.163  Less than one month
earlier, terror attacks in Paris left over 100 dead and hundreds
more injured.164  In response to recognition that the attackers in
Paris would have been eligible to enter the United States under the
VWP, a bipartisan group of Senators introduced a bill on December
1, 2015 to tighten restrictions and better screen and track high-risk
persons.165  On December 8, 2015, the House of Representatives
passed the Visa Waiver Program Improvement Act of 2015, which
had been introduced on January 6, 2015.166  While these terror at-
tacks served to highlight national security risks posed by the VWP,
the fact that the program was implemented by statute allowed for
rapid response by legislators to address those concerns.  If, instead,

162. Steve Almasy, Khung Lah, & Alberto Moya, At least 14 people killed in shoot-
ing in San Bernardino; suspect identified, CNN (Dec. 3, 2015) available at http://
www.cnn.com/2015/12/02/us/san-bernardino-shooting/.

163. See Rory Carrol, Yvette Cabrera & Paul Lewis, How San Bernardino Shooters
Killed 14 People After Christmas Party ‘Dispute,’ THE GUARDIAN (Dec. 3, 2015), http://
www.theguardian.com/us-news/2015/dec/03/how-san-bernardino-shooters-killed-
14-people-after-christmas-party-row.

164. See Victoria Shannon, Paris Attacks: What We Know and Don’t Know, N.Y.
TIMES (Nov. 15, 2015), http://www.nytimes.com/2015/11/15/world/europe/
paris-attacks-what-we-know-and-dont-know.html.

165. See Press Release, Dianne Feinstein, Feinstein, Flake Introduce Bill to
Strengthen Visa Waiver Program, (Dec. 01, 2015), http://www.feinstein.senate.
gov/public/index.cfm/press-releases?ContentRecord_id=D8CE668F-22E0-4884-
A834-DA06EA1B6B48.  The changes indicate the sorts of updates that legislation
can include:

Require individuals who have traveled to Syria or Iraq in the past five years to
acquire a traditional tourist visa instead of traveling without a visa under the
Visa Waiver Program. This process requires an in-person interview with an
American consular official and the submission of the traveler’s biometric
information.

Require travelers using the Visa Waiver Program to submit biometric information,
in the form of fingerprints and a photograph, before they travel to the United
States. Require all visa waiver travelers to use an electronic passport, which are
more secure and harder to tamper with. Require increased intelligence-sharing
between Visa Waiver Program countries and the United States. Id.

166. See H.R. 158, 114th Cong. (2015), https://www.congress.gov/bill/114th-
congress/house-bill/158.
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the VWP had been primarily conducted via bilateral treaties, each
of those treaties would then have had to be renegotiated and rati-
fied by the other country as well as by the U.S. Senate.  Updating of
the numerous MLA treaties could simply not occur on the same
timeline as the VWP updates by Congress in 2015.

If well-designed, the MLAS would enable a good response to
concerns from some countries that streamlined requests will exist
only for members of a special “club” of U.S. allies.  The main re-
sponse is that the statute can and should set forth criteria that are
available to a wide range of countries should they wish to adopt and
implement standards that meet the criteria.  The United States
could then correctly say that countries that conform to the statute’s
list of criteria would be eligible for streamlined treatment of MLA
requests.  This approach contrasts, for instance, with treaty negotia-
tions for streamlined MLA by the United States with only a few fa-
vored countries.

To enable the streamlined requests to apply to more countries,
it is worth considering whether the system can accommodate a bi-
furcated process in foreign countries.  MLATs generally have a des-
ignated central authority for requests from each country.  Countries
with legal systems different from the United States could enact
screening procedures at their designated central authority, such as
evidence screening for probable cause, dual criminality, and consis-
tency with U.S. free speech requirements.  In this way, certification
under the MLAS criteria can occur for requests made through the
designated central authority, which would have an incentive to send
high-quality requests to the United States in order to maintain eligi-
bility under the MLAS.  Meanwhile, foreign countries would not
necessarily need to change their underlying rules or procedures for
access generally to electronic communications; instead, the re-
quests made through the designated central authority would need
to meet the quality criteria under the MLAS.

C. MLAS Criteria for Eligible Countries and Eligible Requests

Our focus thus far on the advantages of an MLA statute rather
than treaty is essentially an argument about procedure—it will be
better to create and update a streamlined process by statute than by
the treaties used previously.  The next task is to consider what crite-
ria the statute might contain for which countries and which re-
quests would receive streamlined treatment.  We do not attempt in
this Article to provide legislative language or address every relevant
issue—many experts and stakeholders will need to engage these is-
sues before a new statute passes Congress and similar measures are
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adopted in other countries.  Instead, we begin the discussion of the
MLAS criteria by addressing three topics: (1) U.S. constitutional is-
sues, notably under the First and Fourth Amendments; (2) the
scope of the requests covered by the streamlined process, notably
about whether to focus only on the relatively simple cases of non-
U.S. victims and suspects, but with records held in the United
States; and (3) the scope of requests by type of electronic evidence,
notably on differences between content of communications (histor-
ically treated more strictly) and non-content, or metadata.

1. The Scope of MLA Reform Requests.

MLA reform must determine the scope of requests it will ad-
dress.  A streamlined process can choose to focus on a subset of the
current requests handled under existing MLATs.  We discuss one
current process focused on relatively simple cases involving one for-
eign nation and also show how an MLAS could address a broader
range of cases.

The authors are currently participating in a reform process be-
tween multiple MLA reform stakeholders that seeks to gain support
from a range of stakeholders for what one might call “simple” cases,
where the victim and the suspect are outside of the United States
but the records are held in the United States.  An initial version of
the proposal was posted by Professors Jennifer Daskal and Andrew
K. Woods.167  The proposal adopts a statutory approach to re-
forming ECPA that is consistent with this Article’s support for an
MLAS.  The proposed framework would amend ECPA “in order to
permit US providers to respond directly to foreign requests for
stored communications” when the request meets certain criteria.
These criteria would limit the scope of qualifying requests to ones
where “(i) the requesting government has a legitimate interest in
the criminal activity being investigated; (ii) the target is located
outside the United States; and (iii) the target is not a U.S. person
(defined to include U.S. citizens and legal permanent re-
sidents).”168  Where the proposed framework applies, the foreign

167. Daskal & Woods, supra note 90.  As we write this in January 2016 there
are efforts to refine this proposal, with inputs from multiple stakeholders from civil
society, industry, and government. This proposal is similar in some respects to an
earlier “straw man” proposal set forth by Greg Nojeim of the Center for Democ-
racy and Technology. Nojeim, supra note 58.

168. Daskal & Woods, supra note 90. The framework envisions a govern-
ment’s “legitimate interest” in a criminal investigation as a balance of factors that
include the location and citizenship of both the victim and suspect and the loca-
tion of the crime.
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government could go directly to the service provider, without the
need to go through OIA, the U.S. judicial system, and the require-
ments of ECPA.  The proposed framework has numerous require-
ments that must be met to enable this direct access, some of which
apply to the requesting country (e.g., no torture) and others apply
to the particular request (e.g., the crime specified in the request
must carry a penalty of at least one year in jail).  As of this writing in
April, 2016, the authors have participated in meetings with a range
of academic experts, civil society organizations, and corporations,
but the discussions have not, to date, resulted in a consensus text.

We believe that an MLAS is a promising approach to a broader
set of cases, even if it makes sense to move first on the simplest
cases.  For instance, crimes under investigation will not always have
the pattern of a French victim, a French suspect, and a French loca-
tion of the crime.  Particularly with Internet-based crimes, the loca-
tion of the suspect may be unknown, or outside the jurisdiction of
the investigating sovereign.  As these issues of location become
more varied, it may no longer make sense to allow for direct re-
quests from an investigating country to companies without involve-
ment from the U.S. government.  Instead, an MLAS could provide
for streamlined procedures that still include some level of OIA re-
view and inclusion.

Although we do not claim to know the best way to streamline
the procedures, we provide possible examples.  For qualifying coun-
tries, for instance, there might be a well-authenticated, electronic
mechanism for making requests to OIA.  The mechanism could in-
clude features such as a dashboard showing the status of other re-
quests from the same country and the time each request has been
pending.  There could be a dedicated “country officer” to resolve
difficulties, perhaps supported by translation services for the major
language or languages of the requesting country.  There might also
be a white list of criminal offenses that are unlikely to raise free
speech concerns, expediting review of evidence once produced by
the service provider.  We offer these ideas as examples, each of
which would require careful consideration.  The larger point, how-
ever, is that a statutory approach may streamline the process in one
way for the cases with demonstrably little contact with the United
States and in other ways for a broader range of cases.

2. MLAS Reform Proposals and Metadata

The scope of an MLAS might apply to different types of data,
including both content and metadata.  Under the current MLA re-
gime, the content of data is subject to the legal process through
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OIA, but a company may voluntarily disclose metadata to a request-
ing non-U.S. country.169  Greg Nojeim of the Center for Democracy
and Technology has supported including stricter new rules for
metadata, in part to offset the privacy consequences of allowing
streamlined access to the content of records by foreign govern-
ments.170  His proposals illustrate a more general point, which is
that reform of an MLA statute can address both the mechanism for
requests (such as direct access to service providers for some re-
quests) and the rules for different categories of data (such as apply-
ing MLA rules to a range of non-content evidence).171

Nojeim’s proposal is motivated in part from the fact that
metadata, such as to/from information or location information,
can be highly revealing, and the quantity of metadata associated
with typical individuals has grown rapidly in recent years.172  Law
enforcement officials can draw a detailed graph of user activity
from transactional records of the senders and recipients of
messages, when and how frequently the messages were sent, and
data on the location of communicating parties.  Often the sub-
scriber information behind an account is the precise goal of an
MLA request, where the target’s account username is known but
identity is unknown.  This may happen, for instance, when a foreign
country is investigating the identity of an account engaged in politi-
cal dissent or speech against a religious authority.

The importance of stricter legal standards for non-content in
the United States has been prominently supported by consumer
groups, technology companies, members of Congress, and other
members of the Digital Due Process Coalition.173 We are sympa-

169. The legal basis for the different treatment of U.S. and non-U.S. govern-
ment access is 18 U.S.C. § 2711(4), which applies the requirement of a court order
to access metadata only to U.S. federal, state, or local governments, and not to
non-U.S. governments.

170. See Greg Nojeim, MLAT Reform Proposal: Protecting Metadata, LAWFARE

(Dec. 10, 2015), https://lawfareblog.com/mlat-reform-proposal-protecting-
metadata.

171. Id.
172. Hearing, supra note 87, at 8–9 (statement of Peter Swire) (“For many

investigations, who is called is at least as important as what is said in the call. The
investigator gets leads on whom else to investigate and can follow those leads to
the contact’s contacts, and so on.”); Deven R. Desai, Constitutional Limits on Surveil-
lance: Associational Freedom in the Age of Data Hoarding, 90 NOTRE DAME L. REV. 579,
621 (2014).

173. See Who We Are, DIGITAL DUE PROCESS (“Digital Due Process is a diverse
coalition of privacy advocates, major companies and think tanks, working to-
gether.”), http://digitaldueprocess.org/index.cfm?objectid=DF652CE0-2552-
11DF-B455000C296BA163 (last updated 2010).



38853-nys_71-4 S
heet N

o. 96 S
ide A

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 96 Side A      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS402.txt unknown Seq: 49 14-MAR-17 13:23

2017] ANALOGY TO THE VISA WAIVER PROGRAM 735

thetic to the Coalition’s efforts, and recognize that efforts to
streamline MLA requests can lower ECPA standards for the cases in
the streamlined categories at the same time that many stakeholders
have been working intensively to increase ECPA’s legal standards.
We therefore believe sustained attention should be given to how to
improve ECPA’s overall legal standards for metadata, which most
often apply to domestic U.S requests, while considering the some-
what different sets of concerns motivating possible MLA reform.

Including new metadata requirements in an MLAS regime has
the advantages of providing the sorts of privacy protections for
metadata that the broad set of supporters of the Digital Due Process
Coalition has favored.174  This change matches the growing impor-
tance of having protections for metadata in light of its increased
prevalence and privacy sensitivity.175  On the other hand, simply ad-
ding new metadata restrictions to streamlined treatment of the
“simple” cases could have perverse incentives—countries that meet
the high standards for streamlined receipt of content requests
would simultaneously face new and often-unfamiliar U.S. legal stan-
dards to get metadata.  This latter requirement could provide a dis-
incentive for foreign countries to enter the streamlined regime.
We do not propose a specific recommendation about how to
achieve the best overall outcome for both content and metadata for
trans-border requests.  We discuss the issue here, however, to show
the range of reforms that might be included in an MLA statute—
both for metadata and content.  We also suggest that the concerns
about lowering privacy protections as part of the streamlined MLA
process might be accompanied by offsetting new privacy protec-
tions elsewhere in a reform of ECPA.  For instance, to the extent
law enforcement interests benefit from the streamlined process for
content, there might be pro-privacy amendments to ECPA in some
other respect and not necessarily in the MLA procedures
themselves.

3. Consistency With Constitutional Requirements.

Any MLA reform must be consistent with First Amendment
speech protections and Fourth Amendment search and seizure pro-
tections.  Under the current regime, every incoming MLA request,
before being forwarded to a U.S. Attorney’s Office, is screened to
ensure compliance with constitutional requirements.  For the First

174. About the Issue, DIGITAL DUE PROCESS, http://digitaldueprocess.org/in-
dex.cfm?objectid=37940370-2551-11DF-8E02000C296BA163 (last updated 2010).

175. See id.
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Amendment, OIA (or FBI personnel working with OIA) reviews in-
coming MLA requests to screen out evidence that will be used to
prosecute speech crimes, such as criminal libel, political dissent, or
blasphemy.176  When a service provider produces evidence to send
to the requesting country, a First Amendment review is conducted
once again to screen out production of specific documents or other
evidence that would violate First Amendment free speech protec-
tions.  Similarly, OIA screens for compliance with the Fourth
Amendment’s protections against unreasonable searches and
seizures, including the Amendment’s requirement that a warrant
shall issue, from an independent magistrate, only with probable
cause of a crime.177

Any MLAS would need to be drafted to be consistent with free
speech and search and seizure rights.  One area for consideration is
the extent to which the First Amendment and Fourth Amendment
requirements could be met by the constitutionality of the overall
process, rather than by examination of each piece of evidence in
each individual case.  As a thought experiment, suppose there is
another country that has the same protections for free speech and
law enforcement access as the minimum required for U.S. state ac-
tion under the U.S. Constitution.  In that event, one can see how
the overall quality of the procedures in that foreign country would
permit law enforcement sharing without the need to examine the
evidence in each case.

There is precedent under the Fourth Amendment for assessing
the overall “reasonableness” of a system for search or seizure, with-
out necessarily having a probable cause determination by a judge in
the individual case.  One prominent example of this reasonableness
approach comes from a per curiam decision by the U.S. Foreign
Intelligence Surveillance Court of Review (FISA).178  That case as-
sessed changes to FISA under the 2001 USA PATRIOT Act that
made it easier for evidence gathered for foreign intelligence pur-
poses to be used for criminal prosecution.179  The court addressed
the issue of whether “government surveillance whose primary pur-
pose is criminal prosecution of whatever kind is per se unreasona-
ble if not based on a warrant.”180  The court found that the Fourth

176. Telephone Interviews with Anonymous Department of Justice and Na-
tional Security Council Officials, supra note 57.

177. U.S. CONST. amend. IV.; Arizona v. Gant, 556 U.S. 332, 338 (2009).
178. See In re Sealed Case No. 02-001, 02-002, 310 F. 3d 717, 736–46 (FISA Ct.

Rev. 2002).
179. See generally id.
180. See id. at 737.
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Amendment did not require a probable cause warrant in the for-
eign intelligence context examined by the court.181  The court did
a more holistic assessment of multiple features of the overall re-
gime, finding it “reasonable” and thus consistent with the Fourth
Amendment.182

This reasonableness assessment of foreign intelligence requests
for records suggests how courts might assess the reasonableness of
an evidence request from a country that the Attorney General has
certified meets the standards for streamlined sharing under an
MLAS.  In our era of pervasively global communication flows, it
would be somewhat arrogant to take the position that only a U.S.-
style probable cause warrant is “reasonable” when seeking elec-
tronic evidence across borders.  Many other countries besides the
United States have effective democracies and rule of law, including
systems for gathering electronic evidence.  The Visa Waiver Pro-
gram has demonstrated the possibility of U.S. law meshing effec-
tively with the laws and practices of other countries to address
globalization issues, and a similar approach is promising for global
electronic flows.

As an additional area for further research, it is possible that a
streamlined MLA process could apply differently to evidence about
U.S. persons and non-U.S. persons.  The basic rule is that Fourth
Amendment search and seizure requirements apply within the ter-
ritory of the United States or when applied to U.S. persons
abroad.183  MLA requests going forward will often involve foreign
requests for communications between non-U.S. persons that hap-
pen to be stored on servers in the United States.  For instance, a
German investigation might involve e-mails between a German and
a French citizen, and the policy interest in applying U.S. standards
to such requests is arguably less than for communications that are
to or from a U.S. address or involve U.S. citizens.  An analogous
issue arose during the amendments to FISA in 2007 and 2008.  The
question there was how to apply U.S. wiretap law to communica-
tions that “transited” the United States, such as from Europe to
Asia, but that were accessed inside the United States and had at
least one end point outside of the United States.184  In the FISA
Amendments Act of 2008, Congress addressed this issue in Section

181. See id. at 746.
182. See id. at 736–46.
183. United States v. Verdugo-Urquidez, 494 U.S. 259, 259–60 (1990).
184. See Laura K. Donahue, Section 702 and the Collection of International Tele-

phone and Internet Content, 38 HARV. J.L. & PUB. POL’Y 117, 120–21 (2015).
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702.185  Essentially, Section 702 allows access to communications
within the United States with a lower standard if various conditions
are met, notably that at least one end of the communication is
outside of the United States and the investigation does not target a
U.S. person.  The analogy to MLA requests is worth exploring, since
less restrictive standards apply to electronic communications gov-
erned by Section 702.  By extension, similarly less restrictive stan-
dards might apply (as a matter of policy or constitutional law) to e-
mails and other stored communications that simply “transit” the
United States, but where the investigation does not target a U.S.
person.

VI.
CONCLUSION

The French Internet expert Bertrand La Chapelle has said that
the current MLA system works like “the switched network of inter-
national cooperation,” similar to the traditional switched-network
telephone system.186  La Chapelle says instead we need to move to-
wards “an Internet-era type of transnational cooperation.”  He adds:
“To date, we have relied on a series of bilateral arrangements.  Irre-
spective of all other problems, it is hard to scale it.  If each of 190
countries need an MLAT with the others, it is more than 17,000
arrangements.  We need a more collaborative regime that can
scale.”

We concur with La Chapelle that the switched-network ver-
sion—one line open at a time between two parties—cannot succeed
moving forward.  This Article has argued that Mutual Legal Assis-
tance Statutes are a crucial way to begin to gain the needed scale.
The Visa Waiver Program was a response to the globalization of
travel187 and provides a working and large-scale model for the
globalization of communications evidence.  Today, the thirty-eight
countries that share the VWP with the United States include many
large countries that supply a large fraction of travelers to the
United States.  Beyond these thirty-eight countries, the VWP statute
embodies a set of visible and well-known criteria for what consti-
tutes a high-quality program.  Similarly for MLA, a statute can cre-

185. FISA Amendments Act of 2008, Pub. L 110-261, July 10, 2008, 122 Stat.
2436.

186. E-mail from Bertrand La Chapelle, Dir. and Co-Founder, Internet & Ju-
risdiction Project, to Peter Swire, Huang Professor of Law and Ethics, Georgia In-
stitute of Technology Scheller College of Business (Jan. 10, 2016) (on file with
author).

187. See Miller, supra note 146, at 190.
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ate a significant and growing number of other countries with
streamlined MLA responses, and the statute creates a set of visible
norms for how high-quality requests should operate for the broader
range of nations.

In a different world, we might imagine all nations coming to-
gether to draft one multi-lateral treaty or a binding United Nations
document.  Such a path seems unrealistic to us.  By contrast, inten-
sive debate on statutory regimes, bolstered by reciprocity among
participating countries, does seem a realistic goal.  Part IV of this
Article proposed a number of funding, streamlining, and trans-
parency reforms that can be pursued in the near term.  A working
and improved MLAS regime should be pursued as well to achieve
the needed scale of reform to match Internet communications and
enable an “Internet-era type of transnational cooperations.”188

188. E-mail from Bertrand La Chapelle, Dir. And Co-Founder, Internet & Ju-
risdiction Project, to Peter Swire, Huang Professor of Law and Ethics, Georgia In-
stitute of Technology Scheller College of Business (Jan. 10, 2016) (on file with
author).
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I.
INTRODUCTION

More people than ever are concerned about their privacy on-
line,1 and these fears have spread to primetime television.2 For
years, academics and journalists have warned of the dangers of gov-
ernment’s access to big data.3 While the public has not previously
been especially concerned, in the months following the Snowden
revelations there was a growing outcry for action to prevent govern-
ment spying.4 Left out of much of this conversation is the role that
corporations play in using their customers’ data to provide their
web services. The traditional line between government, which seeks
to use data for law enforcement and national security purposes, and
corporations, which seek to provide services to their users, has be-
come muddled. This Note challenges the traditional distinction be-
tween government and private companies and argues that
corporations should, whether required by constitutional law or the
marketplace, adopt due process protections when using their users’
data.

Over the past few years, companies have pushed back, even if
only slightly, against alleged privacy invasions by the federal govern-
ment. However, when compared to how these companies handle
their own internal privacy, their resistance can appear to be only a
false indication of their respect for their users’ data. Instead, these
companies ought to protect their data to the same degree to which
they are seeking to hold the federal government.

For many Americans, George Orwell’s novel 1984 is their first
introduction in school to privacy.5 In 1984, Orwell paints a picture
of the all-knowing and all-seeing government, which has its hands
in and eyes on everyday life.6 Orwell’s world is an illustration of the
most intrusive invasion of privacy imaginable. Compared to this
world, any lesser invasion appears almost acceptable. In fact, many

1. “52% describe themselves as ‘very concerned’ or ‘somewhat concerned’
about government surveillance of Americans’ data and electronic communica-
tions, compared with 46% who describe themselves as ‘not very concerned’ or ‘not
at all concerned’ about the surveillance.” Lee Rainie & Mary Madden, Americans’
Privacy Strategies Post-Snowden, PEW RESEARCH CTR. (Mar. 16, 2015), http://
www.pewinternet.org/2015/03/16/Americans-Privacy-Strategies-Post-Snowden/.

2. See Parks & Recreation: GryzzlBox (NBC television broadcast Jan. 27, 2015).
3. See Orin S. Kerr, A User’s Guide to the Stored Communications Act, and a Legisla-

tor’s Guide to Amending It, 72 GEO. WASH. L. REV. 1208, 1210–12 (2004).
4. Editorial, Edward Snowden, Whistle Blower, N.Y. TIMES (Jan. 1 2014), http://

www.nytimes.com/2014/01/02/opinion/edward-snowden-whistle-blower.html.
5. GEORGE ORWELL, 1984 (Alfred A. Knopf, Inc. 1992) (1949).
6. Id.
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Americans often respond to questions about their personal privacy
with a statement that they have nothing to hide.7

These nonchalant statements translate into practice. Today, in-
dividuals in the United States are willing to turn over a strikingly
large amount of information about themselves to third-party In-
ternet sites.8 These same individuals would likely not want to turn
over the same information to the federal government.9 Yet the Su-
preme Court has held that the government can request, through
subpoena, information provided to a third party without a neutral
magistrate to examine ex ante whether there is sufficient informa-
tion to allow for such an invasion.10 This doctrine developed at least
ten years prior to the invention of the World Wide Web and today’s
multibillion-dollar Internet companies.11 In addition, even without
this doctrine, many government agencies can purchase information
from commercially available databases to provide a more complete
online profile of an individual.12 These data brokers (or fourth par-
ties) voluntarily purchase the information from third parties, such
as Google and Yahoo, which in turn collect the information from
their own users.13 This has functioned as a workaround for govern-

7. See Daniel J. Solove, “I’ve Got Nothing to Hide” and Other Misunderstandings of
Privacy, 44 SAN DIEGO L. REV. 745, 747 (2007).

8. See, e.g., About Facebook, FACEBOOK, https://www.facebook.com/about/ (last
visited Apr. 13, 2016) (discussing ways that individuals can provide their birthday,
pictures, interests, and friends to other users).

9. See, e.g., Russell Berman, Republicans Try To Curtail the Census, THE ATLANTIC

(June 9, 2015), http://www.theatlantic.com/politics/archive/2015/06/republi-
cans-try-to-rein-in-the-census-bureau/395210/ (reporting that Republicans sought
to cut funding to the U.S. Census Bureau by preventing enforcement of criminal
penalties against individuals who fail to participate in the privacy-invasive Ameri-
can Community Survey).

10. See, e.g., Smith v. Maryland, 442 U.S. 735, 743–44 (1979) (“This Court
consistently has held that a person has no legitimate expectation of privacy in in-
formation he voluntarily turns over to third parties.”).

11. The World Wide Web, the protocol on which many websites are built, was
first created by Sir Tim Berners-Lee in 1989, History of the Web, WORLD WIDE WEB

FOUND., http://webfoundation.org/about/vision/history-of-the-web/ (last visited
Apr. 7, 2015), a full 10 years after the Court in Smith v. Maryland held that informa-
tion turned over to a third party has no legitimate expectation of privacy.

12. See, e.g., Chris Jay Hoofnagle, Big Brother’s Little Helpers: How ChoicePoint
and Other Commercial Data Brokers Collect and Package Your Data for Law Enforcement,
29 N.C. J. INT’L L. & COM. REG. 595, 595–96 (2004) (describing commercial
databases used by law enforcement to gather personal information).

13. Joshua L. Simmons, Buying You: The Government’s Use of Fourth-Parties To
Launder Data About “The People,” 2009 COLUM. BUS. L. REV. 950, 954 (2009).
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ment, since the data gathered by the fourth parties is data accessi-
ble by the public.14

As a marketing and good will tactic, companies have often re-
sisted government requests for data, stepping into the data protec-
tion void. Often, companies see an opportunity to fight against the
government when they receive a warrant or subpoena and to insert
themselves into the privacy debate. First, in pushing back against
the government, they are creating independent silos by which they
have complete control over data and privacy.15 Second, they are
creating precedential constitutional law by deciding in which cases
to challenge the government intrusion.16 By examining a corpora-
tion’s rhetoric and theories for challenging government subpoenas
and warrants, this Note tries to determine when corporations be-
lieve that they should challenge the government action.

However, that does not provide the entire answer about what
corporations are doing to protect a user’s privacy. While the expo-
sure of data to law enforcement or national security agencies can
bring with it a loss of liberty, there are also harms associated with
the loss of privacy within a corporation’s ecosystem. Internet com-
panies claim to protect their users’ rights, but how much of this is
mere rhetoric, and how much are they actually protecting those
rights?

There are procedural safeguards in place to protect data from
unlawful government search and seizure.17 There are not necessa-
rily the same protections from a Google employee. The current
penalties for companies may not be sufficient to encourage them to
implement privacy safeguards. As companies continue to amass
data in their own ecosystems, there must be incentives for them to
protect privacy both internally and externally against any govern-
ment intrusion.

14. Id. at 965.
15. See infra Part III.
16. See, e.g., APPLE, REPORT ON GOVERNMENT INFORMATION REQUESTS JULY

1–DECEMBER 31, 2014, at 3 (2014), https://www.apple.com/privacy/docs/govern-
ment-information-requests-20141231.pdf (Apple only produces data 79% of the
time including 72% for subpoenas and 84% for warrants, and initiates legal chal-
lenges in some of those actions).

17. See U.S. CONST. amend. XIV, § 1 (“No state . . . shall . . . deprive any
person of life, liberty, or property, without due process of law.”); U.S. CONST.
amend. IV (“The right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be violated, and
no warrants shall issue, but upon probable cause, supported by oath or affirma-
tion, and particularly describing the place to be searched, and the persons or
things to be seized.”).
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Part I will examine the current theoretical framework by which
to assess corporate efforts to protect privacy and how their duties
compare to the U.S. federal government. Part II will examine
whether these tech companies can be considered state actors under
the state action doctrine, which would require them to abide by due
process protections. Part III will conduct case studies of individual
companies to examine their actions in fighting against the govern-
ment and whether such companies can be considered state actors.
Finally, Part IV will propose that companies adopt constitutional-
equivalent due process standards, regardless of whether they are
required by law, to protect a company’s users from unwarranted
searches and censure.

II.
CORPORATE PRIVACY HARMS

Microsoft, through its Skype application, provides users with
the ability to video chat with individuals around the world,18 Ama-
zon allows users to buy almost anything available anywhere,19 and
Facebook assists users in keeping tabs on all their friends.20 Each of
these services works best within the networks of these companies.
They have attempted to extend their ecosystems beyond their
webpages through the purchase of services or creation of affiliate
networks. A central question in determining the level of privacy
that users should ask is: “Who governs these webpages?”

The answer is not always clear. These ecosystems are primarily
governed by private law, as typically spelled out in the terms and
conditions. Federal and state governments, however, may also have
some authority, subject to either a subpoena or judicially-approved
warrant. Indeed, according to one law professor, “[g]overnance is
the product of an interlocking web of actors, both governmental
and ‘private,’ that defines how citizens live their lives and the expec-
tations society has regarding any specific field or topic.”21 As com-
panies collect vast amounts of data, the companies act as sovereigns
in governing most interactions within those ecosystems. The privacy
policy and terms of service become the rules by which the corpora-
tion expects its actions to be judged. Furthermore, corporations
have adopted interpretations of various privacy statutes that have

18. SKYPE, http://www.skype.com/ (last visited Mar. 24, 2015).
19. AMAZON, http://www.amazon.com/ (last visited Mar. 24, 2015).
20. FACEBOOK, http://www.facebook.com/ (last visited Mar. 24, 2015).
21. Marcy E. Peek, Information Privacy and Corporate Power: Towards a Re-Imagi-

nation of Information Privacy Law, 37 SETON HALL L. REV. 127, 146 (2006).
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made these statutes essentially toothless when applied to their
ecosystems.22

These ecosystems, from which corporations can sell the user
more advertising or services, allow for more profitable Internet
companies. In other words, these companies all benefit from the
data that users input into their systems. However, companies have
taken a while to fully understand the privacy implications of con-
trolling all of this information. To many civil libertarians, this delay
has allowed companies to amass large amounts of data without the
necessary safeguards in place to protect the data originator’s infor-
mation.23 Since a law enforcement actor does not need to alert the
target of a search,24 it is likely that for covert investigations, a gov-
ernment investigator would prefer to get information from an on-
line website or cloud computing company than from the individual
him or herself. While many sites claim that they will notify users of
any government request, the government investigator can often
seek a gag order.25

Many users understand that Internet companies compile infor-
mation; however, many likely feel as if they have nothing to hide
from these websites.26 Usually, a little invasive prodding can disa-
buse most individuals of this theory.27 For instance, most Internet
users would not want their passwords posted around the web, nor
would they be interested in having their intimate, emotional e-mails
shared with unintended friends. A leading privacy scholar, Daniel
Solove, points out that most people are not actually afraid that their
secrets will leak online or be viewed by a government agent.28 In-
stead, he characterizes this argument as one that requires a balanc-
ing test between invasive security to detect terrorists versus harmless
inspection of pieces of information by well-trained government
agents.29

22. Id. at 147–51.
23. See, e.g., Gmail Privacy FAQ, ELEC. PRIVACY INFO. CTR., https://epic.org/

privacy/gmail/faq.html#13d (last visited Apr. 13, 2016) (stating that Google’s pri-
vacy policy is insufficient to protect users who send e-mails through Gmail).

24. Electronic Communications Privacy Act of 1986, 18 U.S.C. § 2518(3)
(2012) (allowing Judges to issue ex parte orders which allow a government agency
to search the contents of a target’s emails).

25. See generally, Christie Barakat, US Tech Firms Support Facebook in Gag Order
Case, ADWEEK (Aug. 11, 2014, 1:20 PM), http://www.adweek.com/socialtimes/us-
tech-firms-support-facebook-government-gag-orders/202658 (discussing various
companies’ reactions to use of gag orders).

26. Solove, supra note 7, at 749–50.
27. Id.
28. Id.
29. Id. at 753.
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Solove argues that this balancing test is actually a false choice
between security and privacy.30 Instead, he believes that privacy is “a
plurality of related problems,”31 and that “[a] privacy problem oc-
curs when an activity by a person, business, or government entity
creates harm by disrupting valuable activities of others.”32 Professor
Katherine Strandburg notes that invasions of privacy can have a
“potential chilling effect . . . not only . . . [on] individual privacy,
but on the First Amendment rights to freedom of association and
assembly.”33

Scholars, academics, and government actors have proposed
dozens of solutions to better protect the individual privacy of con-
sumers online. These have ranged from proposed statutes34 to
stronger FTC consent decrees.35 However, one actor often over-
looked is the website performing the task of data collection.36 Data
privacy is “governed as much by corporate action and corporate de-
cision-making as by government regulation.”37 As described below,
it is often the corporation that decides when to challenge a govern-
ment subpoena or warrant as being insufficient.38 These challenges
create some of the only common law on data privacy and the
Fourth Amendment.

This Note will first examine the theories underlying corpora-
tions and their integration with the modern state before analyzing
the role that they play in today’s Internet. Many of the first corpora-
tions were created through charters of the Crown that granted po-
litical and commercial power in their domain.39 Under modern
corporate doctrine, corporations remain fictions created by the

30. Id. at 753–54.
31. Id. at 764.
32. Solove, supra note 7, at 758.
33. Katherine J. Strandburg, Freedom of Association in A Networked World: First

Amendment Regulation of Relational Surveillance, 49 B.C. L. Rev. 741, 747 (2008).
34. See, e.g., WHITE HOUSE, ADMINISTRATION DISCUSSION DRAFT: CONSUMER PRI-

VACY BILL OF RIGHTS ACT OF 2015 (2015), https://www.whitehouse/gov/sites/de-
fault/files/omb/legislative/letters/cpbr-act-of-2015-discussion-draft.pdf (detailing
proposed consumer privacy protection legislation).

35. See, e.g., Greg Dickenson, Survey of Recent FTC Privacy Enforcement Actions
and Developments, 70 BUS. LAW. 247, 250–51 (2014) (surveying recent FTC privacy
enforcement actions and consent decrees involving companies such as Snapchat,
Inc.).

36. Peek, supra note 21, at 136–37.
37. Id. at 137.
38. See infra Part II.
39. See, e.g., Daniel Greenwood, The Semi-Sovereign Corporation 2 (Univ. of Utah

Legal Studies Research Paper Series, Research Paper No. 05-04, 2005), http://
ssrn.com/abstracts=757315.
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state, but retain many rights of individuals.40 While there are several
theories underlying the modern corporation, the shareholder pri-
macy theory, described as when “corporations operate in the inter-
est of the shareholders and that directors owe to them a fiduciary
duty,” is particularly important to modern corporate theory.41 Fur-
thermore, according to famed economist Milton Friedman, “there
is one and only one social responsibility of business—to use its re-
sources and engage in activities designed to increase its profits so
long as it stays within the rules of the game, which is to say, engages
in open and free competition without deception or fraud.”42

In furtherance of profit, corporations today are gathering and
monetizing the data of their users. Many users are willing to give
this information over in favor of “ease, fastness, and conve-
nience.”43  Yet, this does not mean that corporations must abide by
the same due process procedures that government actors must fol-
low. Marcy Peek provocatively argues that “when corporations’ ac-
tions have an effect on the market that resembles the effect of
governmental authority and . . . that corporate authority goes
largely unchallenged and is, in fact, accepted as the social norm,
corporations are engaging in governance.”44 In the privacy sphere,
this Note argues that corporations are governing the web.

By providing this data, a user grants a corporation a unique
position to cause harm through the misuse of the user’s data. For
most of American history, the overriding privacy concern was a fear
of government intrusion. Today, however, corporate actors have
the capability, and occasionally the business need, to affect a similar
harm. In some instances, the potential harm by a corporation can
be even greater than the harm caused by government.

Each of the companies discussed in Part III has the ability to
violate certain rights of ordinary individuals. Paul Ohm character-
izes the potential harms from revealing sensitive data as ancient,
traditional, and modern.45 In the ancient basket, he places “easy-to-

40. See, e.g., Citizens United v. FEC, 558 U.S. 310, 342 (2010) (stating that
corporations have First Amendment rights to speak during elections).

41. Allison D. Garrett, The Corporation as Sovereign, 60 ME. L. REV. 129, 136
(2008).

42. Milton Friedman, The Social Responsibility of Business Is To Increase Its Profits,
N.Y. TIMES MAG., Sept. 13, 1970, at 427 (quoting MILTON FRIEDMAN, CAPITAL AND

FREEDOM 133 (Univ. of Chicago Press 1982)).
43. Lee Rainie & Janna Anderson, The Future of Privacy, PEW RESEARCH CTR.

(Dec. 18, 2014), http://www.pewinternet.org/2014/12/18/future-of-privacy/
(quoting an information science professional).

44. Peek, supra note 21, at 146.
45. Paul Ohm, Sensitive Information, 88 S. CAL. L. REV. 1125, 1161 (2015).
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measure, if not strictly monetary, harm.”46 The traditional harms
often involve injury to dignity or emotion.47 Finally, he discusses the
more controversial, modern harms, which include “losing control
over one’s information or defin[ing] privacy as limited access to self
or for the protection of intimacy.”48

Revealing intimate, sensitive details by either government or a
corporation can lead to any of these specific harms. In addition, the
use of data by those same actors in a pernicious way can produce
the same result. These harms are most likely to be in the modern
category, but can be found in the ancient or traditional as well. Tar-
get, in a famous example, analyzed purchase history and began ad-
vertising products for pregnant women to a young woman.49 Her
father saw the advertisements and was disgusted by Target for this
advertising, only to later find out that his daughter was pregnant.50

The daughter could be a candidate for a lawsuit against Target for
an infliction of emotional damage. While there is no indication an
employee sought to blackmail the daughter, one could imagine a
scenario in which an employee at Target used the company’s al-
gorithm to perform a background check on a potential date or bus-
iness partner.

III.
CONSTITUTIONAL RIGHTS

A. First and Fourth Amendment Rights

The First and Fourth Amendments have been construed to
provide a right to privacy for Americans.51 Justice Brandeis, in his
oft-quoted dissenting opinion in Olmstead v. United States, said,
“[The founders] sought to protect Americans in their beliefs, their
thoughts, their emotions and their sensations. They conferred, as
against the Government, the right to be let alone—the most compre-
hensive of rights and the right most valued by civilized men.”52 This
dissent is the birthplace of most of constitutional privacy law, and
the Supreme Court’s later decisions have incorporated this right of

46. Id. at 1162.
47. Id. at 1163.
48. Id. at 1164.
49. Charles Duhigg, Psst, You in Aisle 5, N.Y. TIMES MAG., Feb. 19, 2012, at

30–37, 54–55.
50. Id. at 37.
51. Griswold v. Connecticut, 381 U.S. 438, 484 (1965) (“Various [amend-

ments] create zones of privacy.”).
52. Olmstead v. United States, 277 US 438, 478 (1928) (Brandeis, J., dissent-

ing) (emphasis added).
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privacy against the states.53 Our founders may have fought against
the tyranny of Great Britain, but they certainly weren’t aware of the
potential harm of all-knowing Internet companies.

But what do these two Amendments actually protect? It is well-
established that the government cannot censor the opinions of av-
erage citizens.54 This is a bedrock principle of First Amendment
law. In addition, the First Amendment protects the right of citizens
to engage in an open forum with their peers to discuss ideas that
may be harmful to the government.55 In Perry Educational Ass’n v.
Perry Local Educators Ass’n, the Court distinguished between three
types of public fora: streets and parks, “public property which the
state has opened for use by the public as a place for expressive activ-
ity,” and property to which the state, through tradition or designa-
tion, has not recognized as a “forum for public communication.”56

The first two types of public fora, traditional and designated, are
subject to the highest scrutiny, and “[f]or the state to enforce a
content-based exclusion it must show that its regulation is necessary
to serve a compelling state interest and that it is narrowly drawn to

53. The First Amendment’s freedom of speech was first incorporated against
the states in Gitlow v. New York, 268 U.S. 652, 666 (1925). Gitlow includes suggested
language that assumes that the First Amendment applies against the state. Id. (“For
present purposes we may and do assume that freedom of speech and of the
press . . . are among the fundamental personal rights and ‘liberties’ protected by
the due process clause of the Fourteenth Amendment from impairment by the
States.”). Along with freedom of speech, the Freedom of Assembly Clause was in-
corporated against the states in De Jonge v. Oregon, 299 U.S. 353, 364 (1937). And
the freedom to associate was first found in the First Amendment and incorporated
against the states in NAACP v. Alabama, 357 U.S. 449, 462 (1958) (“We think that
the production order, in the respects here drawn in question, must be regarded as
entailing the likelihood of a substantial restraint upon the exercise by petitioner’s
members of their right to freedom of association.”). The Fourth Amendment’s
provision requiring individuals to be free from unreasonable search and seizure
was first applied against the states in Wolf v. Colorado, 338 U.S. 25, 28 (1949) (“Ac-
cordingly, we have no hesitation in saying that were a State affirmatively to sanc-
tion such police incursion into privacy it would run counter to the guaranty of the
Fourteenth Amendment.”), overruled on other grounds by Mapp v. Ohio, 367 U.S. 643
(1961).

54. Citizens United v. FEC, 558 U.S. 310, 340–41 (2010) (“Premised on mis-
trust of governmental power, the First Amendment stands against attempts to dis-
favor certain subjects or viewpoints.”). There are limited exceptions to this rule
that are “based on an interest in allowing governmental entities to perform their
functions.” Id. at 341.

55. Perry Educ. Ass’n v. Perry Local Educators’ Ass’n, 460 U.S. 37, 45 (1983)
(“In places which by long tradition or by government fiat have been devoted to
assembly and debate, the rights of the state to limit expressive activity are sharply
circumscribed.”).

56. Id. at 45–47.
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achieve that end.”57 The final type of forum is not subject to these
same strict scrutiny requirements.58

In Reno v. ACLU, the Court first examined whether the In-
ternet is entitled to a different, perhaps relaxed, First Amendment
protection.59 The Court found that the Internet does not present
any reason for the government to be held to a lower standard of
First Amendment protection.60 In a recent Fourth Circuit case con-
cerning the extent of speech, a panel held that even liking a
Facebook page qualifies as constitutionally protected speech.61

The harder cases are those that challenge a governmental ac-
tion on the grounds that it chills the freedom of association or
speech.62 In Clapper v. Amnesty International, the Court examined
whether Amnesty International had standing to challenge the con-
stitutionality of the FISA Amendments Act.63 As part of this analysis,
Amnesty International claimed that the government’s acquisition of
membership data could chill its First Amendment rights.64 The
Court said that a “chilling effect aris[ing] merely from the individ-
ual’s knowledge that a governmental agency was engaged in certain
activities or from the individual’s concomitant fear that, armed with
the fruits of those activities, the agency might in the future take
some other and additional action detrimental to that individual” was
not sufficient to plead a First Amendment violation.65

It is also well established that the Fourth Amendment protects
Americans from “unreasonable searches and seizure” of their “per-
sons, houses, papers, and effects,”66 and that this right applies to

57. Id. at 45.
58. Id. at 46.
59. Reno v. ACLU, 521 U.S. 844, 870 (holding that the Communications De-

cency Act, which sought to prevent children from looking at explicit pictures on
the Internet, was overbroad and was a facially unconstitutional imposition on First
Amendment rights).

60. Id.
61. See, e.g., Bland v. Roberts, 730 F.3d 368, 386 (“Once one understands the

nature of what Carter did by liking the Campaign Page, it becomes apparent that
his conduct qualifies as speech.”).

62. See generally Katherine J. Strandburg, Membership Lists, Metadata, and Free-
dom of Association’s Specificity Requirement, 10 I/S: J. L. & POL’Y FOR INFO. SOC’Y.
327 (2014) (examining the legality of the NSA surveillance program in light of the
freedom of association).

63. Clapper v. Amnesty Int’l, 133 S.Ct. 1138 (2013).
64. Id. at 1152.
65. Id. (quoting Laird v. Tatum, 408 U.S. 1, 11 (1972)).
66. U.S. CONST. amend. IV.
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computers and other digital effects.67 The Supreme Court has held
that a search violates the Fourth Amendment when “the govern-
ment violates a subjective expectation of privacy that society recog-
nizes as reasonable.”68 However, the Court has yet to examine
whether a warrant is required for searches of content on the In-
ternet. The Sixth Circuit in United States v. Warshak held “that a sub-
scriber enjoys a reasonable expectation of privacy in the contents of
e-mails ‘that are stored with, or sent or received through, a com-
mercial ISP.’”69

In addition, the Supreme Court has found certain exceptions
to this general warrant requirement. The most prominent excep-
tion in the Internet age is the third-party doctrine. This doctrine
was best articulated in Smith v. Maryland, in which the Court held
that records voluntarily given to a third party can be requested with-
out a warrant.70 In the Supreme Court’s Jones decision, at least one
Justice suggested the Court should rethink the third-party doc-
trine.71 Finally, in Riley v. California, the Court held that police
could not search a phone gathered incident to an arrest because
“[w]ith all they contain and all they may reveal, they hold for many
Americans ‘the privacies of life.’”72 It is not clear if the Court is
beginning to rethink the third-party doctrine or if it is willing to
recognize that people have some privacy interest in information on-
line. At the moment, the Court’s Internet privacy cases are in their
infancy, but it seems likely that the Court is beginning to question
its current doctrine in light of technological advances such as cloud
computing and smart phones.

67. See generally Orin S. Kerr, 119 HARV. L. REV. 531, Searches and Seizures in A
Digital World 549 (2005) (“[T]he Fourth Amendment applies to computer storage
devices just as it does to any other private property.”).

68. United States v. Jones, 132 S. Ct. 945, 954–55 (2012) (Sotomayor, J., con-
curring) (citing Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J.,
concurring)).

69. United States v. Warshak, 631 F.3d 266, 284 (6th Cir. 2010) (quoting War-
shak v. United States, 490 F.3d 455, 473 (6th Cir. 2007)).

70. Smith v. Maryland, 442 U.S. at 743–44 (“This Court consistently has held
that a person has no legitimate expectation of privacy in information he volunta-
rily turns over to third parties.”).

71. Jones, 132 S. Ct. at 957 (Sotomayor, J., concurring) (stating that the third-
party doctrine is “ill suited [sic] to the digital age, in which people reveal a great
deal of information about themselves to third parties in the course of carrying out
mundane tasks”).

72. Riley v. California, 134 S. Ct. 2473, 2494–95 (2014) (quoting Boyd v.
United States, 116 U.S. 616, 630 (1886)).
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B.  State Action Doctrine

While courts have held that private corporations are not sub-
ject to the restrictions of the Bill of Rights or the Fourteenth
Amendment, the advent of Internet ecosystems has further inter-
twined private corporations with the traditional role of the govern-
ment. Some early Internet users sought to make the case that
operators of online ecosystems are state actors for purposes of the
Fourteenth Amendment’s Due Process Clause and are therefore re-
sponsible for the violation of constitutional rights.73 They sought to
analogize the idea that Internet forums have literally and figura-
tively displaced the public street corner or park as the location of
debate.74

However, the State Action Doctrine is based on a textual un-
derstanding of the Constitution.75 The Fourteenth Amendment
states, “No State shall make or enforce any law,”76 while the First
Amendment says that “Congress shall make no law.”77 Further-
more, the Constitution reserves rights that are not explicitly dele-
gated to the United States to the states or to the people.78 This
means that private actors are free to transgress the freedom of
speech and privacy rights found in the Constitution subject to only
some more stringent state constitutional restrictions.79 Currently,
the marketplace likely dictates an open web, but there are often
scenarios that occur in which Internet companies clamp down on
speech.80

73. See, e.g., Cyber Promotions, Inc. v. Am. Online, Inc., 948 F. Supp. 436, 445
(E.D. Pa. 1996) (“In sum, we find that since AOL is not a state actor and there has
been no state action by AOL’s activities under any of the three tests for state
action . . . .”).

74. See Jacquelyn E. Fradette, Note, Online Terms of Service: A Shield for First
Amendment Scrutiny of Government Action, 89 NOTRE DAME L. REV. 947, 956–57
(2013).

75. See Wilson R. Huhn, The State Action Doctrine and the Principle of Democratic
Choice, 34 HOFSTRA L. REV. 1379, 1387, 1430–31 (2006).

76. U.S. CONST. amend. XIV.
77. U.S. CONST. amend. I.
78. U.S. CONST. amend. X.
79. See, e.g., Pruneyard Shopping Ctr. v. Robins, 447 U.S. 74, 81 (1980) (hold-

ing that a state can exercise its police power or sovereign right to adopt more
expansive rights than those in the Bill of Rights).

80. See Julia Greenberg, Reddit Wants To Exile Trolls. But Growing Up Is Hard,
WIRED (May 15, 2015, 7:00 AM), http://www.wired.com/2015/05/reddit-wants-ex-
ile-trolls-growing-hard/ (reporting that a popular social media site banned harass-
ing language).
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The Supreme Court has developed a lengthy case law in this
area that some describe as muddled and incoherent.81 In the fur-
thest-reaching of its decisions on the state action principle, Shelley v.
Kraemer, the Court held that a state court enforcing a private hous-
ing covenant was a form of state action and therefore the discrimi-
natory housing covenant could not be enforced by the state.82 It did
not find that the discriminatory covenant itself violated the Four-
teenth Amendment since there was no state actor.83 In the years
since Shelley, the Court has moved away from treating all court en-
forcement, federal or state, as state action.84 Otherwise, private cor-
porations could not enter into agreements that might abridge the
freedom of speech or other constitutional rights of their citizens
because these agreements require court supervision for
enforcement.

The most recent Supreme Court case, Brentwood Academy v.
Tennessee Secondary School Athletic Ass’n, found “state action may be
found if, though only if, there is such a ‘close nexus between the
State and the challenged action’ that seemingly private behavior
‘may be fairly treated as that of the State itself.’”85 The Court used a
totality of the circumstances test to determine that the athletic asso-
ciation was a state actor.86 The Court outlined certain factors to be
considered, including when the action “results from the State’s ex-
ercise of ‘coercive power,’ when the State provides ‘significant en-

81. See Gary Peller & Mark Tushnet, State Action and a New Birth of Freedom, 92
GEO. L.J. 779, 789 (2004) (“The state action doctrine is analytically incoherent
because . . . state regulation of so-called private conduct is always present, as a
matter of analytic necessity, within a legal order.”).

82. Shelley v. Kraemer, 334 U.S. 1, 20 (1948) (“We hold that in granting judi-
cial enforcement of the restrictive agreements in these cases, the States have de-
nied petitioners the equal protection of the laws and that, therefore, the action of
the state courts cannot stand.”).

83. Id. at 13 (“We conclude, therefore, that the restrictive agreements stand-
ing alone cannot be regarded as a violation of any rights guaranteed to petitioners
by the Fourteenth Amendment.”).

84. See Lugar v. Edmondson Oil Co., Inc., 457 U.S. 922, 939 n. 21 (1982)
(“[W]e do not hold today that ‘a private party’s mere invocation of state legal
procedures constitutes “joint participation” or “conspiracy” with state officials satis-
fying the § 1983 requirement of action under color of law.’” (quoting id. at 951)
(Powell, J., dissenting)). Lugar is a case in which Edmondson Oil attempted to take
possession of Lugar’s truck stop after Edmondson claimed that Lugar owed the
company money. Edmondson used the state sheriff and the court system to take
possession. Lugar sued Edmondson under 42 U.S.C. § 1983 accusing Edmondson
of violating his property rights without due process. Id.

85. Brentwood Acad. v. Tenn. Secondary Sch. Athletic Ass’n, 531 U.S. 288,
295 (2001) (quoting Jackson v. Metro. Edison Co., 419 U.S. 345, 351).

86. Id. at 295–96.
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couragement, either overt or covert,’ or when a private actor
operates as a ‘willful participant in joint activity with the State or its
agents.’”87 Furthermore, the Court “ha[s] treated a nominally pri-
vate entity as a state actor when it is controlled by an ‘agency of the
State,’ when it has been delegated a public function by the State,
when it is ‘entwined with governmental policies,’ or when govern-
ment is ‘entwined in [its] management or control.’”88

This totality of the circumstances test stands in stark contrast to
a rules-based approach advocated in earlier Court decisions. In
Blum v. Yaretsky, the Court runs through three factors and finds that
the petitioner is unable to meet the burden to show that a nursing
home is a state actor.89 The factors are whether (1) “there is a suffi-
cient nexus between the State and the challenged action of the reg-
ulated entity so that the action of the latter may be fairly treated as
that of the State itself,”90 (2) a state has “exercised coercive
power,”91 or (3) a “private entity has exercised powers that are ‘tra-
ditionally the exclusive prerogative of the State.’”92

According to one commentator, this disagreement revolves
around the purpose of the state action doctrine.93 Chief Justice
Rehnquist believed strongly in favor of a rules-oriented approach
because he believed he was protecting individual liberty.94 He notes
in DeShaney v. Winnebago County Department of Social Services that the
Due Process Clause of the Fourteenth Amendment does not “re-
quire[ ] the State to protect the life, liberty, and property of its citi-
zens against invasion by private actors.”95

On the other hand, liberal scholars such as Cass Sunstein ar-
gue that “state action is always present,” and decisions should be
based on the merits of whether someone’s constitutional rights
were violated.96 Sunstein argues that in an employment decision
based on a race, an employer is either allowed or not allowed to
hire or not hire based on existing constitutional and statutory law.97

87. Id. at 296 (internal citations omitted).
88. Id. (internal citations omitted).
89. Blum v. Yaretsky, 457 U.S. 991, 1005 (1982).
90. Id. at 1004 (quoting Jackson, 419 U.S. at 350).
91. Id. at 1004.
92. Id. at 1005 (quoting Jackson, 419 U.S. at 353).
93. See Huhn, supra note 75, at 1392–93.
94. Id. at 1393.
95. DeShaney v. Winnebago Cnty. Dep’t of Soc. Servs., 489 U.S. 189, 195

(1989).
96. Cass R. Sunstein, State Action Is Always Present, 3 CHI. J. INT’L L. 465, 467

(2002).
97. Id. at 468.
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If the employer fires a gay person based on his sexual orientation,
that employer is relying on the absence of a law specifically protect-
ing that person.98

Wilson Huhn believes that both these viewpoints overstate the
importance and the role of the state action clause.99 He believes
that the state action clause is meant to limit the role of the Four-
teenth Amendment and force people, through their democratically
elected legislatures, to determine the “kind of society they wish to
live in.”100 The Framers, he argues, placed the power to regulate
corporations and other non-state actors in the elected legislature,
and the state action doctrine serves to prevent litigants and the judi-
ciary from circumventing the legislature.101

C.  Exceptions to the State Action Doctrine

Based on this current doctrine, the exemptions for when non-
state actors have been found to be state actors can be grouped into
two categories: “the public function exception” and the “entwine-
ment exception.”102

The Court first examined the public function exemption in the
case of Marsh v. Alabama.103 In Marsh, the Court found that even
though a company had title to the town, its role as owner was indis-
tinguishable from that of a municipality, and therefore the com-
pany could not violate the First Amendment rights of citizens
within the town.104 The Court, in Jackson v. Metropolitan Edison Co.,
narrowed this exception to require “a sufficiently close nexus be-
tween the State and the challenged action of the regulated entity so
that the action of the latter may be fairly treated as that of the State
itself.”105 In Lloyd v. Tanner, the Court found that Marsh v. Alabama
was the “closest decision in theory” and “involved the assumption
by a private enterprise of all of the attributes of a state-created mu-
nicipality and the exercise by that enterprise of semi-official munici-
pal functions as a delegate of the State.”106

98. Id.
99. See generally Huhn, supra note 75.
100. Id. at 1381–82.
101. Id.
102. Benjamin F. Jackson, Censorship and Freedom of Expression in the Age of

Facebook, 44 N.M. L. REV. 121, 142 (2014).
103. Marsh v. Alabama, 326 U.S. 501 (1946).
104. Id. at 507–08.
105. Jackson v. Metro. Edison Co., 419 U.S. 345, 351 (1974).
106. Lloyd Corp., Ltd. v. Tanner, 407 U.S. 551, 569 (1972).
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The entwinement exception was laid out by the Court in Lugar
v. Edmonson Oil.107 In Lugar, the plaintiff brought an 18 U.S.C.
§ 1983 suit against Edmonson Oil for violating his constitutional
rights. Edmonson Oil had allegedly attached his property to a debt
action, and therefore “had acted jointly with the State to deprive
him of his property without due process of law.”108 The Court
found that the test to determine whether the private actor has been
entwined with the state is whether “he is a state official, . . . he has
acted together with or has obtained significant aid from state offi-
cials, or . . . his conduct is otherwise chargeable to the State.”109

The Court further held that “a private party’s joint participation
with state officials in the seizure of disputed property is sufficient to
characterize that party as a ‘state actor’ for purposes of the Four-
teenth Amendment.”110 This was reaffirmed in Brentwood Academy v.
Tennessee Secondary School Athletic Ass’n when the Court declared that
“[t]he nominally private character of the Association is overborne
by the pervasive entwinement of public institutions and public offi-
cials in its composition and workings . . . .”111

In either instance, it is clear that many of the Internet compa-
nies surveyed in the Electronic Frontier Foundation report share
the role of government in providing the rules and regulations for
their ecosystems.112 The most likely candidates for companies that
could be considered state actors are Internet Service Providers
(ISPs) and Search Engines.

D.  Can Internet Service Providers Be Classified as State Actors?

In several instances, individuals have sued service providers
seeking to claim that service providers are state actors. In an early
case in 1996, Cyber Promotions, an advertiser, sought to color ac-
tions taken by America Online (AOL) as state actions.113 At this
time, AOL operated dial-up Internet and an e-mail service that
often operated as a conduit for individuals to access the World
Wide Web. Cyber Promotions was attempting to send advertise-
ments to AOL customers, and AOL prevented this unsolicited e-

107. Lugar v. Edmondson Oil Co., Inc., 457 U.S. 922, 942 (1982).
108. Id. at 925.
109. Id. at 937.
110. Id. at 941.
111. Brentwood Acad. v. Tenn. Secondary Sch. Athletic Ass’n, 531 U.S. 288,

298 (2001).
112. See infra Part III.
113. Cyber Promotions v. AOL, 948 F. Supp. 436, 441 (E.D. Pa. 1996).
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mail access.114 The district court held that AOL was not a state actor
under three tests as determined by the Third Circuit.115 Under the
exclusive public function test, the court determined that AOL did
not perform an exclusive public function, since government did not
regulate the “exchange of information between people, institu-
tions, corporations and governments around the world,” and there
were other avenues for people to access the Internet.116 The Court
combined the second and third tests as a form of the entwinement
test and found that AOL received no direction or pressure from
state officials.117

In another case, the Third Circuit found that AOL was also not
a state actor for purposes of policing its chat rooms.118 The plaintiff
sued AOL for refusing to take action under its terms of service
against several alleged chat room instigators.119 The court found
that providing a connection to government websites and opening a
network to the public was not sufficient to find that AOL per-
formed an exclusive public function.120

A case from Canada may provide the framework for U.S. courts
to examine whether an ISP can be entwined with the functions of
the state.121 The Canadian court in R. v. Weir found that the ISP, by
providing child pornography messages sent to the defendant, could
be found to be a state agent.122 According to two scholars, in the
fight against cybercrime, ISPs are becoming state agents by notify-
ing authorities of criminal behavior on their networks and partici-
pating in investigations.123

In addition, the FCC’s reclassification of ISPs as common carri-
ers may further entwine ISPs with the state.124 According to the
FCC, broadband companies must be open conduits for speech on
the Internet.125

114. Id. at 437.
115. Id. at 441.
116. Id. at 441–43.
117. Id. at 444–45.
118. Green v. AOL, 318 F.3d 465, 472 (3d Cir. 2003).
119. Id. at 468.
120. Id. at 472.
121. See R. v. Weir (2001), 281 A.R. 333 (Can. Alta. C.A. 2001).
122. Id. at ¶ 11; see also Ian Kerr & Daphne Gilbert, The Role of ISPs in the

Investigation of Cybercrime, in INFORMATION ETHICS IN THE ELECTRONIC AGE: CURRENT

ISSUES IN AFRICA AND THE WORLD 163, 166 (Tom Mendina & Johannes J. Britz eds.,
2004).

123. See Kerr & Gilbert, supra note 122, at 171.
124. Protecting and Promoting the Open Internet, Report and Order on Remand

and Declaratory Ruling and Order, FCC 15-24, 30 FCC Rcd 17905 (2015).
125. FCC No Blocking Rule, 47 C.F.R. § 8.5 (2015).
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Courts have almost uniformly found that ISPs do not provide a
public function. However, recent regulatory action by the FCC may
provide an opening in future cases to classify ISPs as state actors.

E.  Can Search Engine Companies Be Classified as State Actors?

In Langdon v. Google,126 the plaintiff alleged in a § 1983 suit
that Google violated his First Amendment rights by refusing to run
political ads and ranking the plaintiff’s website low on its search
results. The court found that Google is a “private, for profit com-
pany, not subject to constitutional free speech guarantees.”127 The
plaintiff alleged two theories about why Google should be consid-
ered a state actor.128 The first was that Google was entwined with
public universities, and the second was that Google was similar to
private shopping centers.129 The court found that the plaintiff
failed to allege facts that would prove that there was entwinement
and that the Supreme Court had consistently found that private
shopping centers are not public forums protected by the First
Amendment.130 This case is representative of “the attitude of courts
regarding attempts to enforce First Amendment duties on Internet
Service providers.”131

These cases illustrate that courts that have examined this issue
have consistently found that websites are not public actors for pur-
poses of the Fourteenth Amendment. However, as these companies
build extensive databases on individuals, courts may become more
receptive to examining these actors as state actors.

F.  Current NSA Law and Encryption Debate

President Obama recently signed into law a bill to reform the
NSA spying apparatus.132 The law now requires phone companies
to produce specific records of individuals and prohibits the NSA

126. Langdon v. Google, Inc., 474 F. Supp. 2d 622, 626 (D. Del. 2007).
127. Id. at 631.
128. Id. at 631–32.
129. Id.
130. Id.
131. Gil’ad Idisis, How to Make Lemonade from Lemons: Achieving Better Free Speech

Protection Without Altering the Existing Legal Protection for Censorship in Cyberspace, 36
CAMPBELL L. REV. 147, 167 (2013).

132. See Uniting and Strengthening America by Fulfilling Rights and Ensur-
ing Effective Discipline over Monitoring Act of 2015, Pub. L. No. 114-23, 129 Stat.
268 (2015).
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from the bulk collection of such information.133 In replacing the
NSA’s ability to bulk collect such information, the burden to store
the same information and provide it to the government, subject to
certain specific processes, falls to Internet companies.134 These
companies currently keep the same information for anywhere from
eighteen months to five years.135 This has been deemed front-door
access since the government is asking, pursuant to an ex parte For-
eign Intelligence Surveillance Court (FISA Court) order, for the en-
tity for this data.136 The law also contains a safe harbor for
companies that provide the information to the government in good
faith.137 This further entwines the government and the private cor-
poration against the potential best interests of the customer.

The government has also sought to ensure backdoor access to
data stored on cell phones.138 Apple, Google, and many other com-
panies have sought to secure information on their devices from
both government spies and potential hackers.139 These conflicting
interests escalated in the first quarter of 2016 when the debate
spilled out of the courtroom.140 The federal government sought to
access the information on an iPhone owned by a mass shooter.141

Apple responded in court and online to its millions of customers.142

While the FBI was able to access the cell phone through a third

133. Jodie Liu, So What Does the USA Freedom Act Do Anyway?, LAWFARE (June 3,
2015, 5:29 PM), https://www.lawfareblog.com/so-what-does-usa-freedom-act-do-
anyway.

134. 50 U.S.C.A. § 1861(a) (West 2016).
135. Jennifer Steinhauer, House Votes To End N.S.A.’s Bulk Phone Data Collec-

tion, N.Y. TIMES (May 13, 2015), http://www.nytimes.com/2015/05/14/us/house-
votes-to-end-nsas-bulk-phone-data-collection.html.

136. Joris V.J. van Hoboken & Ira S. Rubinstein, Privacy and Security in the
Cloud: Some Realism About Technical Solutions to Transnational Surveillance in the Post-
Snowden Era, 66 ME. L. REV. 488, 514 (2014).

137. 50 U.S.C.A. § 1861(e) (West 2016).
138. Seth Schoen, The Government Wants A Backdoor Into Your Online Communi-

cations, ELECTRONIC FRONTIER FOUND. (May 22, 2003), https://www.eff.org/deep-
links/2013/05/caleatwo.

139. Devlin Barrett, Danny Yadron & Daisuke Wakabayashi, Apple and Others
Encrypt Phones, Fueling Government Standoff, WALL ST. J. (Nov. 19, 2014, 10:30 PM),
http://www.wsj.com/articles/apple-and-others-encrypt-phones-fueling-govern-
ment-standoff-1416367801.

140. See Tim Cook, A Message to Our Customers, APPLE (Feb. 16, 2016), http://
www.apple.com/customer-letter/.

141. Timothy Lee, Apple’s Battle with the FBI over iPhone Security, Explained, VOX

(Feb. 17, 2016, 3:50 PM), http://www.vox.com/2016/2/17/11037748/fbi-apple-
san-bernardino.

142. Id.
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party,143 it is clear that this debate is not over and that Apple be-
lieves that it is worth challenging the government and a leading
Presidential candidate over the security of its devices.144

IV.
CASE STUDIES OF SELECT INTERNET-RELATED

COMPANIES

This Part applies the principles of the state action doctrine to
those companies that have challenged government action. It will
seek to show that these actors are, in fact, performing traditional
governmental actions online.

There are two general reasons why a website may seek to en-
croach upon a user’s rights.145 The first is because of an external
power requesting the deprivation.146 The second is because of in-
ternal pressures, such as seeking to protect a site’s users from dan-
gerous criminals, pornographic materials, hacking, and copyright
violations.147 Many websites have begun to publish statistics, in bian-
nual transparency reports, on instances in which they have fought
against the external pressure; however, there is quite a lack of trans-
parency in how these websites handle various internal pressures.

The Electronic Frontier Foundation (EFF), a non-profit dedi-
cated to being an independent watchdog to protect Internet
users,148 has spent years pressuring companies and the United
States government to improve their privacy protections. The EFF
releases an annual report grading the efforts of Internet companies

143. Katie Benner & Eric Lictblau, U.S. Says It Has Unlocked iPhone Without
Apple, N.Y. TIMES (Mar. 28, 2016), http://www.nytimes.com/2016/03/29/technol-
ogy/apple-iphone-fbi-justice-department-case.html.

144. See Lindsey J. Smith, Donald Trump on Apple Encryption Battle: “Who Do
They Think They Are?,” VERGE (Feb. 17, 2016, 11:53 AM), http://
www.theverge.com/2016/2/17/11031910/donald-trump-apple-encryption-back-
door-statement (describing Donald Trump’s view that the government must de-
velop tools to break encryption technology in order to protect American’s from
terrorism).

145. See Jackson, supra note 102, at 127–32 (discussing the reasons a website
might engage in censorship).

146. Id. at 127–29.
147. Id. at 129–31.
148. “Founded in 1990, EFF champions user privacy, free expression, and in-

novation through impact litigation, policy analysis, grassroots activism, and tech-
nology development.” About, ELECTRONIC FRONTIER FOUND., https://www.eff.org/
about (last visited Feb. 11, 2015).
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to fight against government intrusions into privacy.149 Through this
list of Internet corporations, I attempted to find each of the in-
stances in which a company fought against a government subpoena
and for which the records are publicly available. Where I could not
find the actual case, I sought to use the EFF’s own record or a state-
ment from the company. Unfortunately, many of these cases are
sealed by court order and are therefore not available.

Through an examination of each of the thirteen companies
that gets a star in the EFF’s 2014 report, this Note seeks to describe
how each company gathers data, uses data, responds to external
requests for the data, and finally, responds to internal data inva-
sions. The Note expands on the EFF report by seeking to provide
context for each company’s policies and actions. All of these com-
panies must be applauded for taking the government to court in
the instances detailed below. Occasionally, there seems to be an-
other motive beyond the privacy of their users. Regardless of the
primary motive, all of these companies have spent significant sums
of money protecting the privacy of their users, which shows that at a
fundamental level, user privacy is important to the company.

The first five companies are listed according to their market
capitalization.150 These companies are most likely to be considered
state actors because of their size. The rest are then listed in alpha-
betical order.

A. Apple

Apple, first incorporated in 1976, was originally a personal
computing company.151 It has since dominated the music industry
with the iPod and iTunes, created the tablet industry with the iPad,
and shaken up the smart phone industry with the iPhone. Many
consumers spend their entire days at work and home within the

149. Nate Cardozo et. al., Who Has Your Back? Protecting Your Data from Govern-
ment Requests, ELECTRONIC FRONTIER FOUND. (May 15, 2014), https://www.eff.org/
files/2014/05/15/who-has-your-back-2014-govt-data-requests.pdf.

150. As of April 28, 2016, Apple’s market capitalization (market cap) is
$542.37 billion, Google’s market cap is $496.6 billion, Microsoft’s market cap is
$400.41 billion, Facebook’s market cap is $390.93 billion, and Amazon’s market
cap is $285.6 billion. NASDAQ Companies, NASDAQ, http://www.nasdaq.com/
screening/companies-by-industry.aspx?industry=ALL&exchange=NASDAQ&sort
name=marketcap&sorttype=1 (last visited Apr. 28, 2016).

151. The Apple Revolution: 10 Key Moments, TIME, http://content.time.com/
time/specials/packages/article/0,28804,1873486_1873491_1873530,00.html (last
visited Mar. 25, 2015).
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Apple ecosystem.152 In addition, Apple is the first U.S. company to
achieve a market capitalization greater than $700 billion.153 Finally,
Apple’s most recent innovations may create the largest potential
privacy problems. In the past several years, it has introduced Ap-
plePay, which seeks to digitize a person’s credit cards; Apple
HealthKit, which centralizes health information gathered from the
iPhone and its accessories; and AppleWatch, which seeks to place
all the information from the iPhone onto one’s wrist.154 These new
innovations allow Apple to track the physical location, purchases,
health, and other intimate details of its users.

Apple has recognized the unique role that it plays in the daily
lives of its users. Its current CEO, Tim Cook, explained in a recent
speech at a discussion convened by President Obama that Apple
sees itself as a guardian of a user’s trust by providing superior pri-
vacy protections and security.155 To this end, he said that Apple
seeks to protect its users through privacy by design156 such as seg-
menting networks and systems, asking users’ permission to share
data to improve services, and refraining from selling users’ data to
third parties.157 In the same speech, he chastised governments
around the world for their failure to protect the privacy of their
citizens, describing the horrible damage that can be done through
violating someone’s most intimate details.158 He came out strongly
in favor of a right to privacy to protect “our way of life.”159

Apple and Tim Cook have also acted on this impulse to protect
their users’ right to privacy by stating in Apple’s transparency re-
port, “[i]f there’s a question about the legitimacy or scope of the
request we challenge it, as we have done as recently as this year.”160

In addition, in an open letter to its users following publicized

152. Mat Honan, Why Apple Devices Will Soon Rule Every Aspect of Your Life,
WIRED (Sept. 10, 2014, 6:30 AM), http://www.wired.com/2014/09/apple-ecosys-
tem/.

153. Jennifer Booton, Apple Valuation Could Hit $845 Billion—Or More,
MARKETWATCH (Feb. 11, 2015, 10:27 AM), http://www.marketwatch.com/story/
apple-valuation-could-hit-845-billion-or-more-2015-02-11.

154. Honan, supra note 152.
155. Tim Cook, CEO, Apple, Address at the White House Summit on Cyber-

security and Consumer Protection at Stanford University (Feb. 13, 2015).
156. Privacy by design refers to “embedding [privacy] into the design specifi-

cations of technologies, business practices, and physical infrastructures.” Introduc-
tion to PbD, INFO. & PRIVACY COMM’R OF ONT., https://www.ipc.on.ca/english/
privacy/introduction-to-pbd/ (last visited Apr. 14, 2016).

157. Cook, supra note 155.
158. Id.
159. Id.
160. APPLE, supra note 16.
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breaches of its cloud system, Tim Cook stated that Apple has “never
worked with any government agency from any country to create a
backdoor in any of our products or services.”161

In a letter responding to a request for information by a court,
Apple explained that it objected to at least nine requests for assis-
tance to decrypt an iPhone and requested more information in two
cases.162 In at least two of these instances, judges allowed the infor-
mation to be released publicly.163 And in one case, the Magistrate
Judge ruled against the government by finding that the govern-
ment’s construction of the All Writs Act, a 1787 law allowing courts
to issue any writ necessary for the judiciary to carry out its duties,164

was too broad to require Apple to provide access to a locked
iPhone.165  In another case, the Magistrate Judge ruled that Apple
had to fulfill the government’s request to unlock the iPhone of the
San Bernardino mass shooting killer.166 Apple refused to comply
with the initial order and continued to fight against it. However, a
third party was able to assist the FBI in accessing the data on the
cell phone.167

In addition, Tim Cook’s speech and Apple’s biannual trans-
parency report are further indications of how Apple approaches
privacy inside its ecosystem and how it evaluates external requests.
According to Apple’s transparency report, it objected to seventy-five
account requests out of a total of 788 for an objection rate of
roughly 9.5%.168 In roughly 80% of cases, Apple says that it pro-
vided some information to law enforcement.169

161. Tim Cook, Apple’s Commitment to Your Privacy, APPLE, https://
www.apple.com/privacy/ (last visited Mar. 29, 2015).

162. Letter from Apple to Orenstein, J., In re Order Requiring Apple Inc. To
Assist in the Execution of a Search Warrant Issued by the Court, No. 15-MC-1902,
2016 WL 783565 (E.D.N.Y. Feb. 17, 2016) [hereinafter N.Y. Search Warrant Case],
http://pdfserver.amlaw.com/nlj/apple_allwrits_list.pdf.

163. See N.Y. Search Warrant Case; In re the Search of an Apple iPhone Seized
During the Execution of a Search Warrant on a Black Lexus IS300, California Li-
cense Plate 35KGD203, No. 15-MJ-00451, 2016 WL 618401 (C.D. Cal Feb. 16, 2016)
[hereinafter Cal. Search Warrant Case].

164. N.Y. Search Warrant Case, at *6.
165. Id. at *1.
166. Cal. Search Warrant Case, at *1.
167. Benner & Lichtblau, supra note 143.
168. APPLE, supra note 16.
169. Id.
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It is clear that Apple prioritizes data security and privacy by
limiting the dissemination of information that it has collected.170

However, its privacy practices have been criticized as lackluster for
the collection of personal information that it believes necessary to
improve its products.171 Jeffrey Paul, a security blogger, pointed out
that Apple’s new operating system automatically uploads unsaved
copies of many programs to iCloud in order to ensure that a user
can pick up from where she left off.172 Since documents released by
Edward Snowden about the National Security Agency’s PRISM pro-
gram listed Apple as “involved,” any information sent to iCloud
could become a part of a federal data-mining program.173 However,
Apple states that it was never subject to any orders for bulk data by
the NSA,174 and it seems unlikely Apple actually participated in the
PRISM program.175

Apple has taken some steps to protect a self-declared user’s
right to privacy. They have, for example, built encryption into their
texting service, iMessage, and calling service, FaceTime.176 It ap-
pears that on the whole Apple’s commitment to privacy is among
the strongest for service providers. One journalist pointed out that
is likely because its advertising system failed, and Apple does not
reap the same benefits from selling user data as its competitors and
therefore has made this choice out of business necessity.177

170. See Privacy Built in, APPLE, https://www.apple.com/privacy/privacy-built-
in/ (last visited Mar. 29, 2015) (describing the situations in which a customer’s
data is, or is not, disseminated).

171. Thorin Klosowski, Let’s Talk About Apple’s Privacy Issues, LIFEHACKER (Nov.
10, 2014, 4:00 AM), http://lifehacker.com/lets-talk-about-apples-privacy-issues-
1655944758.

172. Jeffrey Paul, iCloud Uploads Local Data Outside of iCloud Drive, DATAVIBE

(Oct. 23, 2014), https://datavibe.net/~sneak/20141023/wtf-icloud/.
173. “The top-secret PRISM program allows the U.S. intelligence community

to gain access from nine Internet companies to a wide range of digital informa-
tion, including e-mails and stored data, on foreign targets operating outside the
United States.” NSA Slides Explain the PRISM Data-Collection Program, WASH. POST

(June 6, 2013), http://www.washingtonpost.com/wp-srv/special/politics/prism-
collection-documents/.

174. See APPLE, supra note 16.
175. Apple’s Commitment to Customer Privacy, APPLE (June 16, 2013), https://

www.apple.com/apples-commitment-to-customer-privacy/ (“We do not provide
any government agency with direct access to our servers, and any government
agency requesting customer content must get a court order.”)

176. Privacy Built in, supra note 170.
177. David Goldman, Tim Cook Didn’t Address Apple’s Real Privacy Problem,

CNNMONEY (Sept. 8, 2014, 4:45 PM), http://money.cnn.com/2014/09/18/tech-
nology/security/apple-privacy/.
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The final question is whether Apple could be considered a
state actor. It would be fairly hard to characterize Apple as either
entwined with government or performing traditional governmental
functions. The strongest argument likely depends on the relation-
ship between Apple and law enforcement agencies. That argument
would start by examining whether Apple has been directed by gov-
ernment to include certain front-door access on their devices to al-
low government agents to search a user’s phone. However, this is
unlikely to be near the level of Marsh v. Alabama,178 and therefore,
it is very unlikely that a court would find Apple to be a government
actor.

B. Google

Google was founded in 1998 as a company that sought to or-
ganize the Internet through a better search product.179 It has been
wildly successful and continues to dominate the search market in
the United States with a 64.5% share of all desktop search que-
ries.180 It has also moved into e-mail, social networking, video,
maps, browsers and cell phones among many, many other prod-
ucts.181 It has truly transformed the accessibility of information and
continues to innovate in fascinating and breathtaking ways.182 It has
sought to accomplish all this while staying true to its founding
mission.183

As Google makes almost all of its money off advertising,184 it
has sought to ensure that advertisers are actually reaching their

178. See Marsh, 326 U.S. at 507–08.
179. Our History in Depth, GOOGLE, http://www.google.com/about/company/

history/ (last visited Apr. 3, 2015).
180. comScore Explicit Core Search Share Report, COMSCORE (Mar. 17, 2015),

http://www.comscore.com/Insights/Market-Rankings/comScore-Releases-Febru-
ary-2015-US-Desktop-Search-Engine-Rankings.

181. Products, GOOGLE, https://www.google.com/intl/en/about/products/
(last visited Sept. 26, 2016).

182. Self-Driving Car Test: Steve Mahan, GOOGLE, http://www.google.com/
about/careers/lifeatgoogle/self-driving-car-test-steve-mahan.html (last visited Apr.
3, 2015).

183. Google seeks to focus on a list of ten items including “[f]ocus on the
user and all else will follow,” and “[i]t’s best to do one thing really, really well.”
What We Believe, GOOGLE, http://www.google.com/about/company/philosophy/
(last visited Apr. 3, 2015).

184. In its most recent filing, Google made roughly 90% of its revenue from
advertising. 2014 Financial Tables, GOOGLE, https://investor.google.com/finan-
cial/tables.html (last visited Apr. 3, 2015).
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targeted audience through the use of big data analytics.185 Google
also seeks to perfect its search algorithm to further capture a larger
section of the U.S. desktop search market.186 In addition, they seek
to retain their power as more consumers use mobile devices to ac-
cess Google’s search engine.187

Google is able to introduce all these new web services because
by gathering data through the provisioning of services, it is building
an enormous database of information on each of its users. Through
this database, it has a fairly comprehensive view of the likes, dislikes,
interests and disinterests of each of its users. Google then sells this
highly sought after information to advertisers who wish to reach a
certain type of individual through its Adwords program.188

Google recognizes that individuals must be willing to part with
this information, and they therefore recognize the importance of
their users.189 According to their guiding philosophy, they seek to
“focus on the user and all else will follow.”190 As Google is a leader
in search and e-mail, it is the recipient of many governmental re-
quests.191 In the period from January 1 to June 30, 2014, Google
received over 12,539 requests from governments in the United
States and provided information 84% of the time.192 Google says
that it does “often successfully” challenge facially broad or problem-
atic legal processes.193

In addition, there are several cases in which Google has chal-
lenged legal processes in court.194 Like many of the challenges to

185. Neil Mohan, Toward Viewability: You Can’t Count What You Haven’t Mea-
sured, THINK NEWSLETTER (Mar. 2015), https://www.thinkwithgoogle.com/arti-
cles/toward-viewability-advertising-measurement.html.

186. James Martin, How To Prepare for Google’s Next Major Search Update, CIO
(Apr. 2, 2015, 4:42 AM), http://www.cio.com/article/2905192/seo-sem/how-to-
prepare-for-googles-next-major-search-update.html.

187. Id.
188. See Adwords, GOOGLE, https://www.google.com/adwords/ (last visited

Apr. 18, 2015).
189. See What We Believe, supra note 183.
190. Id.
191. See Transparency Report: Countries Table, GOOGLE, http://www.google.

com/transparencyreport/userdatarequests/countries/?t=table (last visited Apr.
18, 2015).

192. Id.
193. Transparency Report: Legal Process, GOOGLE, http://www.google.com/

transparencyreport/userdatarequests/legalprocess (last visited Apr. 18, 2015).
194. See, e.g., Gonzales v. Google, Inc., 234 F.R.D. at 678 (challenging the De-

partment of Justice’s use of the Child Online Protection Act to subpoena informa-
tion about Google search queries); Karen Gullo, Google Fights U.S. National Security
Probe Data Demand, BLOOMBERG LAW (Apr. 4, 2013, 12:01 AM), http://www.bloom
berg.com/news/articles/2013-04-04/google-fights-u-s-national-security-probe-data-
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legal process it is unclear if Google’s purpose was the protection of
their users’ privacy or other business reasons. The case that Google
itself points to on its website is Gonzales v. Google from 2006.195 In
that case, Google challenged a Department of Justice subpoena for
search records for use in a separate case challenging the constitu-
tionality of the Child Online Protection Act (COPA).196 While the
Department of Justice subpoenaed many companies, the only com-
pany to challenge the subpoena was Google.197

Some commentators at the time pointed out that Google did
not mention privacy in their arguments, but that this case was truly
about protecting their business practices.198 At the time, many did
not take seriously the argument that strings of search terms could
not reveal private details.199 However, as the enterprising work of
Arvind Narayanan and Vitaly Shmatikov showed in their paper
about the Netflix Prize several years later, almost any dataset can be
used to discover private information about the users.200 Google re-
lied on a theory about protecting its trade secrets from preventing
this information from being released.201 In the court’s decision, it
found that users had some expectation of privacy in their search
results, notwithstanding Google’s privacy policy,202 and that Google
had a legitimate interest in protecting its trade secrets.203 In the
end, Google was forced to give the government 50,000 randomly
selected URLs that Google had catalogued for purposes of its
search.204

Since this case in 2006, from publicly available documents it is
not clear if Google has challenged other subpoenas or warrants in
court. On the other hand, they have challenged National Security
Letters that they have received.205 Unfortunately, most of the court

demand (discussing Google’s challenge to the National Security Letters, but the
challenge is under seal).

195. See Transparency Report: Legal Process, supra note 191.
196. Gonzales, 234 F.R.D. at 678.
197. E.g. Adam Liptak, In Case About Google’s Secrets, Yours Are Safe, N.Y. TIMES

(Jan. 26, 2006), http://www.nytimes.com/2006/01/26/technology/26pri-
vacy.html?pagewanted=all.

198. Id.
199. Id.
200. Arvind Narayanan & Vitaly Shmatikov, Robust De-Anonymization of Large

Sparse Datasets, in 2008 IEEE SYMPOSIUM ON SECURITY AND PRIVACY 111, 121–23
(2008).

201. Liptak, supra note 197.
202. Gonzales, 234 F.R.D. at 684.
203. Id. at 685.
204. Id. at 681–82, 688.
205. See Gullo, supra note 194.
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documents are under seal pursuant to 18 U.S.C. § 2709, which pro-
hibits disclosure of the legal process.206

Google has spent quite a bit of time and money on defending
their user base from overbroad legal process, but they also likely
have as much if not more data than most other companies out
there. As the recent European Union antitrust Statement of Objec-
tions makes clear, Google has the ability to, and often does, priori-
tize search results favoring certain internal companies.207

Unfortunately, because Google still seeks to protect its search al-
gorithm, it is not clear how often they direct searches to internal
websites. In addition, Google has the ability to favor certain prod-
ucts, but justifies this change on the basis of attempting to improve
search results.208 It is unlikely that Google currently changes search
results to favor a particular class or party, but it is likely that they
already change search results to favor certain products. Finally,
Google examines the content of its users’ e-mail for purposes of
providing advertising related to that content.209 In doing so,
Google claims that their users’ e-mails do not have a reasonable
expectation of privacy.210

Google does not fit within any of the exceptions to the state
actor problem. Search engines are not something that was required
before the advent of the Internet. Government never had the op-
portunity to turn search into a traditional governmental function.
Therefore, even though Google controls the ecosystem in which
millions spend their days, they provide products for which govern-
ment has very rarely offered. It is unlikely that a judge would find
Google to be a state actor.

C. Microsoft

Microsoft is one of the oldest Internet companies in the world.
Bill Gates and Paul Allen founded it in 1975 to focus on personal

206. 18 U.S.C. § 2709(c)(1)(A) (2012).
207. Fact Sheet, European Commission, Antitrust: Commission Sends State-

ment of Objections to Google on Comparison Shopping Service (Apr. 15, 2015),
http://europa.eu/rapid/press-release_MEMO-15-4781_en.htm.

208. Brody Mullins, Rolfe Winkler & Brent Kendall, Inside the U.S. Antitrust
Probe of Google, WALL ST. J. (Mar. 19, 2015, 7:38 PM), http://www.wsj.com/articles/
inside-the-u-s-antitrust-probe-of-google-1426793274.

209. Samuel Gibbs, Gmail Does Scan All Emails, New Google Terms Clarify, GUARD-

IAN (Apr. 15, 2014, 8:24 AM), http://www.theguardian.com/technology/2014/
apr/15/gmail-scans-all-emails-new-google-terms-clarify.

210. Id.
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computing.211 According to NetMarketShare, a company that deter-
mines the market share of various Internet companies, in March
2015 Microsoft’s Windows operating system had a roughly 91%
share of the desktop market.212 Microsoft has also expanded into
other product lines including video games, search, mobile phones,
e-mail, cloud storage, office tools, and web browsing.213 Each of
these products has the ability to create a tremendous amount of
data, and Microsoft is often seen as a direct competitor to Google.

Microsoft has a cross-interface ID that is often required to sign
into many of its services.214 This allows Microsoft to follow its users
from the games they play on their Xbox system to their e-mails and
even their word documents.215 Microsoft, after years of catch up to
Google, has created a multiplatform ecosystem that people use for
work and leisure. In pursuit of Google, Microsoft has sought to
identify itself as the company that takes privacy more seriously than
Google or other competitors.216 For instance, in a white paper on
the topic of trust in its Office product, which includes Microsoft
Word, Excel, and Outlook, Microsoft seeks to distinguish itself from
the competing Google product on privacy.217 Microsoft claims that
its products are more secure and its terms are more straightforward
on how it seeks to use data from these Office products.218

Microsoft also has a historical reason to be more protective of
privacy. For years, Microsoft’s Windows has been the dominant op-

211. A History of Windows, MICROSOFT, http://windows.microsoft.com/en-us/
windows/history#T1=era0 (last visited Apr. 19, 2015).

212. Desktop Operating System Market Share, NETMARKETSHARE, http://
www.netmarketshare.com/operating-system-market-share.aspx?qprid=10&qpcust
omd=0 (last visited Apr. 19, 2015) (added the market share of Windows 10
(0.09%), 8.1 (10.55%), 8 (3.52%), 7 (58.04%), Vista (1.97%), XP (16.94%), NT
(0.08%), 2000 (0.01%) & 64 (0.01%)).

213. 13 Most Important Microsoft Product Lines, REDMOND MAGAZINE (Jan. 3,
2012), http://redmondmag.com/articles/2012/01/01/13-most-important-
microsoft-product-lines.aspx.

214. What is Microsoft ID, MICROSOFT, http://windows.microsoft.com/en-us/
windows-live/sign-in-what-is-microsoft-account (last visited Apr. 19, 2015) (“Your
Microsoft account is the combination of an email address and a password that you
use to sign in to services like Outlook.com, OneDrive, Windows Phone, or
Xbox LIVE.”)

215. Id.
216. See Trust in Office 365, MICROSOFT, http://www.whymicrosoft.com/see-

why/trust-office-365/ (last visited Apr. 19, 2015) (identifying the various ways that
Microsoft integrated privacy protections into their products, while noting that
“Google has been embroiled in lawsuits arising from questionable usage of user
data”).

217. Id.
218. Id.



38853-nys_71-4 S
heet N

o. 114 S
ide A

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 114 Side A      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS403.txt unknown Seq: 31 17-APR-17 14:18

2017] MODERN STATE ACTION DOCTRINE 771

erating system,219 and its Office suite has been the dominant pro-
ductivity tool used in homes and offices around the world.220

Unfortunately Microsoft does not break out its revenue from Bing
as compared to the rest of its online software.221 This has allowed
Microsoft, by nature of its business model, to view search as a short-
term money loser, but important long-term asset for keeping peo-
ple in the Microsoft ecosystem.222 In other words, Microsoft does
not rely entirely on revenue from ad sales and therefore is able to
use its revenue from its consumer and business hardware and
software divisions to effectively subsidize its stronger privacy
settings.

As part of this commitment to privacy, Microsoft’s transparency
report shows that it rejects over 16% of the U.S. governments’ re-
quests for information and does not find data in an additional 15%
of requests.223 Therefore, it only hands over information in 69% of
requests.224

On the other hand, Microsoft recently was caught looking
through a user’s e-mail contents as part of an investigation into in-
ternal leaks.225 In the aftermath of this revelation, Microsoft com-
mitted itself to a series of standards, which could and should
provide a model for companies looking to scan the contents of an
e-mail by one of their users.226

219. See Desktop Operating System Market Share, supra note 210.
220. See Trefis Team, Microsoft Earnings Preview: Hardware and Cloud Sales in Fo-

cus, FORBES (Jan. 22, 2015, 2:17 PM), http://www.forbes.com/sites/greatspecula-
tions/2015/01/22/microsoft-earnings-preview-hardware-and-cloud-sales-in-focus/
(“Currently, we estimate that the company has close to 93% share in productivity
software market.”).

221. Earnings Release FY15 Q2: Devices & Consumers Other, MICROSOFT, http://
www.microsoft.com/Investor/EarningsAndFinancials/Earnings/SegmentResults/
S3/FY15/Q2/Performance.aspx (last visited Apr. 20, 2015).

222. Alex Wilhelm, Microsoft’s Long, Winding Road to Online Profits and a Break-
Even Bing, THE NEXT WEB (Jan. 13, 2013), http://thenextweb.com/insider/2013/
01/25/microsoft-5/.

223. Law Enforcement Requests Report: 2014 (Jul-Dec): United States, MICROSOFT,
http://www.microsoft.com/about/corporatecitizenship/en-us/reporting/trans-
parency/ (last visited Apr. 20, 2015).

224. Id.
225. Russell Brandom, Microsoft Just Exposed Email’s Ugliest Secret, VERGE (Mar.

12, 2014, 2:10 PM), http://www.theverge.com/2014/3/21/5533814/google-ya-
hoo-apple-all-share-microsofts-troubling-email-privacy-policy.

226. See Microsoft Corporate Blogs, Strengthening Our Policies for Investigations,
MICROSOFT (Mar. 20, 2014), http://blogs.microsoft.com/on-the-issues/2014/03/
20/strengthening-our-policies-for-investigations/.
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[1] [Microsoft] will not conduct a search of customer e-mail
and other services unless the circumstances would justify a
court order, if one were available.
[2] . . . [Microsoft] will rely in the first instance on a legal team
separate from the internal investigating team to assess the evi-
dence. We will move forward only if that team concludes there
is evidence of a crime that would be sufficient to justify a court
order, if one were applicable. . . . [W]e will then submit this
evidence to an outside attorney who is a former federal judge.
We will conduct such a search only if this former judge simi-
larly concludes that there is evidence sufficient for a court
order.
[3] . . . [A search will] be confined to the matter under investi-
gation and not search for other information. . . .
[4] . . . We therefore will publish as part of our bi-annual trans-
parency report the data on the number of these searches that
have been conducted and the number of customer accounts
that have been affected.227

The Microsoft standards fulfill many of the same requirements
placed on law enforcement. First, because Microsoft raises the stan-
dard by which its own employees can search through the contents
of an e-mail account.228 Second, it provides limited due process by
which an independent party evaluates the evidence to ensure it
meets a minimum standard.229 Third, there is a particularity re-
quirement—confining the search to the matter under investiga-
tion—that protects against unwarranted fishing expeditions into
the user’s data.230 Finally, Microsoft will publish the information.231

Unfortunately, in these requirements Microsoft does not include
any information about notifying the user of the search, nor do they
allow the user to challenge the invasion prior to the search. Other
companies such as Apple, Google, and Yahoo agree with Microsoft
that they have the right to search users’ e-mails but only Microsoft
provides an overview of its internal procedures to look at the
information.232

227. Id.
228. Id.
229. Id.
230. Id.
231. Id.
232. Alex Hern, Yahoo, Google and Apple Also Claim Right To Read User Emails,

GUARDIAN (Mar. 21, 2014, 1:08 PM), http://www.theguardian.com/technology/
2014/mar/21/yahoo-google-and-apple-claim-right-to-read-user-emails.
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This is an important step forward in protecting against internal
pressures to seek the content of information. Microsoft has also
held the government to similar standards by protecting its users
from unlawful or facially deficient legal processes.233 In the recent
In re Warrant, Microsoft sought to quash a court order issued by a
Magistrate Judge for the contents of an e-mail account in Ire-
land.234 While the Magistrate, affirmed by the district court, held
that the court order was a hybrid warrant and subpoena allowing
for jurisdiction over the user’s account in Ireland,235 Microsoft has
sought to defend the privacy of its user under a number of theories.

Microsoft’s arguments stemmed around the collateral effects
of the United States asserting jurisdiction over data held on a server
in another country. As Microsoft wrote, the case comes down to
whether the location of the “‘execution of a search warrant’ to re-
trieve communications from ‘electronic storage,’” is relevant to the
question of jurisdiction.236 Microsoft has often repeated that it is
seeking to protect the privacy of its users, but it is also clear
Microsoft has business reasons in arguing in favor of this case.237

Microsoft has a robust European business, and European leaders
have begun to question U.S. data privacy laws.238  This is important
since there is currently a debate about whether the Safe Harbor
agreement between the United States and the E.U. should be re-
vised.239 This agreement allows for the cross continent sharing of
data and allows Microsoft and other multinational companies to op-
erate in both Europe and the United States and allow for data to be
transferred freely back and forth between companies in the two
continents.240

Microsoft has become a leader in privacy protection by seeking
to place internal controls on its staff and fighting against unlawful

233. E.g. In re Warrant To Search a Certain E-Mail Account Controlled &
Maintained by Microsoft Corp., 15 F. Supp. 3d 466 (S.D.N.Y.), aff’d, No. 13-MJ-
2814, 2014 WL 4629624 (S.D.N.Y. Aug. 29, 2014) [hereinafter In re Warrant].

234. Id. at 467.
235. Id. at 471.
236. Reply Brief for Appellant at 6, Microsoft Corp. v. United States, No. 14-

2985 (2d Cir. Apr. 8, 2015), 2015 WL 1754413, at *5 (quoting 18 U.S.C. 2703(a),
(g)).

237. Microsoft Corporate Blogs, Business, Media and Civil Society Speak Up in
Key Privacy Case, MICROSOFT (Dec. 15, 2014), http://blogs.microsoft.com/blog/
2014/12/15/business-media-civil-society-speak-key-privacy-case/.

238. Sam Schechner & Valentina Pop, Personal Data Gets Day in Court, WALL

ST. J. (Mar. 24, 2015, 3:58 PM), http://www.wsj.com/articles/court-hears-chal-
lenge-to-safe-harbor-data-deal-1427206554.

239. Id.
240. Id.
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government invasion. It can continue these strong efforts as it fur-
ther competes with Google in search. While it competes with
Google in many areas, it shares with Google the fact that a court is
unlikely to find it to be a state actor. Microsoft does not perform a
traditional state function nor does it appear to be so entwined with
government. However, just like Google, on first principles, people
spend their entire day within Microsoft’s ecosystem. In addition,
Microsoft’s products are indispensable to business executives seek-
ing to participate in modern commerce. This still is not likely
enough to make the case that Microsoft should be considered a
state actor.

D. Facebook

Facebook, famously founded in a dorm room in 2004, is an
enormous social media platform.241 It also controls the market for
social logins in which people use Facebook in order to log into
other nonaffiliated websites.242 Facebook’s main business is ad sales
on its website, its mobile site, and on other web and mobile sites.243

One of the benefits of Facebook is that it has access to thousands of
data points on individuals and with this data can accurately predict
many different things including personality traits.244 A recent study
showed that “computer’ judgments of people’s personalities based
on their digital footprints are more accurate and valid than judg-
ments made by their close friends or acquaintances.”245

Facebook recently changed its policy to tracks users across the
web to provide a more targeted advertising experience.246 Accord-
ing to the executive in charge of advertising for Facebook, people

241. Sarah Phillips, A Brief History of Facebook, GUARDIAN (July 25, 2007, 5:29
PM), http://www.theguardian.com/technology/2007/jul/25/media.newmedia.

242. Frederic Lardinois, Facebook Continues To Dominate Social Logins, Expands
Lead to 61% Market Share, TECHCRUNCH (Jan. 27, 2015), http://techcrunch.com/
2015/01/27/facebook-dominates-social-logins/.

243. What Are Facebook’s Main Revenue Streams?, YAHOO (May 25, 2006), http://
finance.yahoo.com/news/facebook-main-revenue-streams-130759705.html.

244. See Wu Youyou et al., Computer-Based Personality Judgments Are More Accu-
rate than Those Made by Humans, 112 PROC. NAT’L ACAD. SCI. 1036, 1039 (2015)
(stating that computer-based models are able to accurately judge people’s
personalities).

245. Id. at 1036.
246. Violet Blue, Facebook Turns User Tracking ‘Bug’ into Data Mining ‘Feature’ for

Advertisers, ZDNET (June 17, 2014, 12:01 AM), http://www.zdnet.com/article/
facebook-turns-user-tracking-bug-into-data-mining-feature-for-advertisers/.
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specifically requested a more targeted advertising environment.247

From the quotation, it is unclear whether he is referring to advertis-
ers or users of Facebook. This is actually a much larger problem for
companies to define their constituents.248 For many companies
such as Facebook that make all of their money through advertising,
users are part of the product itself.249

Facebook has acknowledged that it has vast amounts of data
within its control.250 Through the use of this data, Facebook has
customized a user’s experience, including by deciding what infor-
mation to display on their Facebook wall.251 Facebook has complete
control of content that its users see and has even made some users
wary of their relationship with certain individuals because they did
not see any Facebook news stories.252 In addition, many individuals
in a study reported that they believed it was their fault if they missed
an important news event about their friend, rather than the al-
gorithm failing to post the story.253

One of Facebook’s main missions is to provide users with the
power to share information about their lives to family and
friends.254 In order to do this, users must sacrifice some privacy to
provide any interesting information or photographs about their
life. Facebook would have to change its business model if its users
stopped supplying information to Facebook. It also recognizes that
it must be a responsible guardian of that data. While Facebook re-
ceives many government data requests, they only produce data 79%
of the time, including 72% for subpoenas and 84% for warrants.255

247. Vindu Goel, Facebook To Let Users Alter Their Ad Profiles, N.Y. TIMES (June
12, 2014), http://www.nytimes.com/2014/06/13/technology/facebook-to-let-
users-alter-their-ad-profiles.html?_r=0.

248. See, e.g., Olivia Solon, You Are Facebook’s Product, Not Customer, WIRED

(Sept. 21, 2011), http://www.wired.co.uk/news/archive/2011-09/21/doug-
rushkoff-hello-etsy (explaining that often the interests of the people who pay for a
product,  advertisers, and the people who use a product, users, often do not align).

249. Id.
250. Research at Facebook, FACEBOOK, https://research.facebook.com/datas-

cience (last visited Apr. 3, 2015).
251. Motahhare Eslami et. al., “I Always Assumed that I Wasn’t Really that Close to

[her]”: Reasoning About Invisible Algorithms in the News Feed, HUM. FACTORS IN COM-

PUTING SYS. CONF. (2015), http://social.cs.uiuc.edu/papers/pdfs/Eslami_Algor
ithms_CHI15.pdf.

252. Id. at 6.
253. Id. at 4.
254. Data Policy, FACEBOOK, https://www.facebook.com/about/privacy/ (last

visited Apr. 3, 2015).
255. Government Request Reports: United States: July 2014–December 2014,

FACEBOOK, https://govtrequests.facebook.com/country/United%20States/2014-
H2/ (last visited Apr. 3, 2015).
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They have also gone to court to defend their users against govern-
ment requests.256

In one recent case currently on appeal, the New York County
District Attorney requested, pursuant to a validly issued search war-
rant, “virtually all communications, data, and information from 381
Facebook accounts, yet only 62 of the targeted Facebook users were
charged with any crime.”257 Facebook is fighting against this over-
broad request by arguing, among other reasons, that it “has third-
party standing to assert the constitutional rights of its users whose
private information has been seized without notice and is being
held by the Government.”258 In addition, it sought to argue that
since the warrant is broad and lacking particularity, it should not
have to execute the warrant.259 Facebook does not specifically assert
or state a broad right to privacy found in the Fourth Amendment,
but instead simply refers to the violation of constitutional rights of
its users because their information would be seized and they would
have no knowledge.260

In another case, Facebook sought to challenge a civil subpoena
because it believed that the subpoena did not fall within the narrow
exceptions under the Stored Communications Act.261 Once again it
did not state that it was protecting its user’s (a deceased woman
from England) privacy, but rather that under the statute, service
providers have no obligation to provide the information.262 One
possible reason that Facebook fought against this subpoena is that
it did not want to become deluged by civil subpoenas. Instead,
through civil discovery, much of this information can and must be
produced pursuant to civil procedure.263

256. See generally In re Facebook, Inc., 923 F. Supp. 2d 1204, 1205–06 (N.D.
Cal. 2012) (holding that civil subpoena violated the Stored Communications Act);
Brief for Facebook at 1, In re 381 Search Warrants Directed to Facebook Inc., 14
N.Y.S.3d 23 (App. Div. 2015), No. 30207-13 [hereinafter Brief for Facebook] (appeal-
ing dismissal of Facebook’s motion to quash warrants for Facebook user accounts).

257. Brief for Facebook, supra note 256, at 3.
258. Id. at 7.
259. Id.
260. Id. at 24–25.
261. Facebook’s Motion To Quash Subpoena at 5, In re Facebook, Inc., 923 F.

Supp. 2d 1204 (N.D. Cal. 2012) (No. 5:12-mc-80171-LHK), 2012 WL 8505651.
262. Id.
263. Jason Lien & Jesse Mondry, Litigation: When Discovery of Social Media Makes

Sense in Civil Cases, INSIDE COUNSEL (Aug. 15, 2013), http://
www.insidecounsel.com/2013/08/15/litigation-when-discovery-of-social-media-
makes-se.
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Facebook has faced many criticisms for its internal privacy pol-
icy.264 Facebook has a comprehensive website outlining its policies,
but it is even apparent from its privacy website that Facebook allows
its own internal personnel, third parties, or advertisers to look at
sensitive user data unrestricted.265

Finally, Facebook is the new public forum in which people dis-
cuss the day’s events, share news, and sometimes debate controver-
sial topics. At the founding of the country, it is likely that these
events all occurred on the street corner or in the parks. Govern-
ment sought to protect those places and continues to respect and
protect constitutional rights in public forum. Therefore, Facebook
is the town in Marsh v. Alabama. Only it appears to be a virtual town,
and Facebook has essentially created a government over that virtual
town. A strong case could be made that Facebook should be consid-
ered a state actor since it has encroached on a traditional govern-
mental function of protecting public spaces.

E. Amazon

Amazon is a global e-commerce site founded in 1995.266 Ac-
cording to its mission statement, “[Amazon] seek[s] to be Earth’s
most customer-centric company for four primary customer sets:
consumers, sellers, enterprises, and content creators.”267 According
to data from 2013, Amazon has more revenue from e-commerce in
the United States than the next nine sites combined.268 In addition,
Amazon has taken dominant positions in the e-book market.269 Fi-
nally, Amazon’s cloud computing service has a dominant 30% mar-

264. See generally Sam Schechner, Facebook Privacy Controls Face Scrutiny in Eu-
rope, WALL ST. J. (Apr. 2, 2015), http://www.wsj.com/articles/facebook-confronts-
european-probes-1427975994 (describing how several European regulators initi-
ated investigations into Facebook’s privacy controls).

265. Data Policy, supra note 254.
266. FAQs, AMAZON, http://phx.corporate-ir.net/phoenix.zhtml?c=97664

&p=irol-faq (last visited Mar. 25, 2015).
267. Kimberly B., People and Purpose: What Amazon’s Jeff Bezos Teaches Us About

Values, IMS BLOG (July 1, 2014), http://www.ims.gs/blog/people-purpose-ama-
zons-jeff-bezos-teaches-us-values/.

268. Amazon made $67.86 billion in 2013 in online sales, while the next nine
companies made $64.61 billion. Internet Retailer, Leading E-retailers in the United
States in 2013, Ranked by E-commerce Sales (in Billion U.S. Dollars), STATISTA, http://
www.statista.com/statistics/293089/leading-e-retailers-ranked-by-annual-web-e-
commerce-sales/ (last visited Mar. 25, 2015).

269. Digitimes, Market Share of Amazon’s Kindle E-readers from 2008 to 2011,
STATISTA, http://www.statista.com/statistics/276508/global-market-share-of-ama-
zons-kindle-e-readers/ (last visited Mar. 25, 2015) (stating that in 2010 Amazon
accounted for 62.8% of all e-reader shipments).
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ket share worldwide.270 It is no exaggeration to say that Amazon
plays an enormous role in the daily life of millions of Americans. It
also collects information about a consumer’s purchasing history
from among its many internal websites and other affiliates.271 This
data can be used for any number of tasks. Therefore, Amazon has
the ability to examine the purchasing habits, reading habits, e-mail,
blog posts, and photographs among other items of millions of its
users. Yet Amazon alone among major technology companies
seems to be dragging its feet on privacy. For instance, it has failed to
join its competitors in the industry in releasing a transparency re-
port about the number of data requests it receives from govern-
ments around the world.272

While Amazon’s transparency clearly compares negatively to its
competitors’ transparency, it has fought against the U.S. govern-
ment on behalf of its users.273 It has mainly relied on First Amend-
ment grounds to challenge the government’s request for
information about its customers by arguing that the “buying and
selling of expressive materials are protected activities under the
First Amendment.”274 In a brief in a case against North Carolina,
Amazon lists several books that they believe could cause harm to
the purchaser if their existence was released to the government,
including He Had It Coming: How to Outsmart Your Husband and Win
Your Divorce and Outing Yourself: How to Come Out as Lesbian or Gay to
Your Family, Friends, and Coworkers.275

There is an alternative explanation for why Amazon fights for
its users’ privacy and it involves one of the two certainties in life—

270. AWS Market Share Reaches Five-Year High Despite Microsoft Growth
Surge, SYNERGY RESEARCH GROUP (Feb. 2, 2015), https://www.srgresearch.com/ar-
ticles/aws-market-share-reaches-five-year-high-despite-microsoft-growth-surge.

271. See Amazon.com Privacy Notice, AMAZON (Mar. 3, 2014), https://
www.amazon.com/gp/help/customer/display.html?nodeId=468496.

272. Zach Whittaker, Amazon Doesn’t Want You to Know How Many Data De-
mands It Gets, ZDNET (Mar. 19, 2015, 7:34 AM), http://www.zdnet.com/article/
amazon-dot-com-the-tech-master-of-secrecy/.

273. See, e.g., Amazon.com LLC v. Lay, 758 F. Supp. 2d 1154, 1171–72 (W.D.
Wash. 2010) (granting summary judgment for Amazon against the Secretary of
North Carolina Department of Taxation for the Secretary’s invalid request for the
names of customers on Amazon.com); In re Grand Jury Subpoena to Amazon.com
Dated Aug. 7, 2006, 246 F.R.D. 570, 576 (W.D. Wis. 2007) (unsealing court order
regarding Amazon’s successful motion to quash grand jury subpoena of personal
identifying information for certain customers).

274. Amazon’s Motion for Summary Judgment at 8, Amazon.com LLC v. Lay,
758 F. Supp. 2d 1154 (W.D. Wash. 2010) (No. 10-CV-00664), ECF No. 44 [herein-
after Brief for Amazon].

275. Id. at 6.



38853-nys_71-4 S
heet N

o. 118 S
ide A

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 118 Side A      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS403.txt unknown Seq: 39 17-APR-17 14:18

2017] MODERN STATE ACTION DOCTRINE 779

taxes. For a long time, Amazon fought against forcing its users to
pay sales tax because without sales tax, it can charge less for shop-
ping online.276 This is likely why Amazon challenged the Depart-
ment of Taxation in North Carolina when it tried to subpoena the
names and addresses of North Carolina customers of Amazon.277

Amazon’s arguments, while self-serving, create a viable frame-
work for challenging a government subpoena of certain transac-
tional records, especially book and movie purchases. The larger
question is how does Amazon protect those same First Amendment
rights against which it is afraid of government intrusion. Justice
Marshall in Stanley v. Georgia wrote that “[i]f the First Amendment
means anything, it means that a State has no business telling a man,
sitting alone in his own house, what books he may read or what
films he may watch.”278 In Amazon’s own briefs, it cites approvingly
to Justice Marshall’s Stanley opinion.279 In addition, it argues that
“[a]nonymity is a shield from the tyranny of the majority.”280

Since Amazon collects data that would allow the company to
recommend certain new products and seems to know who is
purchasing certain books and films, Amazon’s statement that it is
protecting the First Amendment rights of its customers seems to
ring hollow. While the First Amendment does not bind Amazon, a
private corporation,281 Amazon has the capability to pierce the ano-
nymity that was once a given when someone purchased a book at a
local bookstore. Today, a user’s Amazon purchase history can pro-
vide extremely valuable insight into the mindset of that con-
sumer.282 For instance, Amazon can use this information to
promote a particular product and, by analyzing its data, can deter-
mine the best customers to whom to recommend that product.283 If
Amazon knows what a customer owns, and can predict with a high
degree of certainty a product that the customer will enjoy, the cus-

276. Alexia Elejalde-Ruiz & Gregory Karp, Amazon To Start Collecting Illinois
Sales Tax, CHI. TRIB. (Jan. 23, 2015, 7:32 PM), http://www.chicagotribune.com/
business/breaking/ct-amazon-sales-tax-illinois-0124-biz-2-20150123-story.html
(“Amazon sales are likely to decline about 10 percent in Illinois if its pattern fol-
lows those of other states, according to Itzhak Ben-David.”).

277. See Stan Chambers Jr., Amazon To Collect NC Sales Tax, WRAL (Jan. 18,
2014), http://www.wral.com/Amazon_to_collect_NC_sales_tax/13310401/.

278. Stanley v. Georgia, 394 U.S. 557, 565 (1969).
279. See Brief for Amazon, supra note 272, at 8.
280. Id. at 9 (citing McIntyre v. Ohio Elections Comm’n, 514 U.S. 334, 357

(1995)).
281. See discussion on State Actor Doctrine, supra Part II.
282. JP Mangalindan, Amazon’s Recommendation Secret, FORTUNE (July, 30, 2012,

11:09 AM), http://fortune.com/2012/07/30/amazons-recommendation-secret/.
283. Id.
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tomer is left at the mercy of the product-recommendation al-
gorithm. Amazon can also seek to tailor the price to the consumer
by engaging in price discrimination.284 One company claims that by
giving a discount to the group of individuals that is most likely to
leave the website, they could increase revenue five percent.285

Does Amazon, standing as a private company, seek to tell its
users what books they should buy? It would appear that their al-
gorithm has the capability to at the very least suggest, if not “pre-
scribe what shall be orthodox in politics, nationalism, religion, or
other matters of opinion.”286 Amazon would clearly claim that their
algorithm is narrowly tailored to further its interest in selling more
books to its users and making a profit. Amazon is, after all, a com-
pany that seeks to increase its profit above all else.287 In addition, if
users feel that they are being discriminated against, they can move
their business to another website such as Google. According to the
former Google Chief Executive Officer Eric Schmidt, Google sees
Amazon as its primary competitor since Amazon has essentially be-
come a search engine for shopping.288

Finally, Amazon likely would not be considered a state actor.
The Supreme Court has continuously found that private shopping
centers are not state actors.289 Therefore, analogizing Amazon to a
private shopping center would make Amazon likely not a state ac-
tor. However, a traditional government role has been the provision
of public libraries. Amazon has begun to replace the public library
with a system of sharing. Under the public function doctrine, Ama-
zon would have to completely usurp the role of government. It does

284. See Adam Tanner, Different Customers, Different Prices, Thanks To Big Data,
FORBES (Mar. 26, 2014, 6:00 AM), http://www.forbes.com/sites/adamtanner/
2014/03/26/different-customers-different-prices-thanks-to-big-data/.

285. See id. This company, Freshplum, was acquired by TellApart, which
claims that it “brings a data-modeled approach to offers that ensures each promo-
tion is presented to just the shopper who needs it to drive a purchase.” Solutions,
TELLAPART, http://www.tellapart.com/solutions/#audience-targeting (last visited
Apr. 17, 2015).

286. W. Va. State Bd. of Educ. v. Barnette, 319 U.S. 624, 642 (1943).
287. Friedman, supra note 42.
288. Jeevan Vasagar & Alex Barker, Amazon Is Our Biggest Search Rival, Says

Google’s Eric Schmidt, FIN. TIMES (Oct. 13, 2014), http://www.ft.com/intl/cms/s/0/
748bff70-52f2-11e4-b917-00144feab7de.html#axzz3G2xWwdei (“In search, he said
that ‘many people think our main competition is Bing or Yahoo. But, really, our
biggest search competitor is Amazon’, pointing out that Internet users are likely to
go directly to the retailer if they are shopping.”).

289. See, e.g., Lloyd Corp. v. Tanner, 407 U.S. 551, 570 (1972) (holding that a
private shopping center was not a state actor and therefore the plaintiff could not
assert a First Amendment right).
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not appear that Amazon is doing so, and private libraries can and
do exist. In addition, private universities often are not considered
state actors even though they have libraries and often perform
other traditional roles of government.290

F. Comcast

Comcast, founded in 1963, was an early cable television system
in Tupelo, Mississippi.291 Through acquisitions and investments,
Comcast has come to dominate the cable industry, the broadband
industry, and after its purchase of NBCUniversal, the entertainment
industry. For example, it currently provides over half of the broad-
band access, as recently defined by the FCC, in the United States.292

Through this dominance, Comcast controls both the content that
people want to see on sites like Hulu and NBC and the physical
infrastructure for users to get online.

Comcast currently collects certain metadata information from
its customers.293 Comcast can use this metadata, such as IP ad-
dresses and port numbers for websites, to keep track of web-brows-
ing history294 and also create a log of television-viewing habits.295

Comcast, unfortunately, does not have any statements or pub-
lic legal documents framing its internal conversation on privacy re-
sponses to the federal government. While there is a case in the
public record, the records from that case are too old to be found
online.296 It is regulated more heavily than many other companies
on the EFF’s list because it falls under two federal laws regulating

290. See, e.g., Reichert v. Elizabethtown Coll., No. 10-2248, 2011 WL 3438318,
at *3 (E.D. Pa. Aug. 5, 2011) (holding that the state does not exercise sufficient
control over the college).

291. Timeline, COMCAST, http://corporate.comcast.com/news-information/
timeline (last visited Mar. 29, 2015).

292. Jon Brodkin, Comcast Now Has More than Half of All US Broadband Custom-
ers, ARS TECHNICA (Jan. 30, 2015, 10:34 AM), http://arstechnica.com/business/
2015/01/comcast-now-has-more-than-half-of-all-us-broadband-customers/.

293. Comcast Web Services Terms of Service and Privacy Policy, COMCAST http://
customer.comcast.com/help-and-support/Internet/comcast-web-services-terms-of-
service-and-privacy-policy/ (last visited Apr. 15, 2015).

294. Lincoln Spector, Is Your ISP Spying On You?, PC WORLD (Sept. 3, 2012,
7:42 AM), http://www.pcworld.com/article/261752/is_your_isp_spying_on_
you_.html.

295. Comcast Customer Privacy Notice, COMCAST, http://www.comcast.com/Cor-
porate/Customers/Policies/CustomerPrivacy.html (last visited Apr. 15, 2015)
(“This information includes which channels, programs, and advertisements are
viewed and for how long, for example.”).

296. United States v. Comcast Cable Comm., No. 3-03-0553 (M.D. Tenn.
2003).
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cable access. The first is the Cable Act of 1992, which strictly defines
the information that the cable provider can collect and use.297 In
addition, the Communications Act of 1934, as amended by the
Telecommunications Act of 1996, regulates the information that
any telecommunication provider can collect and use.298 One area
in which they have improved is encrypting e-mails off its servers to
those of another e-mail service provider.299 There is just simply not
enough public information to learn how Comcast thinks of its cus-
tomers’ privacy.

Of the companies on this list, Comcast is the most likely to be
considered a state actor on first principles. Comcast owns the infra-
structure that allows people to participate in modern day com-
merce. This can easily be analogized to the interstate highways and
even to the company roads in Marsh v. Alabama. However, courts
that have examined this issue have repeatedly found that ISPs do
not function as state actors and therefore cannot violate constitu-
tional rights.300

G. CREDO Mobile

CREDO Mobile is a small telecommunications company
founded in 1985 that seeks to stimulate progressive change to the
leading issues of the day.301 They have roughly 125,000 subscrib-
ers.302 As one can expect of a company that donates a percentage of
every customer’s bill to progressive causes,303 CREDO Mobile is a
leading fighter against government invasions of privacy.

297. See Cable Television Consumer Protection and Competition Act of 1992,
47 U.S.C. § 551 (2012).

298. See Communications Act of 1934, 47 U.S.C. § 222 (2012).
299. Comcast To Encrypt Email After Being Called out by Google, CIRCA (Nov. 18,

2014, 11:54 AM), http://circanews.com/news/nsa-spying-prompts-encryption-
interest.

300. See, e.g., United States v. Richardson, 607 F.3d 357, 364 (4th Cir. 2010)
(holding that AOL is not a state actor and the plaintiff could not seek relief for an
unreasonable search by AOL); see also Steven R. Morrison, What the Cops Can’t Do,
Internet Service Providers Can: Preserving Privacy in Email Contents, 16 VA. J.L. & TECH.
255, 270 (2011).

301. Our History, CREDO MOBILE, http://www.credomobile.com/mission/
history (last visited Mar. 30, 2015).

302. Lorenzo Franceschi-Bicchierai, CREDO Mobile Publishes Industry’s First
Transparency Report, MASHABLE (Jan. 4, 2014), http://mashable.com/2014/01/09/
small-carrier-credo-mobile-publishes-industrys-first-transparency-report/#UikDaa7
BPkqo.

303. Our Mission, CREDO MOBILE, http://www.credomobile.com/mission/
home (last visited Mar. 30, 2015).
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On CREDO’s transparency website, they state that they “advo-
cate[ ] for the repeal of such statutes that fail to adequately protect
the due process rights of its subscribers.”304 In the fourth quarter of
2014, CREDO received three requests for data (that can be made
public) and denied two of the requests.305 These two requests were
subpoenas out of the state of Washington.306 Unfortunately, it is not
clear why these requests were denied. In addition, CREDO does not
collect or store the content of any communications made by its
members.307 According to CREDO’s privacy policy, they do not
share subscriber information, except with organizations they part-
ner with to carry out of their progressive goals.308 They also work
with their subscribers to make it easier to communicate with legisla-
tors by providing free calling to “speak about these issues.”309

In addition, it is likely that CREDO was one of the first compa-
nies to challenge a National Security Letter.310 While the name of
the actual company was redacted, the Wall Street Journal was able
to discover the likely company at the heart of a lawsuit challenging
the constitutionality of National Security Letters (NSL).311 The
company challenging the NSL argued that the statute was facially
unconstitutional because “[t]he NSL statute violates the anony-
mous speech and associational rights of Americans by requiring
identification of [redacted] without meeting the First Amendment
tests, so on its face it violates the associational rights of Ameri-
cans.”312 The judge agreed with CREDO and enjoined the DOJ
from issuing NSLs.313 The Ninth Circuit vacated and remanded to

304. CREDO Transparency Report—Q4 2014, CREDO, http://www.credomo
bile.com/transparency-previous-reports (last visited Sept. 28, 2016).

305. Id.
306. Id.
307. Id.
308. Privacy and Security Policy, CREDO MOBILE, http://www.credomobile.

com/privacy (last visited Mar. 30, 2015).
309. How We Work, CREDO MOBILE, http://www.credomobile.com/mission/

activism (last visited Oct. 23, 2016).
310. Jennifer Valentino-Devries, Covert FBI Power To Obtain Phone Data Faces

Rare Test, WALL ST. J. (July 18, 2012), http://www.wsj.com/articles/SB100014240
52702303567704577519213906388708.

311. Id.
312. Petition of Plaintiff [redacted] To Set Aside National Security Letter and

Nondisclosure Requirement Imposed in Connection Therewith at 2, In re Nat’l
Sec. Letter, 930 F. Supp. 2d 1064 (N.D. Cal. Mar. 14, 2013) (No. 11-cv-02173-SI),
https://www.documentcloud.org/documents/367100-104697082-us-dis-cand-3-
11cv2173-2011-10-02.html.

313. In re Nat’l Sec. Letter, 930 F. Supp. 2d at 1081.
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the district court due to amendments in the USA Freedom Act and
the record was partially unsealed.314

CREDO is a different type of wireless company, which seeks to
protect the rights of its users. However, CREDO unabashedly sup-
ports liberal causes, and this is displayed on their homepage.315 A
conservative may not be happy about spending money on liberal
projects. They do have many other choices when it comes to wire-
less providers and can use many of the other companies. As to
whether they would be considered a state actor, a court would find
CREDO to be similar to Comcast and is unlikely to consider its ac-
tions that of a state actor.

H. Dropbox

Dropbox is a cloud computing company that seeks to central-
ize all the files of a user or business in one cloud location, which is
accessible from any computer in the world.316 Dropbox mainly
competes in the consumer market and according to one source is
the leading cloud-computing provider with over 300 million
users.317 As more people migrate their information, previously
stored on a physical hard drive within their computer, to cloud ser-
vices like Dropbox, the government can seek a gag request and
search warrant for information on Dropbox, potentially preventing
the user from learning of the search.318 To a user, there is likely to
be little distinction between information stored on a Dropbox
server and that stored on their hard drive.319

In light of a business plan that asks customers to trust Dropbox
with their data, Dropbox has enunciated certain principles by
which it judges incoming government requests. These four princi-
ples are: (1) be transparent by releasing figures for the number of
government information requests; (2) fight blanket requests by re-

314. In re Nat’l Sec. Letter, No. 13-15957 (9th Cir. Aug. 24, 2015).
315. See CREDO MOBILE, http://www.credomobile.com/ (last visited Mar. 30,

2015).
316. See About Dropbox, DROPBOX, https://www.dropbox.com/about (last vis-

ited Mar. 30, 2015).
317. Erin Griffith, Who’s Winning the Consumer Cloud Storage Wars?, FORTUNE

(Nov. 6, 2014), http://fortune.com/2014/11/06/dropbox-google-drive-microsoft-
onedrive/.

318. See Douglas Crawford, Most Dropbox Law Enforcement Requests Want Kept
Secret, BESTVPN (Sept. 12, 2014), https://www.bestvpn.com/blog/10940/most-
dropbox-law-enforcement-requests-want-kept-secret/.

319. Dropbox can install a folder on a user’s computer that looks just like
other folders stored on the hard drive. See Simple Sharing, DROPBOX, https://
www.dropbox.com/tour/3 (last visited Mar. 30, 2015).
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fusing to comply with overly broad requests that are not specific to
a person or incident; (3) protect all users by arguing to govern-
ments that citizens of one country are entitled to the rights of citi-
zens of every other country; and (4) provide trusted services by
designing products without a government backdoor.320 In addition,
Dropbox seeks to protect its users by requiring law enforcement to
present a search warrant for the content of a user’s files.321

As part of Dropbox’s commitment to fight back against broad
law enforcement requests, it filed an amicus brief, along with many
other Internet companies, suggesting that since service providers
must comply with warrants issued pursuant to the Secured Commu-
nications Act they have an obligation to challenge the validity of
those warrants.322 Dropbox says that they could be sanctioned by a
court for failing to comply with a warrant but also be subject to
liability for complying with a facially deficient warrant.323 It is likely
that Dropbox has two motives in asserting a right to preemptively
challenge a warrant prior to carrying out the warrant. The first is
the fear of liability, while the second is to reassure its users that
Dropbox seeks to protect their information from government
overreach.

Internally, Dropbox uses data to improve its services, but does
not sell the data to others.324 In addition, Dropbox is very clear in
its plain English privacy policy that it seeks to treat data as if it is
stored on a user’s hard drive.325 These restrictions on data are im-
portant as a marketing tactic for Dropbox from a customer rela-
tions perspective. If someone thought that by providing
information to Dropbox, they would hand over that information to
the government, it is likely that no one would sign up for Dropbox.

320. See Dropbox’s Government Data Request Principles, DROPBOX, https://
www.dropbox.com/transparency/principles (last visited Mar. 30, 2015).

321. 2015 Government Transparency Report: July to December 2015, DROPBOX,
https://www.dropbox.com/transparency (last visited Sept. 29, 2016) (“All requests
for content information were accompanied by a search warrant, which is the legal
standard that Dropbox requires.”).

322. Brief for Dropbox Inc. et al. as Amici Curiae Supporting Respondents at
5, In re 381 Search Warrants Directed to Facebook Inc. and Dated July 23, 2013, 14
N.Y.S.3d 23 (App. Div. 2015), (No. 30207-13), https://www.dropbox.com/static/
Facebook381AmicusBrief.pdf.

323. Id. at 13–14.
324. Dropbox Privacy Policy, DROPBOX (Sept. 1, 2016), https://

www.dropbox.com/terms#privacy.
325. Id. (“We believe that our users’ data should receive the same legal pro-

tections regardless of whether it’s stored on our services or on their home com-
puter’s hard drive.”).
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Instead, Dropbox supports changes to privacy law and claims to de-
fend its users against unlawful warrants and subpoenas.

Finally, there are few activities that Dropbox performs that are
traditional state functions. In addition, it does not appear that gov-
ernment directs Dropbox in any meaningful way. Therefore,
Dropbox is unlikely to fit as a state actor.

I. Internet Archive

The Internet Archive was founded in 1996 to be a modern suc-
cessor to the Library of Alexandria, which was said to have a copy of
every book in the world.326 It seeks to preserve for posterity websites
and online culture to ensure that the work product of millions of
individuals will remain for all time.327 As more information moves
to the web from previous media, the Internet Archive has sought to
become the library of the future.328

In creating this vast archive of the Internet, Internet Archive
collects a tremendous amount of data. According to its privacy pol-
icy, much of the information it collects is from third parties that
donated the information to the Internet Archive.329 It understands
that computer advances may allow for the discovery of privileged
information in its archives.330

As the Internet Archives’ goal is to preserve the past for the
future, it seeks to preserve the privacy rights of its users to ensure
future donations.331 It also has gone to battle with the government
over National Security Letter (NSL) requests.332 The Internet
Archive was able to get the FBI to withdraw its NSL because the
Archive argued that its status as a library limited the FBI’s ability to
demand its records.333

The Internet Archive has specifically limited its exposure and
sought to wrap itself in available laws to protect its users from pri-
vacy invasions. It does occasionally receive legal process, and ac-

326. About the Internet Archive, INTERNET ARCHIVE, http://archive.org/about/
(last visited Apr. 19, 2015).

327. Id.
328. Id.
329. Internet Archive’s Terms of Use, Privacy Policy, and Copyright Policy, INTERNET

ARCHIVE (Mar. 10, 2001), http://archive.org/about/terms.php.
330. Id.
331. Internet Archive et al v. Mukasey et al, ELECTRONIC FRONTIER FOUND.,

https://www.eff.org/cases/archive-v-mukasey (last visited Apr. 19, 2015).
332. Letter from Kurt B. Opsahl, Senior Staff Attorney, Electronic Frontier

Foundation, to Special Agent [redacted], FBI (Dec. 17, 2007), https://
www.eff.org/document/internet-archive-letter-response-nsl.

333. See Internet Archive et al v. Mukasey et al, supra note 331.
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cording to its Transparency Report, usually provides some
information to law enforcement.334 The limited number of requests
compared to other websites makes it hard to generalize on its
processes.335

It is clear that the Internet Archive understands the role that
libraries can play as documenters of the past, and it is a key instru-
ment in a battle over freedom of expression and freedom of associ-
ation. The Archive has sought to fight against external government
requests for information while also limiting its own data collection,
which means that governments will have limited incentive to seek
information from the Archive.

To determine if the Internet Archive is a private actor, it is
most helpful to analogize them to a private university or other grant
receiving organization. The question is what percentage of money it
receives from government and whether it is directed by governmen-
tal agencies.336 The Internet Archive does in fact receive grant
money from the Library of Congress and National Science Founda-
tion.337 However, its board is made up of independent directors,338

and while it collaborates with government, it is also a competitor of
government.339 Because of this entwinement, it is possible that a
court could find that the Internet Archive does function as a state
actor and therefore hold some of its actions to be state actions.

J. Myspace

Myspace was once the world’s leading social network site
before being eclipsed by Facebook.340 Today it still has roughly 50

334. In 2014, the Internet Archive received eight requests for user data from
United States law enforcement and handed over data in each of the requests. Law
Enforcement Requests, INTERNET ARCHIVE, http://archive.org/about/
faqs.php#Law_Enforcement_Requests (last visited Apr. 19, 2015).

335. Id.
336. See Reichert v. Elizabethtown Coll., No. CIV.A. 10-2248, 2011 WL

3438318, at *3 (E.D. Pa. Aug. 5, 2011) (holding that the state does not exercise
sufficient control over the college).

337. Credits: Thank You from the Internet Archive, INTERNET ARCHIVE, http://
archive.org/about/credits.php (last visited Apr. 30, 2015).

338. See Bios, INTERNET ARCHIVE, http://archive.org/about/bios.php (last vis-
ited Apr. 30, 2015).

339. About the Internet Archive, supra note 326.
340. Mike Shields, MySpace Still Reaches 50 Million People Each Month, WALL ST.

J.: CMO TODAY (Jan. 14, 2015, 8:00 AM), http://blogs.wsj.com/cmo/2015/01/14/
myspace-still-reaches-50-million-people-each-month/.
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million unique visitors in the United States.341 As Myspace was one
of the original social media sites, it still contains the remnants of
millions of unused accounts, which may have old photographs.342

Myspace is the custodian of significant amounts of data that
many people have since forgotten about, and therefore they still
should seek to protect the privacy of their users. Unfortunately,
they do not publish a transparency report nor is the one public
instance of them fighting in court against a government request
published. According to the EFF, Myspace “provided EFF with a
brief from its legal challenge; [EFF] reviewed the case” and deter-
mined that it “[met] the standards” EFF had established for
designating a company as one that “fought for user privacy in
court.”343 Today Myspace actually has a strengthened internal pri-
vacy regime since it entered into a consent decree with the FTC
over its failure to adhere to its privacy policy statement that it would
not share personally identifiable information with advertisers.344

It is not clear how carefully Myspace seeks to protect the aged
accounts of its users. Myspace clearly is trying to win many of these
users back as it redevelops itself as a music website.345 In addition,
they are seeking to leverage their users’ registration data to person-
alize advertisements.346 They will likely face many of the same inter-
nal and external pressures as Facebook and Google as they attempt
to redevelop themselves.

Just like Facebook, MySpace also likely could be considered a
state actor under the same arguments made above.

341. Id. (commenting that many of these users are returning to their ac-
counts in light of the “Throwback Thursday” trend in which the user seeks to post
an old photograph on their Instagram or Twitter account).

342. Id.
343. Cardozo, supra note 149, at 47.
344. Press Release, FTC, Myspace Settles FTC Charges That It Misled Millions

of Users About Sharing Personal Information with Advertisers (May 8, 2012),
https://www.ftc.gov/news-events/press-releases/2012/05/myspace-settles-ftc-
charges-it-misled-millions-users-about.

345. Cynthia Johnson, Viant, Google, Myspace, and the Future of Advertising,
SEARCH ENGINE J. (Apr. 3, 2015), http://www.searchenginejournal.com/viant-
google-myspace-future-advertising/124561/.

346. Id.
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K. Sonic

Sonic is a small telecommunications company founded by two
college friends at Santa Rosa Junior College in 1994.347 Today they
continue to innovate and recently unveiled plans to upgrade their
customers to a fiber network.348 They seek to provide a fast, yet af-
fordable broadband connection to their users.349 In 2011, Sonic de-
cided to stop storing logs of user data for more than two weeks
because Sonic had received a secret court order for the
information.350

The fight began when the federal government subpoenaed the
contents of an e-mail account belonging to WikiLeaks volunteer Ja-
cob Appelbaum.351 Mr. Appelbaum had become inadvertently a vol-
unteer spokesperson for WikiLeaks but was also a developer for the
Tor Project, Inc., which helps “people maintain their anonymity on-
line.”352 Sonic challenged the court order and sought to make its
challenge public, or at the very least notify Mr. Appelbaum.353

Sonic was forced to turn over the contents but was allowed to notify
Mr. Appelbaum.354

Sonic also publishes a transparency report that shows it pro-
vided information to U.S.  governments only 24% of the time in
2014.355 Sonic has sought to make the “[p]rotection of customer
privacy . . . [a] core value[ ].”356 For such a small Internet service
provider, their efforts to push back against external pressure are
commendable. In addition, their commitment to keeping logs of

347. Julia Angwin, The Little ISP That Stood Up to the Government, WALL ST. J.:
DIGITS (Oct. 9, 2011, 10:34 PM), http://blogs.wsj.com/digits/2011/10/09/the-lit-
tle-isp-that-stood-up-to-the-government/.

348. Jeff Baumgartner, Sonic.net CEO: Tiered Pricing ‘Doesn’t Make Sense,’ MUL-

TICHANNEL NEWS (June 3, 2014, 12:15 PM), http://www.multichannel.com/news/
broadband/sonicnet-ceo-tiered-pricing-doesn-t-make-sense/374915.

349. About Us, SONIC, https://www.sonic.com/about-us (last visited Apr. 20,
2015).

350. Angwin, supra note 347.
351. Julia Angwin, Secret Orders Target Email, WALL ST. J. (Oct. 10, 2011),

http://www.wsj.com/articles/SB10001424052970203476804576613284007315072.
352. Id.
353. Id.
354. Id.
355. Dane Jasper, 2014 Transparency Report, SONIC (Mar. 26, 2015), https://

corp.sonic.net/ceo/2015/03/26/2014-transparency-report/.
356. Id.



38853-nys_71-4 S
heet N

o. 123 S
ide B

      04/17/2017   15:12:38
38853-nys_71-4 Sheet No. 123 Side B      04/17/2017   15:12:38

\\jciprod01\productn\N\NYS\71-4\NYS403.txt unknown Seq: 50 17-APR-17 14:18

790 NYU ANNUAL SURVEY OF AMERICAN LAW [Vol. 71:741

customer data for only short periods of time also shows that they
wish to ensure the privacy of their customers.357

Sonic is unlikely to be considered a government actor for the
same reasons that Comcast is likely to not be considered a state
actor.

L. Twitter

Jack Dorsey sent the first tweet on March 21st, 2006 at 3:50
PM.358 In the fourth quarter of 2014, Twitter had 63 million active
U.S. users359—roughly 20% of all Americans.360 There are over 500
million tweets sent each day from a total 288 million global users.361

That is a tremendous number of tweets from an enormous number
of people who are actively viewing and tweeting on a platform that
just over a decade ago did not exist. Twitter has become a favorite
medium for stockbrokers to communicate with each other and the
wider world about their stock picks.362 In addition, Twitter is often
the first site to which people turn to communicate during breaking
news stories.363

Overseas, Twitter has changed the direction of revolutions by
allowing anyone on the street to tweet pictures of events and loca-
tions for protests.364 Users in the United States have adopted Twit-
ter as a tool during such protests as Occupy Wall Street in New York

357. See Notice to Parties Serving Valid Legal Process on Sonic, SONIC, https://
wiki.sonic.net/images/0/05/Sonic.net_Legal_Process_Policy.pdf (listing Sonic’s
data retention policies).

358. Jack Dorsey (@jack), TWITTER (Mar. 21, 2006, 3:50PM), https://twit-
ter.com/jack/status/20.

359. Twitter, Number of Monthly Active Twitter Users in the United States from 1st
Quarter 2010 to 4th Quarter 2014 (in Millions), STATISTA, http://www.statista.com/
statistics/274564/monthly-active-twitter-users-in-the-united-states/ (last visited Apr.
20, 2015).

360. On December 31, 2014, there were approximately 320,088,000 people in
the United States. U.S. and World Population Clock, U.S. CENSUS, http://
www.census.gov/popclock/ (click “Select Date”; then choose “Dec. 31, 2014”).

361. About, TWITTER, https://about.twitter.com/company (last visited Apr.
20, 2015).

362. Daniel Huang, Retail Traders Wield Social Media for Investing Fame, WALL

ST. J. (April 21, 2015, 6:30 AM), http://www.wsj.com/articles/retail-traders-wield-
social-media-for-investing-fame-1429608604.

363. Amy-Mae Turner, 9 Breaking News Tweets That Changed Twitter Forever,
MASHABLE (Oct. 31, 2013), http://mashable.com/2013/10/31/twitter-news/.

364. Uri Friedman, Why Venezuela’s Revolution Will Be Tweeted, ATLANTIC (Feb.
19, 2014), http://www.theatlantic.com/international/archive/2014/02/why-
venezuelas-revolution-will-be-tweeted/283904/.
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City365 and after the death of Michael Brown in Ferguson, Mis-
souri.366 This has made data stored on Twitter a target for law en-
forcement investigating disturbances or other criminal acts that
were discussed by tweeting.367 Often many people leave their tweets
public, which means anyone can see them, and these tweets likely
have no reasonable expectation of privacy.368 In addition, the Li-
brary of Congress receives a copy of every public tweet to hold for
posterity’s sake.369 However, the harder, but still not clear-cut, case
is when a user decides to make her tweets private and only available
to her friends.

Twitter faces extreme amounts of both types of pressure. In the
first instance, Twitter has been subject to and complied with exter-
nal pressures from foreign governments to withhold content on its
website.370 Twitter received twenty-six removal requests from U.S.
federal, state and local governments but did not comply with any of
these requests.371 Twitter also receives subpoenas and warrants for
information, as opposed to removal request, from different U.S.
governments.372 From July 1 to December 31, 2014, Twitter re-
ceived 1622 requests and provided information in 80% of those re-

365. The Anatomy of the Occupy Wall Street Movement on Twitter, MIT TECH. REV.
(2013), http://www.technologyreview.com/view/516591/the-anatomy-of-the-oc-
cupy-wall-street-movement-on-twitter/.

366. Victor Luckerson, Watch How People Reacted to the Ferguson Decision on Twit-
ter, TIME (Nov. 25, 2014), http://time.com/3605012/ferguson-twitter-map/.

367. See, e.g., William J. Gorta, Brooklyn Gang Members Busted After Bragging
About Shootings Online, N.Y. POST (Jan. 20, 2012, 5:20 AM), http://nypost.com/
2012/01/20/brooklyn-gang-members-busted-after-bragging-about-shootings-on-
line/.

368. See United States v. Meregildo, 883 F. Supp. 2d 523, 525 (S.D.N.Y. 2012)
(“When a social media user disseminates his postings and information to the pub-
lic, they are not protected by the Fourth Amendment. However, postings using
more secure privacy settings reflect the user’s intent to preserve information as
private and may be constitutionally protected.”) (citing Katz v. United States, 389
U.S. 347, 351–52 (1967)).

369. Erin Allen, Update on the Twitter Archive at the Library of Congress, LIBR. OF

CONGRESS BLOG (Jan. 4, 2013), http://blogs.loc.gov/loc/2013/01/update-on-the-
twitter-archive-at-the-library-of-congress/.

370. See, e.g., Rebecca Borrison, Twitter Has Quietly Learned To Censor And Ban
Its Users When Governments Ask, BUSINESS INSIDER (May 25, 2014, 9:05 AM), http://
www.businessinsider.com/twitter-censors-political-accounts-2014-5 (showing some
instances in which Twitter has acted to remove content at the behest of a foreign
government).

371. Transparency Report: Removal Requests, TWITTER, https://trans-
parency.twitter.com/removal-requests/2014/jul-dec (last visited Apr. 21, 2015).

372. Transparency Report: United States: Information Requests, TWITTER, https://
transparency.twitter.com/country/us (last visited Apr. 21, 2015).
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quests.373 This is a comparable number to many of the companies
above. Unfortunately, Twitter does not break down whether it com-
plied more with search warrants as opposed to subpoenas.374 Like
most companies on the EFF’s list that fought against the govern-
ment in court, they do require a search warrant for content.375

In addition, Twitter has also filed suit in court to protect the
privacy of their users. In one case surrounding the investigation
into the leaks of Chelsea Manning published on WikiLeaks.org,
Twitter sought to unseal a court order asking for information about
a subscriber to notify the subscriber.376 Twitter was able to notify
the subscriber who appealed the decision to block access to the un-
derlying court order.377 The Fourth Circuit Court of Appeals
agreed with the Magistrate Judge and found that the government’s
interest in keeping the court order secret outweighed the right of
the public and the subscriber to understand the contents.378

In another case related to Occupy Wall Street, Twitter notified
a subscriber that it had received a subpoena for the content of his
tweets.379 The subscriber filed a motion to quash the subpoena,
which was denied for lack of standing.380 Twitter has since changed
its privacy policy to give users a proprietary interest in their tweets
to give them standing.381 Twitter then filed its own motion to quash
the subpoena, which was again denied.382 In that case, Twitter ar-
gued that public tweets should be protected from the government
and require a search warrant.383 The court found that, according to
the Stored Communications Act, the records stored at Twitter can
be subpoenaed, and therefore Twitter was under an obligation to
turn over the records.384 Twitter attempted to appeal the decision

373. Id.
374. Id.
375. Guidelines for Law Enforcement, TWITTER, https://support.twitter.com/en-

tries/41949#8 (last visited Apr. 22, 2015).
376. In re Application of the United States for an Order Pursuant to 18 U.S.C.

Section 2703(D), 707 F.3d 283, 287–88 (4th Cir. 2013).
377. Id. at 288.
378. Id. at 295.
379. See People v. Harris, 949 N.Y.S.2d 590, 591 (Crim. Ct. 2012), aff’d, 971

N.Y.S.2d 73 (Table) (App. Div. 2013).
380. See id. at 598.
381. Tara M. Breslawski, Case Note, Privacy in Social Media: To Tweet or Not To

Tweet?, 29 TOURO L. REV. 1283, 1284 (2013).
382. Harris, 949 N.Y.S.2d at 592.
383. Id.
384. Memorandum in Support of Non-Party Twitter, Inc.’s Motion To Quash

§ 2703(D) Order, Id. at 2. Congress has yet to fix the problem first identified by a
circuit court in United States v. Warshak, 631 F.3d 266 (6th Cir. 2010), that the
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but was forced to turn over the records “begrudgingly” before the
appeal.385

Twitter also is subject to pressure from its user base to take a
more proactive role in challenging the behavior of cyberbullies on-
line and recently announced a new policy to create an automated
system to discover “abusive content.”386 Twitter’s CEO has acknowl-
edged that it has not done enough to combat trolling, or as he put
it in an internal memo, “[w]e suck at dealing with abuse and trolls
on the platform and we’ve sucked at it for years.”387

Twitter’s general counsel, Vijaya Gadde, published an op-ed to
discuss Twitter’s strategy in handling abusive content.388 She ar-
gued that Twitter understands that “[i]t is not our role to be any
sort of arbiter of global speech.”389 But, she also wrote that Twitter
must take a more active role in policing the line between abuse and
free speech.390 This is the same line that U.S. government has been
trying to police for decades. Whether Twitter would seek to recog-
nize the First Amendment rights of users on its website, it can look
towards the First Amendment as a guide in determining how to
draw a correct line.

Electronic Communications Privacy Act does not require a warrant for e-mail con-
tent that is stored longer than 180 days on a cloud computer. Id. at 283. The Court
in Warshak found that investigators must seek a warrant for such content, but this
holding is currently limited to only the Sixth Circuit. Congress’ failure is further
highlighted by the Department of Justice’s adoption of a policy that requires a
search warrant when an investigator seeks the content of e-mails. ECPA (Part 1):
Lawful Access to Stored Content: Hearing Before the Subcomm. on Crime, Terrorism, Home-
land Sec., & Investigations of the H. Comm. on the Judiciary, 113th Cong. 16, 20 (2013)
(statement of Elana Tyrangiel, Acting Assistant Att’y Gen., Office of Legal Policy,
Department of Justice) (“We agree, for example, that there is no principled basis
to treat email less than 180 days old differently than email more than 180 days
old.”); see also Timothy B. Lee, Eric Holder endorses warrants for e-mail. It’s about time.
WASH. POST (May 16, 2013) (describing Attorney General Eric Holder’s testimony
that the government must receive a warrant before reading American’s email).

385. Breslawski, supra note 381, at 1303.
386. Shreyas Doshi, Policy and Product Updates Aimed at Combating Abuse, TWIT-

TER BLOG (Apr. 21, 2015, 10:57 AM), https://blog.twitter.com/2015/policy-and-
product-updates-aimed-at-combating-abuse.

387. Nitasha Tiku & Casey Newton, Twitter CEO: ‘We suck at dealing with abuse,’
VERGE (Feb. 4, 2015, 9:25 PM), http://www.theverge.com/2015/2/4/7982099/
twitter-ceo-sent-memo-taking-personal-responsibility-for-the (referencing memo
written by Twitter’s CEO, Dick Costolo to Twitter employees).

388. Vijaya Gadde, Twitter Executive: Here’s How We’re Trying To Stop Abuse While
Preserving Free Speech, WASH. POST (Apr. 16, 2015), http://www.washingtonpost.
com/posteverything/wp/2015/04/16/twitter-executive-heres-how-were-trying-to-
stop-abuse-while-preserving-free-speech/.

389. Id.
390. Id.
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Since Twitter is a direct competitor of Facebook, the same state
actor analysis above would apply to Twitter.

M. Yahoo

“Yet Another Hierarchical Officious Oracle,” or Yahoo, was
founded in 1994 as a searchable index of pages and, like many of
the companies on this list, has gone through recent troubles com-
peting with Google.391 Marissa Mayer, a former Google executive,
took over Yahoo in 2012 with the intentions to lead it back to its
original strength.392 While still disappointing many Wall Street ana-
lysts, Yahoo is beginning to find its competitive advantage.393 It has
revitalized its search results through a deal with Microsoft and is
seeking to develop its own ad platform.394

In addition, Yahoo executives have put together plans to try to
capitalize on the age of many Yahoo products.395 For instance,
many users have had e-mail accounts with Yahoo for over twenty
years, and there remains a large amount of data stored in these
accounts.396 An anonymous source explained how Yahoo seeks to
use this historical data. For instance, if a user has sent many e-mails
about a certain baseball team to his friends, “Yahoo will scan[ ] that
user’s inbox . . . [and] know to keep that user abreast of everything
going on with that baseball team.”397 This creates the potential for
some type of privacy invasion but is likely similar to Google’s Gmail,
which scans e-mails to provide relevant advertising.398

One of Yahoo’s acquisitions over the years, Tumblr, is a blog-
ging network which allows its users to post almost anything onto a
public website.399 As part of Tumblr’s independent privacy policy, it
states, “[d]on’t be afraid to share amazing things, but do under-

391. Simon Holland, Yahoo: An 18-year Timeline of Events, PERFORMANCEIN
(July, 17, 2012), http://performancein.com/news/2012/07/17/yahoo-18-year-
timeline-events/ (last visited Apr 24, 2015).

392. Id.
393. Vindu Goel, Yahoo Shows Growth in Mobile Advertising, but Results Miss Esti-

mates, N.Y. TIMES (Apr. 21, 2015), http://www.nytimes.com/2015/04/22/technol-
ogy/yahoo-quarterly-earnings.html.

394. Jon Fingas, Microsoft and Yahoo Can End Their Search Deal After October 1st,
ENGADGET (Apr. 21, 2015), http://www.engadget.com/2015/04/21/microsoft-
and-yahoo-can-end-search-deal/.

395. Nicholas Carlson, Inside Marissa Mayer’s Plan To Take on Google, BUSINESS

INSIDER (Apr. 22, 2015, 1:22 PM), http://www.businessinsider.com/marissa-may-
ers-plan-to-take-on-google-is-code-named-index-2015-4.

396. Id.
397. Id.
398. See Gibbs, supra note 209.
399. TUMBLR, https://www.tumblr.com/ (last visited Apr. 24, 2015).
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stand that it can be hard to completely remove things from the In-
ternet once they’ve been reblogged a few times.”400 It is clear that
Tumblr seeks to become an organized website that can act as the
bulletin boards of older generations. As part of that goal, Tumblr
has community guidelines, which seek to protect their users’ free-
dom of speech.401 As everything posted on Tumblr is public, these
guidelines seek to regulate public speech by aligning with the First
Amendment’s freedom of speech.

Yahoo, like many other websites, believes that the key to its suc-
cess is its users’ trust. As Marissa Mayer is quoted on Yahoo’s trans-
parency page, “We’ve worked hard over the years to earn our users’
trust and we fight hard to preserve it.”402 According to their trans-
parency report for the second half of 2014, out of a total of 4865
requests, Yahoo provided non-content information in 59% and con-
tent in 24% of these requests.403 They rejected 5% of requests and
found no information in another 12% of requests.404 The number
of complied requests is a little higher than some of their peer
companies.

As part of Yahoo’s transparency report, they outline three goals
to protect their users.405 The first is to protect user data through
heightened standards for law enforcement, encryption of commu-
nications including e-mail, and mentorship of newer start-up com-
panies.406 The second is to advocate for their users by both
advocating for intelligence overhaul bills and challenges to govern-
ment court orders, including the fact that they were the only com-
pany to challenge “the predecessor to Section 702 of the FISA
Amendments Act in the secret Foreign Intelligence Surveillance
Court [(FISC court)].”407 While the Court ruled in favor of the gov-
ernment, in Yahoo’s brief before the FISC court, Yahoo said that it
was seeking to protect the “Fourth Amendment rights of its custom-

400. Privacy Policy, TUMBLR (Jan. 27, 2014), https://www.tumblr.com/policy/
en/privacy.

401. Community Guidelines, TUMBLR (Jan. 26, 2015), https://www.tumblr.com/
policy/en/community (“As a global platform for creativity and self-expression,
Tumblr is deeply committed to supporting and protecting freedom of speech.”).

402. Transparency Report: Overview, YAHOO, https://transparency.yahoo.com/
(last visited Apr. 24, 2015).

403. Transparency Report: Government Data Requests, YAHOO, https://trans-
parency.yahoo.com/government-data-requests?tid=19 (last visited Sept. 29, 2016).

404. Id.
405. Transparency Report: Users First, YAHOO, https://transparency.yahoo.com/

users-first/index.htm (last visited Apr. 24, 2015).
406. Id.
407. Id.
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ers and subscribers against a program of warrantless surveil-
lance.”408 Yahoo’s constitutional argument started from an agreed-
upon statement that “U.S. persons using Yahoo! services have legiti-
mate expectations of privacy in their [redacted] communications,
even when such persons are located overseas.”409 Yahoo clearly sees
the content of communications as something that must be entitled
to basic Fourth Amendment protections and for which users are
entitled to a legitimate expectation of privacy.

The final goal is for Yahoo to promote basic human rights in-
cluding freedom of expression and a right to privacy.410 As part of
this plank, Yahoo has created the Yahoo Business & Human Rights
Program, which focuses on external pressures against Yahoo from
governments.411 While Yahoo seems to be very focused on protect-
ing its users from external pressures, it is not all together clear if it
has comprehensive policies in place to protect its users from inter-
nal pressures.

For the same reasons that Google and Microsoft would not
likely be considered state actors, a court would be unlikely to find
that Yahoo was a government actor.

V.
HEIGHTENED LEVEL OF SCRUTINY FOR

CORPORATE ACTION

While it is unlikely that many of the above corporations would
be considered public actors under current doctrine, that does not
mean that the ethos underlying constitutional due process stan-
dards should not apply to them. These companies all have the abil-
ity to cause a privacy invasion or censor individuals and cause them
harm. The same reasons that underlie the protections in the First
and Fourth Amendment can apply against companies.

Corporations, which have the power necessary to invade pri-
vacy, often get away with more invasions of privacy than the govern-
ment. Often, they can use necessity and functionality as an excuse
to require more information. In addition, many of these corpora-
tions are built on using data to sell better, more targeted ads, which
in turn provides money for more features. To truly tackle privacy

408. Brief for Yahoo at 8, Yahoo v. United States, No. 08-01 (FISA Ct. Rev.
2008), https://cdt.org/files/2014/09/1-yahoo702-brief.pdf.

409. Id. at 30.
410. Transparency Report: Users First, supra note 405.
411. Yahoo Business & Human Rights Program, YAHOO, http://

yahoobhrp.tumblr.com/post/75544734087/yahoo-business-human-rights-pro-
gram-yahoo (last visited Apr. 24, 2015).
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issues in the future, the artificial buffer between government sur-
veillance and corporate surveillance must be pulled down by policy-
makers. Requiring corporations to respect the First Amendment or
Fourth Amendment rights of their users likely would cost billions
and may detract from further innovation. Nonetheless, it is a con-
versation worth having.

Unfortunately, Congress is unwilling and unlikely to pass any
comprehensive privacy reform package.412 Even if it were to pass
such a proposal, there is the possibility that it would fail to address
many of the privacy problems associated with Big Data. President
Obama recently released a consumer bill of rights for which there is
little likelihood of passage.413 Even if the bill were to pass, the bill
does not provide adequate and appropriate safeguards to prohibit a
company from examining a user’s content or censoring his or her
speech on its website. In today’s Internet age, both the government
and the corporation have equivalent ability to cause harm. In fact,
corporations may prove more harmful on an everyday basis than
the government. In addition, there are certain due process require-
ments that the government must acknowledge in order to invade
the privacy of an individual. For instance, they may need to receive
a warrant or allow for the individual to challenge a subpoena before
a neutral decision maker. None of these procedural due process
requirements apply to a private corporation.

As websites delve deeper into Big Data and harness all of its
potential, they must be cognizant of how their actions as corpora-
tions can have an effect on individuals. There are some companies
that would likely be happy to look the other way and continue with
the fiction that their actions should not be held as equivalents of
government actions. There are other companies that seek to be
model corporate citizens and lead in the field of privacy rights.
These are the companies that must be cognizant of their impact on
the free speech and privacy rights that all Americans associate with
being an American. These corporations must recognize that their
actions can chill speech or prevent a group from assembling.

412. In 2011, former Chairman Patrick Leahy of the U.S. Senate Judiciary
Committee first proposed a fix to ensure that the government receives a warrant to
search the contents of e-mail communications. See Electronic Communications Pri-
vacy Act Amendments Act of 2011, S. 1011, 112th Cong. (2011). This bill was voted
out of committee in 2013, but has yet to pass the Senate, even though it is thought
to have wide support. Electronic Communications Privacy Act Amendments Act of
2013, S. 607, 112th Cong. (2013).

413. Brendan Sasso, Obama’s ‘Privacy Bill of Rights’ Gets Bashed from All Sides,
NAT’L J. (Feb. 26, 2015, 1:11 PM), http://www.nationaljournal.com/tech/obama-s-
privacy-bill-of-rights-gets-bashed-from-all-sides-20150227.
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While the courts have spent years developing constitutional
doctrines to curb violations of the First or Fourth Amendment,
companies often do not have these same or similar safeguards in
place. If the corporation must invade one of these extremely impor-
tant rights, it ought to consider its actions under a heightened level
of scrutiny,414 akin to the Court’s strict scrutiny test in the First
Amendment context or reasonable expectation of privacy test in
the Fourth Amendment context, before it engages in any invasion
of traditionally protected constitutional rights. A high-level em-
ployee could play the role of a judge and decide whether the com-
pelling corporate interest outweighs the violation of the
fundamental right. Companies can use the underlying rationales of
both of these general tests to evaluate their own new general poli-
cies or individual actions. They can do this by ensuring that the
invasion of rights is narrowly tailored to achieve a compelling
interest.415

The Supreme Court has found that:
[G]overnment may impose reasonable restrictions on the time,
place, or manner of protected speech, provided the restric-
tions “are justified without reference to the content of the reg-
ulated speech, that they are narrowly tailored to serve a
significant governmental interest, and that they leave open am-
ple alternative channels for communication of the
information.”416

When a company is looking to evaluate new community guidelines
or seeking to take action against a potential website abuser, it
should look to this test to justify its guidelines. Companies should
commit to the “bedrock principle underlying the First Amend-
ment . . . that the government may not prohibit the expression of
an idea simply because society finds the idea itself offensive or disa-
greeable.”417 While Internet companies may not feel the same re-

414. The concept that different levels of scrutiny apply to different legislation
was first introduced in the famous footnote 4 of United States v. Carolene Products, in
which Justice Stone for the Court stated that “prejudice against discrete and insu-
lar minorities may be a special condition, which tends seriously to curtail the oper-
ation of those political processes ordinarily to be relied upon to protect minorities,
and which may call for a correspondingly more searching judicial inquiry.” United
States v. Carolene Prods. Co., 304 U.S. 144, 152 n.4 (1938).

415. Cf. Parents Involved in Cmty. Sch. v. Seattle Sch. Dist. No. 1, 551 U.S.
701, 720 (2007) (applying the Supreme Court’s current strict scrutiny formulation
in the affirmative action context).

416. Ward v. Rock Against Racism, 491 U.S. 781, 791 (1989) (quoting Clark v.
Cmty. for Creative Non-Violence, 468 U.S. 288, 293 (1984)).

417. Texas v. Johnson, 491 U.S. 397, 414 (1989).
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quirement to give a soapbox to all offensive individuals, they should
be mindful of the role that they have in policing the avenues of
speech in modern America. The Supreme Court has outlined lim-
ited exceptions to the general content-neutral requirement in
United States v. Alvarez.418 These categories are: “advocacy intended,
and likely, to incite imminent lawless action, obscenity, defamation,
speech integral to criminal conduct, so-called ‘fighting words,’
child pornography, fraud, true threats, and speech presenting some
grave and imminent threat the government has the power to pre-
vent.”419 If speech does not fall into any of these categories, the
website should ensure that its employees do not censor the individ-
ual without providing sufficient due process. This should at a mini-
mum include an opportunity to contest the distinction and an
appeals process to an attorney.

Finally, companies must remain aware that in instituting cer-
tain automated advertising they may chill free speech by potentially
preventing people from sharing on their forums. A company
should make clear in their privacy policy that no human will ever
see the results of the advertising and that computers do all the in-
ternal processing. If a human, for instance, spot checks to ensure
quality control, the company should ensure that its employees do
not have access to any personally identifiable data. In addition, the
company should educate these employees in basic First Amend-
ment values to ensure that they do nothing to stifle free speech.

In determining when a human at a company should examine
the contents of a user’s private information, companies ought to
look at the reasonable expectation of privacy standard elaborated
on by the Supreme Court.420 Microsoft has proposed a series of
rules in which it decides when it is appropriate to examine the con-
tents of one of its e-mail accounts.421 These steps can provide a
strong framework that every Internet company should adopt any
time it decides, with human eyes, to examine the contents of an e-
mail or document stored on its site. A model set of instructions for
a company to adopt would look similar to below:

418. United States v. Alvarez, 132 S. Ct. 2537, 2544 (2012).
419. Id. (citations omitted).
420. See, e.g., Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J., con-

curring) (“[A] person has a constitutionally protected reasonable expectation of
privacy.”); see generally Orin S. Kerr, Fourth Amendment Seizures of Computer Data, 119
YALE L.J. 700 (2010) (exploring the issues associated with Fourth Amendment
seizure doctrine in the context of computer data).

421. Infra Part II: Microsoft.
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1. Company A will honor the privacy of their users by requir-
ing the below process before it would conduct a search that would
ordinarily require a court order.

2. Company A will create a document which includes the
probable cause to believe that a crime or other serious infraction
has been committed with the use of an account on the company’s
website and the particular account that it wishes to search.

3. Company A will submit this document to an independent
lawyer who should have full and ultimate authority to deny or alter
the request based on prevailing legal doctrine in the jurisdiction in
which the crime or other serious infraction would likely be
prosecuted.

4. Company A will conduct the search to look for the infor-
mation it specified in its application and report to the independent
lawyer any potential deficiencies in the search.

5. Company A will notify their user within 30 days of the
search of the account and provide the probable cause for the
search. This can be repeatedly extended for 30 days if the company
believes it reasonably necessary to protect the company and makes
this showing to an independent lawyer.

This process may seem onerous, but it would go very far in
restoring the users’ faith in a service. An exception would likely
have to be made that a computer can examine the contents so long
as the computer does not transmit that information to a third party.
All processing of information would have to occur within the com-
pany’s servers.

VI.
CONCLUSION

Big Data is a key building block for many of the most innova-
tive and disruptive companies in the world. It is allowing Internet
titans such as Google to invest in projects that seek to leave the
world a better place. Companies ought to think beyond just their
bottom line and ensure that in the United States they actively pro-
tect and defend certain rights that Americans have fought to enjoy.
Even if courts do not find that they are state actors, they can incor-
porate these rights into their ethos and community guidelines.
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